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Abstract
Imen Arfaoui. Forms and Models of Irregularities in WSNs: Effects and solutions. PhD thesis, School
of Communication Engineering of Tunis, SUP’COM, Communication Networks and Security
Research Lab (CN&S), Date: December 28, 2016 (Under the direction of Pr. Noureddine Boudriga)

In recent years, wireless sensor networks (WSNs) have become one of the most active research areas
due to the bright and interesting future promised to the world of information technology. Wireless
sensor networking is an important field of study as various applications will be enabled by this
network in multiple areas the such as inventory tracking, battlefield surveillance, machine failure
diagnosis, biological detection, healthcare, home security, and smart spaces.
In such networks, most numerical experiments, models, and techniques have been developed using
ideal conditions, while idealistic assumptions do not hold true in practical situations. In fact, these
networks face many forms of changing variables such as radio frequency, atmospheric conditions,
environmental changes, and event occurrence irregularities, to mention some of them. One of the
fundamental issues that arise from the irregularity of these variables is the modeling of the network
under the presence of irregularities.
Wireless channels show irregularities on radio performance. This radio irregularity is very common
and is a non-negligible phenomenon in wireless communication resulting in non-uniform transmission
ranges and asymmetry of communication links, among other effects. Therefore, actual communication
range with perfect radio condition do not hold in real situations and cannot represent the realistic
performance of such a network. Another form of irregularity in wireless network is the atmospheric
and environmental factors when deploying WSN. Most works in designing WSN assume a regular
terrain for deploying the sensors. However, the area to be monitored may not be a regular one and can
contain obstacles for many practical applications.
Events occurrences represent another form of irregularities. In fact, batteries carried by each sensor
node have limited power supply; some sensors will use their energy faster than others due to the
irregular arrival rate of intruders in surveillance applications for instance and cause disconnection of
the network. Consequently, the disparity in the appearance of the events occurrences can result to a
difficult maintain of the connectivity of the whole network for a longer time. Therefore, the challenges
we have to face aim to obtain a long network lifetime, as well as maintain sufficient sensing coverage
and reliability while taking into account the events occurrences irregularity. We confirm then that
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irregularities affecting the role of WSNs based applications cannot be neglected and should be
properly studied. All through this thesis, we will address research issues related to the irregularities in
WSN. We will analyze then the different forms of irregularities in WSN and we will propose models
for more realistic simulations. Solutions to the problems caused by irregularities encountered in
building WSN-based application will be analyzed.
For this context and to overcome the mentioned issues, this thesis aims at: (i) discussing the different
types and forms of irregularities that may be faced when designing and deploying WSNs; (ii)
proposing a novel irregular radio model for more realistic and controllable deployment of WSNs; (iii)
providing deployment schemes taking into account the atmospheric, geographic and environmental
conditions of WSN; (iv) building techniques for coverage completeness in order to detect and manage
holes with the presence of radio irregularity; and (v) developing a resilience method of WSN-based
surveillance systems that aims to deploy a minimum number of sensors, in area of interest, while
maximizing the network lifetime.
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CHAPTER I.

REGULAR MODELS FOR COVERAGE AND
CONNECTIVITY IN WIRELESS SENSORS
NETWORKS: LIMITS

1.1. Introduction
The advances in wireless communication and wireless networking technology have facilitated the
development of low-cost, low-power, multi-functional, tiny sensor nodes. These small devices can
sense the environment, perform data processing and communicate with each other over short
distances. Wireless sensor networks (WSNs) are composed of a large number of sensor nodes that will
be deployed in a given area, dynamically self-organize in random and can coordinate their actions
through wireless communication using radio signal to perform various tasks such as sensing the
physical world. Sensors can be deployed in different environment areas such that in the air, on the
ground, in vehicles, inside buildings and under water. Once the sensors are deployed in the
environment, they have to organize themselves in the network by listening to one another.
Because of the low cost and the capabilities of sensing of the developed sensors, researchers in many
related disciplines were interested in using such network where they provide several research studies
based on the sensor devices. In fact, sensors technology is an important key for numerous potential
applications in various areas such as in industry, exploration, reconnaissance, surveillance and target
tracking, environmental monitoring, or pollution detection over a specific region military, home and
many others.
WSNs are the best method for continuous and efficient monitoring of events occurring in an area of
interest. To be able to realize the required specifications we need to ensure essentially a high coverage
and connectivity quality and to provide an appropriate realistic design and modeling WSN for various
applications. Deployment ensuring full coverage and connectivity become one of the main research
issues in WSN allowing measure of the quality of service (QoS) when modeling this network.
However, in such networks, most experiments and results have been obtained in ideal conditions
which do not hold true in practical situations. In fact, these networks face many forms of irregularities
1

such as in radio, atmospheric and environmental factors, event occurrences, etc leading to unrealistic
results.
This introductive chapter presents an introduction to general notations, models, and techniques that
build the foundations of this thesis. We will provide then a brief overview of WSNs and their
applications and address the requirements related to this network based applications. We present also
the thesis statement.
The remainder of this chapter is as follows. We will present in section 1.2 the WSN architecture.
Section 1.3 will present the most current applications in WSNs. Section 1.4 will discuss the
requirements related to WSNs based applications; namely the coverage and connectivity. Section 1.5
will be devoted to the responding to the requirements process using the WSNs with regular models.
An analysis of the state of the art in the field of irregularity in WSN based applications will be
presented where we present the limits of the use of regular models in WSN. In section 1.6 we will
present the different contributions of this thesis. Section 1.7 will focus on the outline of the
dissertation.

1.2.

WSNs Architecture

In this section, we present the architecture of the WSN where we will look at the architecture of the
whole network as well as the individual sensor.
A large variety of applications have been provided using WSN. The latter is becoming one of the most
used technologies combining sensing, computation, and communication into single small devices that
can be deployed over a variety of geographic topography. WSN is composed of a large number of tiny
sensors and a base station also called sink that communicates with sensor nodes. These large number
of nodes interact with the physical world, sense some phenomenon and wirelessly communication and
collaborate with each other. These sensors nodes are used to monitor the surrounding physical
environments, to send the sensed data to their neighbor sensor or to the sink node or to perform some
computations on the sensed data.
Understanding the architecture of such network is important before deploying it in any application.
WSN follows most common architecture OSI model. Basically, there are five layers in sensor
network. We compare the protocol stack in sensor network architecture to be similar to the seven-layer
OSI (Open Systems Interconnect) of conventional network architecture as there is no universally
accepted protocol stack in WSNs. In fact, a sensor node is a tiny wireless device that has the capability
of measuring a physical quantity from the place of its deployment and converting it to

a quantitative

measure that can be interpreted by the system. When such a sensor is embedded onto

a system that

can network itself wirelessly with other systems using standard network interfaces based on a similar
protocol stack as shown in Figure 1.1.

2

Furthermore, WSN may be structured in two architectures, namely; hierarchical and flat architectures.
In the hierarchical architecture, the network can be divided into clusters, or group of nodes, where all
the organizational decisions, like data aggregation, are made by a single entity called the cluster head
or sink node. In flat configurations, all the sensor nodes can contribute in the process of the decisionmaking and the internal protocols, like routing.

Figure 1. 1: General Protocol structure of sensor nodes in WSN

On the other hand, one of the key components in WSN design is the sensor node. The architecture of
the individual sensor node, however, is mainly dependent on the nature of their application(s)-specific
deployment. The architecture of such an individual node is illustrated in Figure1.2 where each sensor
node is composed of a sensing unit, a processing unit, a communication unit and a power source.
Together the sensor and the ADC (Analog Digital Converter) form the sensing unit, where the analog
signals produced by the sensors are converted to digital signals by the ADC, before being supplied to
the processing unit (comprising the processor and storage). The processing unit is responsible for
carrying out the allotted sensing tasks. The communication unit acts as the link between the sensor
node and the network. The power scavenging source generally derives energy from solar and battery
power.

3

Figure 1. 2: Individual sensor node architecture in a WSN

To better understand the units composing the architecture of a sensor, we describe them in details in
the following:


Processing unit: This unit corresponds to the control process of the sensors and execution of
communication algorithms. A microprocessor installed in the sensor will manage this
functionality. For energy conservation goal, this microprocessor will run according to various
operating modes. The architecture of the sensor node processor is required to be simple,
consume minimum power, and support suitable instructions for the target application
processing. Also, the processor should provide the processing performance required by the
application.



Sensing unit: consists of a group of sensors that will sense the environment and report the
sensed data to a sink node. A major constraint, in this case, is the energy consumption, which
can be reduced by using low power components and saving power at the cost of performance
which is not required.



Communication unit: a sensor will send or rely the sensed data to another sensor until it
reaches a sink node. The communication process is constrained also by energy as a significant
amount of energy is used by the radio in the WSN. This allows the use of typical low power
RF (radio-frequency) radios that are capable of delivering a fair bandwidth in a single channel
on the ISM band. Radios can operate under the Transmit, Receive, Idle and Sleep modes. It is
important to completely shut down the radio rather than put it in the idle mode when it is not
transmitting or receiving because of the high power consumed in this mode.
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Power source: sensors are composed of a battery that supplies to operate. Usually the rated
current capacity of a battery being used for a sensor node is lesser than the minimum energy
consumption required leading to the lower battery lifetimes. One can increase in that case, the
lifetime of the battery by being in sleep mode when no task is required.

1.3.

WSNs Applications

WSN is comprised of a large number of sensors with different types. These sensors will
collaboratively monitor and provide global views of various environments. For instance, a sensor
network can be deployed in a remote island for monitoring animal behavior and wildlife habitat or
measuring temperature, pressure, and seismic activities. Such networks have gained popularity since
sensors are suitable for a variety of applications including security surveillance in military and
battlefields, detecting fire, monitoring previously unobserved environmental phenomena, smart
homes, buildings and offices, healthcare systems , improved healthcare, industrial diagnosis, and many
more. Such networks are increasingly deployed in buildings, underwater, on roads or bridges, and in
planetary exploration. Since many feasible applications have been adopted, we present in the
following subsections the most common WSN applications.

1.3.1. Environmental applications
One of the applications of WSN is the environmental applications used to monitor events that occur in
the environment. Environmental applications can be used for forest surveillance, animal tracking,
flood detection, and atmospheric situation such as weather forecasting, [1]. Such network is used to
track for example the movement of animals including the movement of birds, insects, fish and small
animals.


Agricultural monitoring: The focus in this case is mostly on farming area. The agricultural
monitoring corresponds to the animal monitoring or tracking [2] according to some research
works. The interaction between animals and human has been developed and recognize for
decades. The contribution of animals love, true-hearted and continuity live can provide
positive impact on human physical and mental [3]. In addition, WSN can be used for plant
monitoring which is also defined as "phytomonitoring". For example, with the help of a WSN
the farmer can monitor the operation of its tree more efficiently and automatically.



Flood detection: With the help of WSN, one can identify the presence of the flood. The
sensing capability of the sensors in WSN can allow observing, indicating and predicting the
incidences of the flood and hence to avoid the damage caused by floods. The deployed sensors
in a river for example will continuously monitor an environmental factor such as the water
level and report the information to a sink node.
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Forest surveillance (fire detection): Another example among the environmental application on
WSNs is the fire detection in a forest. In this application sensor nodes, mostly equipped with
optical systems and power rummage methods such as solar cells, are randomly deployed in
a forest. These sensors will help to determine the fire by broadcasting the exact origin of a fire
before it becomes spread uncontrollable. The early detection of the fire is crucial for
a successful action of the firefighters. In fact, with the help of the deployed sensors, the fire
brigade can determine when a fire has started and how it is spreading.

1.3.2. Border surveillance applications
Among the main important applications, one can found the border surveillance application. With the
help of sensor networks, countries can monitor and protect their borders where the sensors will be
deployed in the border to detect any crossing intruder. Every country has to detect any intruder trying
to cross its border. In fact, since the perimeter of a country border is large and may be with hazardous
environment, achieving human (soldiers) surveillance become impossible and hard to perform.
Therefore monitoring the border of a country using WSN become a crucial issue. The deployed
sensors will be connected together to report and detect any crossings. Using the information gathered
from the sensors, a central unit for example the military department can directly take security
measures. Several requirements should be met to allow high security level using WSN. For instance,
the network lifetime which is related to the energy resources since failed sensors cannot perform its
operational functionality and hence intruders can penetrate the border without being observed.
Besides, to obtain its main functionality, researchers of WSN based surveillance applications have to
manage several constraints regarding the connectivity between sensors, the network coverage, the
network lifetime and the deployment strategy.

1.3.3. Military surveillance application
Border surveillance can be a special case of the military surveillance where the objective of the
military surveillance is to track any target. WSN can be a proper solution for military purpose since it
can be deployed easily from air or directly without the use of pre-existing infrastructure and with low
cost. In fact, military areas can be rough, hostile and difficult to access where one of its main purposes
is to control special area preventing them from attacks, for example, using tidy devices such as the
sensors will be help to efficiently monitor these areas. WSN can be also a solution for soldiers in
military field since in some areas; the soldiers can be exposed to several threats such as nuclear or
chemical. In this case, WSN can help detecting these threats, informs and prevents the soldiers from
being affected.
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1.3.4. Health care applications
Recently, WSN have been used for health care purpose. The sensors will aim to improve and expand
the quality of care in a patient. In fact, due to the reduced size of sensors, the latter will be attached
either outside (sensors will be wear) by or inside (the sensor will be implanted) the human body of
each patient in order to get or to measure parameters regarding the health of the patient. For instance,
sensors can detect and inform about a high temperature of a patient, a high blood pressure or even
a high heart heartbeat. As the detected information from sensors will be instantly send to a processing
unit, it will allow doctors and health care responsible to the early detection of the anomaly and hence
to quickly respond.

1.4.

Requirements for WSNs based applications

A wide range of commercial and industrial applications have been developed using WSNs as
presented in the previous section. A majority of the used applications rely on the overall monitoring
capability of the network, which may be defined as the ability to detect any event occurring in the
environment. Using WSN is of great importance in these applications and its impact on the quality of
service of the required applications; several constraints must be studied and addressed. In fact, using
WSN based applications aims at ensuring a set of requirements. For this purpose, once we have
presented the architecture and the applications of the WSN, we explore the different requirements that
will help us to evaluate the performance of the WSN. In the following, we discuss the most important
requirements needed for WSN based applications to achieve efficient monitoring. The efficiency of
WSN applications are measured in terms of these requirements. These requirements include the
coverage, connectivity and lifetime which will be discussed in details in the following.

1.4.1. Coverage
The deployment of a WSN consists first to determine what application we are attempting to monitor.
Typically the objective is to monitor an entire area, look for a beach among a barrier, or to watch a set
of targets. A sensor main function in that case is to sense the environment for any occurrence of the
event of interest. The sensors have a sensing range, which defines the coverage area that can be sensed
by a sensor node. One of the most important objective of deploying real world WSN is to ensure the
coverage of the monitored area.
Among the main research interests in WSN, we find coverage. Coverage problem becomes an
important issue in the deployment of a WSN. It is a major concern to verify the quality of service
(QoS) of the networks and a key factor for evaluating the performance and the efficiency of the
network. In general, it answers, the questions about quality of services that can be provided by
a sensor network based application. It can also be seen as a minimization problem, where from the
minimization point of view the objective is to make sure that the total area of the coverage holes in the
network is as small as possible.
7

For instance, authors in [4] defined three types of coverage, namely; area coverage, point coverage and
barrier coverage. Area coverage, as the name suggest is on how to cover an area with the sensors. The
coverage of an entire area known as full coverage also means that every point within the field of
interest is covered by at least one sensor. Most of the works discussed deal with area coverage where
the objective is to maximize the coverage percentage of the region of interest (ROI) by increasing the
ratio of area covered by at least one sensor or a set of sensors. In these WSN based applications, it is
necessary to define precise measures of coverage that impact overall system performance. Point
coverage corresponds to the coverage of a set of points of interest. Decreasing the probability of
undetected penetration is the main issue in barrier coverage. The barrier coverage refers also to the
detection of crossing among a line of sensors.

Figure 1. 3: (1) Area Coverage, (2) Point Coverage and (3) Barrier Coverage
In addition, coverage is classified into three classes according to [5], Blanket Coverage, which consists
to achieve a static arrangement of nodes that maximizes the detection rate of targets appearing in the
sensing field. Barrier Coverage aims to achieve a static arrangement of nodes that minimizes the
probability of undetected intrusion through the barrier. Sweep Coverage corresponds to move
a number of nodes across a sensing field, such that it addresses a specified balance between
maximizing the detection rate of events and minimizing the number of missed detections per unit area.
On the other hand, the coverage problem can be classified according to the following categories
regarding the used application. The first is the total coverage, where all the monitored area should be
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fully covered. This means that any point in the region to be monitored should be covered by at least
one sensor. The second is the partial coverage, where only some sub-regions of the total region are
fully covered. In fact, partial coverage can be sufficient for various developed applications such as
crossing border surveillance, where only the borderline is monitored. The third is the redundant
coverage, which corresponds to the coverage of multiple sensors that cover the same physical location.
The fourth is the non-homogeneous coverage, where some interesting parts of the monitored area are
more densely covered than the others. The objective of the latter deployment is to use a minimum
number of sensors as possible as you could to achieve a full coverage. This problem was addressed in
[6], where the authors propose to place the sensors in a r-strip zone assuming that each sensor will be
located at a distance r from the neighboring sensors, where r is the sensing range of the sensors.
A drawback of this solution is that deploying sensors in such configuration may be unrealistic. Finally,
the fifth class is target coverage. It consists on observing a fixed number of targets by a number of
deployed sensor where the objective is to maximize the network lifetime.

1.4.2. Connectivity
In this subsection, we consider the concept of connectivity of WSN. In fact, connectivity is another
fundamental problem in WSN. It is a critical concern that has to be considered when deploying
sensors since the data sensed from the sensors must be sent to neighboring sensors and then to the sink
nodes. To get the collected data, there must be a communication path from the collecting sensor to the
sink node. A communication range characterizes a sensor so that it can communicate to any
neighboring sensor that is inside this area. Furthermore, non-neighboring sensors can communicate
together via multiple hops with the help of other sensors. Hence, if there exists a communication path
between any pair of sensors in the network, the network is considered connected. An important
requirement for WSN based application is to maintain the connectivity of the network since an
isolated sensor node or isolated part of the network will not be able to sense and report the gathered
data to the sink node and hence to the analysis center for processing. In that case, even if the initial
deployment permits a full coverage of the monitored area, the final resulting coverage will not be
sufficient because some nodes are isolated as if they do not exist due to sensors failure.
To study the connectivity of a WSN, one can generally associate a graph with that WSN where each
sensor correspond to the vertex in the graph and the communication between sensor will be modeled
by an edge from one vertex to another. An edge between two sensors indicates that a sensor can send
data directly to the other sensor. A sensor network is said to be connected if the graph modeling this
network is connected. A graph is connected if there exists a path between any pair of its vertices. The,
if a WSN is connected then any pair of sensors can communicate with each other, possibly taking
multiple hops through neighboring sensors. Another form of connectivity can be considered such
as the k-connectivity, for k ≥ 2, in which the network is considered to be connected even if k – 1
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nodes are removed. Ensuring k-connectivity can maximize the network lifetime when the sensor nodes
fail randomly at different times.
On the other hand, there are several types of connectivity problems in WSNs. If the application that
we attempt to monitor requires reporting the detected event at real time to the sink, permanent
connectivity is needed in that case. Otherwise, discontinuous connectivity is adequate. In addition, if
the application requires an important quality of service in terms of robustness, multiple paths from the
deployed sensors to the sink are needed in that case. Otherwise, a single path is sufficient.

1.4.3. Network Lifetime
An important requirement of the WSN is the lifetime. The network lifetime is a critical concern in
WSN research. It is an important metric for the evaluation of sensor networks. The network can only
fulfill its main functionality as long as it is considered as ”alive”, but not after that.
The main objective of the WSN based applications is to deploy sensors in an area of interest for
months or years. Network lifetime can be considered as a metric used to analyze the realistic
deployment of WSN. The estimated network lifetime can also contribute to justify the cost of the
deployment. The network lifetime depends on various factors including network architecture and
protocols, data collection initiation, channel characteristics, and energy consumption model. Among
these factors, one of the primary limiting factor for the network lifetime is the energy consumption. In
fact, the environment can be hostile where human intervention is not possible and hence, the sensor
nodes will be deployed randomly or dropped from air from an airplane and will remain unattended for
months or years without the replacement of the sensor battery. Therefore, resource management
regarding the energy consumption is of critical importance to these networks.
Common lifetime definition can be found in the literature where it is defined as the time when the first
sensor in the network fails. This time corresponds to the time span from the deployment to the instant
when the network can no more accomplish its main and initial purpose. However, a network may be
considered as non-operational regarding the application it attempts to monitor. In that case, it can be
the instant when the first sensor dies, a percentage of sensors die, the network partitions, or the loss of
coverage occurs.
One should propose an efficient deployment method of sensors to provide longer sensor lifetime. In
fact, the main drawback when deploying sensor nodes is there limited resource of energy leading to
limited lifetimes. This fact motivates attention for algorithms to maximize the network lifetime.

1.5.

Responding to the requirements: Regular Models

To meet the aforementioned requirements, researchers have proposed analytical, as well as
computational models for coverage and communication. These models are based on regular and
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theoretical assumptions. This section gives a brief overview of models that are widely used to describe
coverage, communication and deployment in WSN.

1.5.1. Existing Coverage and Communication Model
The areas of coverage and connectivity (communication) are largely related; both of them are
necessary conditions for an operational WSN. In fact, coverage and connectivity must be considered
when deploying WSNs.
The major considered objectives to be addressed when deploying WSN are coverage or connectivity
or both of them. The coverage problem is an important research field in WSN, it reflects how well the
deployed sensor nodes can monitor a set of targets. It can be used as a measure of quality of service.
The goal of wireless sensors deployment is that each location in the physical space of interest has to be
sensed by at least one of the deployed sensors. In addition of the coverage issue, sensors network have
to maintain connectivity. To operate successfully a sensor network must also provide satisfactory
connectivity so that nodes can communicate data between each other and report to base stations.
Connectivity can be defined as the ability of sensor nodes to reach data sink. If there is no available
route between a sensor node and the data sink then the data collected by that node will not be
processed. To highlight this, let us, first, present the important terminologies required for coverage and
connectivity.
Every sensor is characterized by two metrics: the sensing radius of sensors (Rs) and the radio
communication radius (Rc). The first metric, Rs, is the one that refers to the coverage; it defines the
area a node can observe. Actually, every node is able to sense for a limited and a predefined distance,
beyond that it becomes impossible for it to detect anything. Sensors deployment depends basically on
the sensing range. We need to ensure the coverage of an area which means that every point of that area
have to be covered by at least one sensor. For this, distance between sensors will depend on the
sensing range. The second metric, Rc, defines the area in which others sensors must be placed inside
in order to receive data. It refers to the distance within a sensor could communicate with its neighbors,
this metric value have a great influence on the data transfer and the reliability of the network. After
gathering information sensors have to send those data to the sink then to the analyzer center, therefore
it have to be related to others nodes and every sensors which is not connected to his neighbors is
useless and considered out of the network. The two ranges may be equal but they are usually different
from each other.
Many researchers attempt to combine the coverage and connectivity into one single algorithm. An
approach has been provided by these researchers between both the communication range Rc and the
sensing range Rs to ensure both coverage and connectivity. They consider that if Rc is at least twice
that of Rs then automatically the coverage of an area implies the connectivity of the network in that
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area. The radio communication radius will depend on the sensing radio in a way that ensuring the
coverage will automatically ensure the connectivity. Hence, the sensing coverage will imply network
connectivity when the sensing range is no more half of the communication range. Coverage and
connectivity depend mainly on the coverage and communication models used. Several models are
reported in the literature. In the following we will present different regular models in WSN for both
coverage and connectivity.
 Boolean Sensing Model
In the Boolean sensing model, each sensor has a fixed sensing range R. In fact, assume that a sensor s
is located at (xs, ys) corresponding to the center of a circle of radius R. The radius R is determined
according to the transmitted and received antennas. In fact, as the signal strength of wireless
transmissions decreases with distance, this means that signals that were transmitted with some fixed
power can only be received up to some distance R in our case. Beyond that distance, the signal is too
weak to be decoded. R will be the largest possible distance between s and any destination. In other
words, the sensor will not send any packet to nodes outside the circle. The sensor s intends to send
data to a destination sensor d. The latter is supposed to be uniformly distributed over the entire circle.
A sensor can only sense the environment and detect events within its sensing range. The area covered
by a sensor node is a circle with radius equals to sensing radius of the node. In fact, if the occurrence
of the event is within the sensing range of a sensor, then the event will be assumed to be detected,
otherwise it is not. Any point inside the circle in Figure 1.4 is detectable by the sensor no matter the
distance between it and the center but outside that circle the sensor cannot detect anything.

Figure 1. 4: Binary Sensor Model
However, this model ignores the impact of the environment (obstacles such as building, foliage).
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 Probabilistic Model
In this model, a sensor with a nominal sensing range R is always able to detect targets if they are
within R-Re range from the sensor. Beyond distance R, no signal is ever detected. And, the detection
probability drops off continuously as the distance increases between R-Re and R. The gray ring in
Figure 1.8 represents the part where the chance of detection decreases with distance from the sensor.

Figure 1. 5: Probabilistic Sensor Model
For example, the "Elfes sensing model" is a probabilistic model, [7]. The probability that a sensor
node detects an event to a distance d using this model is given by:

1, d  Re

  ( d  Re )
p(d )  e
, Re  d  R

0, d  R


(1.1)

where, Re corresponds to the starting of uncertainty in sensor detection and the parameters λ and γ are
adjusted according to the physical properties of the sensor. R is the maximum sensing range of the
sensor.
 Shadow-fading sensing model
This model presents the path loss in relation to the distance and shadowing components. The sensing
ability of a sensor is not uniform in all the directions. This model is appropriate for both indoor and
outdoor environments. It provides a number of parameters which can be configured according to
different environments where the dependency of the obstacles factors such as building, foliage have
been taken into account in this sensing model. In the log-normal shadowing path loss model, the path
loss is expressed by [8]:
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One can notice that most of the proposed works consider regular models based on simplified
theoretical assumptions. These models may lead to unrealistic results when providing realistic
designing of the network. Practical models using realistic conditions and outlining the basic
requirements of WSN based application are important when designing and deploying a WSN into any
given application.

1.5.2. Existing Deployment Models
Deployment is one of the most critical issues in the area of WSN. It consists to decide what type of
sensor nodes is needed and where it should be deployed in order to achieve the required network
performances in terms of sensing and communication coverage. Sensors will be deployed to detect and
report specific event in an area. A good and efficient sensor deployment model is vital to the coverage
of the monitored area and to the network lifetime.
Sensor deployment methods have been largely studied in the literature. The deployment strategies for
WSNs providing area monitoring can be classified into three categories, namely, the deployment of
static sensors with controlled method, the deployment of static sensors with random method, and the
deployment of mobile sensors with random method. Typically during the design phase of monitoring
WSNs, sensors are deployed in an area of interest using either random or deterministic methods.
The deterministic nodes deployment can be considered as static nodes deployment using controlled
method. The sensors, in this category, are placed deterministically in positions chosen to achieve
better and full monitored area coverage. Placing the static sensor nodes at specific places requires in
this case knowledge of the overall geometry of the deployment area and necessitates line of sight
communication, and easy, direct and full control of the monitored area with knowledge of the
deployment locations. The random deployment can be considered as a random deployment of either
static or dynamic sensors. It consists on randomly spreading sensors in the monitored area. The
required coverage and desired connectivity might not be achievable when deploying the sensors
randomly. In fact, with the presence of obstacles in the environment and in hazardous area, deploying
sensors randomly will not achieve the required quality of services.
Most of these proposed deployment strategies have been built using simplified theoretical assumptions
and conditions. These idealistic conditions do not hold all time in practical deployment situations. The
sensors, in that case, are deployed without taking into account the real conditions that may be faced
during the deployment. For instance, most of deployment methods assume a regular terrain for
deploying the sensors. However, in practical applications, the network area may be rugged and
variable due to obstacles. There are several irregular conditions that may be faced during the
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deployment of sensors, such as the wind variations, the dynamic nature of WSNs, and the nonuniformity of the vegetation, the presence of obstacles in the monitored area. Therefore, it appears
unrealistic to provide a sensor deployment method for area monitoring that does not consider the
irregular conditions. Dealing with this problem requires a good deployment strategy that meets the
aims of the WSN based application. An efficient deployment strategy taking into consideration the
irregular conditions mentioned above should be analyzed and developed.

1.5.3. Existing Lifetime Maximization Methods
The quality of service of WSNs is strongly dependent on the network performance. A primary factor
for evaluating a WSN is the network lifetime. The only power source in a sensor node is the battery.
Sensor nodes are mostly powered by non-renewable, non-rechargeable battery such that it is
sometimes impossible to replace batteries when sensor nodes run out of energy. This means that the
lifetime of sensor networks is limited by the available energy. In such condition, energy-efficiency is
one of the major goals in the design of algorithms for WSN. For this, several studies of network
lifetime maximization techniques have been conducted in the past years. The proposed techniques
range from efficient routing algorithms to scheduling techniques. For example, some authors proposed
methods to run routing algorithm to find the shortest path for each node in the WSN to save energy.
Others researchers proposed clustering methods to reduce the energy consumption in the network. In
this method, a group of sensors will be chosen as cluster. The role of the cluster is to check the energy
level of its neighbors and choose the one with high energy to rely the data. Another studies proposed
to replace the failed sensors in order to maximize the network lifetime. In fact, when detecting failures
of the sensors, the network will ensure sensors replacement. Two major issues must be done in this
case. First, it is needed to provide a technique to detect the failures in the network. Second, the
network should be able to run additional actions such as replacing sensors.
Even though, extensive studies of network lifetime maximization have been conducted, realistic
methods are still not provided. More specifically, addressing realistic constraints is still not applied
when providing such network lifetime maximization strategies. For example, in the case of WSN
based surveillance applications which require to continuously monitor the area of interest, the
proposed methods do not take into account the irregular models of intruders trying to penetrate to the
area. In fact, both the non-homogenous arrival rate in time and space of the intruders and the nonuniform crossing strategies of the intruders will affect the behaviors of sensors in terms of energy
consumption. A crucial consideration to take in order to increase the network lifetime is to propose
methods that deal with these realistic constraints.

1.5.4. Current Research Drawbacks
This thesis deals with several aspects concerning coverage, communication and deployment in WSN.
The previous section has illustrated WSNs which have the potential to offer many advantages to the
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developing world. As mentioned above, WSNs based applications have attracted significant research
interest where several works have discussed the design of the network by providing regular models
and deployment strategies. However, the efficiency of WSN based applications highlights three
objectives to achieve: First, one should provide a deployment method that ensures total coverage of
the area to be monitored. Second, it should be able to detect coverage holes. Third, the deployment
method should be able to reduce energy consumption. Several research studies have received attention
to achieve these objectives. However, the concept of irregularities is still neglected while the presence
of irregularities has significant impact on the performance of the network in terms of coverage,
connectivity. To this end, it might be prominent to discuss, study and present the current research
drawbacks and limits of the use of regular models when deploying real world WSNs based
applications. In the following chapters, we will explore the related works regarding the coverage
model, the deployment strategies and the holes detections methods in order to provide solution to the
encountered problem.

1.6. Motivation and Contributions
WSN are composed of devices and sensors with (limited) sensing and wireless communication
capabilities are becoming increasingly available for commercial and military applications. Area
coverage and connectivity in WSNs are not unrelated problems. Therefore, the goal of an optimal
sensor deployment strategy is to have a globally connected network while optimizing coverage at the
same time. By optimizing coverage, the deployment strategy would guarantee that sensors, as required
by the underlying application, optimally cover the area in the sensing field. By ensuring that the
network is connected, it is also ensured that the sensed information is transmitted to other nodes and
possibly to a centralized base station that can make valuable decisions for the application.
In this thesis, we will address research issues related to the irregularities in WSNs. We intend to
analyze the different forms of irregularities in WSNs, characterize their effects and causes, and
generate solutions to problems caused by irregularities encountered in building WSN-based
applications. The objective of this thesis is to provide realistic deployment of sensors taking into
consideration several forms of irregularities. Our contribution is four-fold that will be developed in the
following.

1.6.1. Deploying WSNs under Radio Irregularity and Environmental
Changing Conditions
In the first contribution, we proposed an irregular radio model to help analyzing irregularities when
deploying real world WSN. In fact, WSN are used in many fields such as military monitoring, health
care, weather monitoring, commodity tracking, and home control, a good deployment strategy
reducing holes must be defined. Most of the mentioned applications require full coverage and
connectivity. Therefore, providing practical radio model taking into account the radio irregularity is
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important when designing and deploying real world WSN. The radio signals are very dynamic and
irregular in their coverage due to several reasons. These anomalies can be classified into: (a) the
impact of the path loss in relation with the distance on the signal strength; (b) the impact of the
presence of obstacles in the transmission path. Existing obstacles may reduce or block the signal
propagation; (c) the non-isotropic antennas where the radiation of the antenna is not the same in all
directions. The attenuation of radio signal may be different along different directions; and (d) and the
impact of environmental factors in WSNs which may have high or low effect on the radio propagation.
The presence of these anomalies will conduct to unpredicted and unreliable radio transmission
affecting in that case the evaluation of WSN based applications which specifically require high
coverage and connectivity. This is mainly known by radio irregularity. The latter greatly impacts the
existing methods which rely on simple and regular radio models. Hence, this phenomenon must be
controlled and studied. For this purpose, we proposed a novel realistic irregular radio model that
analyses the radio irregularity. The main objective of this model is to reflect the real behavior of radio
transmission in WSN regarding the main causes affecting the propagation of the radio signal.
Therefore, we studied in a first part the impact of obstacles and antenna anisotropy on the signal
propagation where we introduced a novel way to define and simulate the obstacles integrating
mitigating and blocking obstacles. We provided then an environmental independent range modeling
where the radio propagation is modeled with diverse types of obstacles in different directions
according to different antennas powers. Furthermore, in a second part, we examined the effect of the
climate factor on the signal propagation where we added to the irregular radio range an environmental
parameter, which is responsible for the climate impacts on the radio propagation. In addition, we have
also introduced metrics to efficiently measure the degree of radio irregularity. We conducted a set of
simulations experiments in order to validate and evaluate the proposed irregular radio model.

1.6.2. Deploying WSNs under Atmospheric and Environmental Irregularities
In the second contribution, we proposed two deployment methods of WSN based surveillance
applications taking into account irregular conditions that may be faced when deploying real world
WSN. The objective of providing realistic deployment methods of WSN is to reduce holes and hence
enhance the network performance. In fact, the surveillance applications require coverage constraints to
achieve high quality of surveillance. An efficient sensor deployment method should be developed to
ensure such coverage and connectivity. Most of the deployment schemes proposed in the literature
assume that the deployed sensors have perfect sensing and coverage. However, atmospheric and
environmental factors regarding the area under monitoring and the environment under which the
deployment is performed may affect the deployment quality and reduce its efficiency. These factors
can be defined as the irregularity of the area geography; the variation of the wind experienced during
deployment and the spatial irregularity due to the presence of obstacles in the monitored area.
17

For this purpose, we proposed first a controlled deployment method of wireless sensors to monitor
two-dimensional areas (2D areas) taking into account the atmospheric irregularity related to the wind
forces. In this deployment strategy, the sensors are supposed to be dropped in outdoor area from air
from unmanned quad-copter. The motion of sensors when they are dropped is analyzed using
mathematical expressions to estimate the sensors dropping times, landing positions, and the
probability to build a connected line of sensors using irregularity models.
Second, we proposed a deployment method dealing with the environmental irregularity related to the
presence of obstacles in the area to be monitored. The proposed method aims at ensuring full sensing
and connectivity. For this purpose, since the presence of obstacles in the surveillance area has a
negative impact on the surveillance quality, a picture-based algorithm is integrated to allow the
determination of the coverage range(s) (or irregular coverage cell) of each landing point.

We

computed the real radio and sensing ranges of sensors just before their deployment using terrain
modeling. The results of the simulation described in this paper show that the irregular conditions can
have a serious impact on the sensor landing position and on the coverage and connectivity quality and
that the mathematical model can be the basis for an efficient coverage control of the WSN-based
surveillance system.

1.6.3. Dynamic Techniques for Coverage Completeness under Irregularities
In the third contribution, we proposed techniques for coverage completeness with the presence of radio
irregularity. These techniques aim at managing radio holes for deployed WSN under radio
irregularities. A hole detection scheme taking into account the irregularities in WSN is then proposed.
In fact, coverage of WSNs is an essential parameter to evaluate the performance of the networks in
terms of quality of services (QoS). Some applications require a high level coverage. However, the area
to be monitored cannot fully covered due to several anomalies in coverage making areas not
sufficiently monitored. These anomalies will lead to the presence of radio holes. In fact, these holes
may be formed due to various reasons including: the presence of obstacles, the random or poor
deployment, sensor failures, irregular radio range, and link asymmetry. In fact, irregular radio range
related holes highly exist in practice particularly for WSNs. Therefore; we discussed the concept of
holes due to radio irregularity and develop a new method based on the determination of polygonal
cycles in a graph for detecting such holes, and analyze its performance. Furthermore, a hole detection
method is proposed when the deployment of sensors is done from air using a quad-copter for example.
In that case, having precise information about the landing position of each sensor and its irregular
radio area, one can determine the uncovered area in the whole monitored area. Simulation
demonstrates that the proposed scheme can identify and detect the presence of holes due to radio
irregularity.
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1.6.4. Resilience of WSN based Surveillance System under Irregular
Crossing and Area Geography Conditions
In the fourth contribution, we proposed a resilience method of WSN based surveillance system. In this
contribution we propose two solutions of WSN based surveillance system:

A resilience method using a thick linear architecture: In this part we propose a resilience
method of thick-line WSN based surveillance systems in order to get an efficient sensing and
monitoring of intruders trying to cross the border. For this purpose, we proposed first a deployment
strategy to ensure coverage, connectivity that maximize the network lifetime while deploying a
minimum number of sensors in the thick-line. We also proposed a dynamic method that increases the
sensor range to enhance the network.
In fact, Surveillance application has become one of promising application areas of WSNs, which aims
to monitor any anomaly at real time. Network lifetime is a critical concern in the design of such a
network. However, due to non-uniform crossings and irregular area geography, sensors deployed
along the monitored area may run out of energy. A failure of these sensors may cause a hole in the
network coverage. It is essential then to provide a deployment scheme taking into account the irregular
models of intruders in order to maximize the network lifetime. The focus of this work is, first, to
provide a deployment strategy of thick-line WSN in order to ensure an optimal structure of the
network under the irregular intrusions as it represents a more realistic sensor placement strategy than
the random deployment where we propose a novel model to formally define the lifetime of WSN
based on energy consumed caused by the irregular crossings. Then, propose a resilience method for
WSN based surveillance systems under irregular intrusions in order to preserve a network lifetime as
long as possible.

A resilience method using multi-linear architecture: In this part we proposed a resilience
method for WSN based surveillance systems under irregular intrusions in order to preserve a network
lifetime as long as possible. A multi-linear architecture is used when the area is composed of a set of
strip zones, each one composed of equal subareas. In fact, the use of wireless sensor networks (WSNs)
based surveillance applications to detect intruders requires accurate methods for monitoring, tracking
the trajectories of intruders, and energy consumption of sensors. We propose then a model to formally
define the monitoring WSN lifetime based on the intruder’s behavior. In this context, we study the
design and analysis of the crossing strategies of the border crossings with a priori knowledge of their
arrival rate using WSN. We focus on two crossing strategies; namely, the orthogonal and progressive
crossing strategy. Given a monitored area considered as the union of multi-thick lines architecture, we
propose a deployment scheme of sensors to ensure good detection for both strategies and propose a
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method to determine and compare their network lifetime upon. Some numerical simulation results are
collected to analyze the related performance.

1.7. Outline of Dissertation
The content of this thesis is organized as follows:


Chapter 2 is devoted to present the different forms and models of irregularities in wireless
sensor networks. In this introductive chapter we, will be present first an analysis of the
different forms of irregularities that may be faced for a realistic deployment of WSN. These
factors include the radio, the atmospheric and environmental and event occurrences
irregularities. According to this analysis, we will provide modeling techniques that take into
account these irregular factors.



Chapter 3 addresses the deployment of sensors under radio irregularity and environmental
constraints. In this chapter, we will analyze the main causes of radio irregularity and according
to this analysis, we will propose a novel irregular radio model that does not rely on
experimental measurement taking into account the main causes of radio irregularity. The
proposed radio model computes the range based on the distance, the presence of obstacles, the
non-isotropic antennas and the climate factors. In this work, we provide a novel way to model
the presence of the obstacles in the area of interest where we consider two type of obstacles,
namely; mitigating and blocking obstacles. We evaluate their impact on the signal
propagation. We consider in this chapter the particular case of military surveillance
application, which is becoming increasingly important and present challenges due to their real
time, high coverage and connectivity requirement.



In chapter 4, we discuss the deployment of sensors under atmospheric irregularity. We assume
that the sensors will be dropped from air from a quad-copter in a 2D area of interest. We
propose a new deployment method aiming at reducing holes in WSNs with irregular
conditions. The proposed deployment method aims to reduce the drawbacks observed with
techniques that do not take into consideration real dropping conditions. The proposed
deployment scheme will be provided in relation to the irregular wind forces while
mathematical expressions are provided to determine the sensor landing position and time of
each sensor. It aims at ensuring high coverage and connectivity where sensors will be dropped
using unmanned quad-copter in a 2D area of interest. The results of the simulation
experiments show that the atmospheric irregularity can have a serious impact on the sensor
landing position and that the mathematical model can be the basis for an efficient coverage
control of the WSN-based surveillance system.
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Chapter 5 focuses on the deployment of sensors taking into consideration the environmental
irregularity. A design challenge in deploying outdoor WSN is coping with the hazardous and
harsh characteristics of the environment. The main constraint of the monitored area is then the
presence of obstacles. These obstacles have a negative impact on the surveillance quality
when deploying WSN based surveillance application. For this purpose, with the assumption
that the sensors will be dropped from air, an image processing based algorithm is provided to
permit the determination of the coverage range of each dropped sensor. So just before the
deployment of sensors, we compute the real radio and sensing ranges taking into account the
obstacles extracted from the image using terrain modeling. A study of the coverage and
connectivity is provided.



Chapter 6 presents dynamic techniques for coverage completeness under irregularities. The
proposed techniques allow the evaluation of real WSN context. These techniques identify and
manage holes in already deployed WSNs taking into account the radio irregularity. Contrary
to the previous proposed approach in holes detection, the proposed holes detection method
balances between the topology of the communication graph, the cycle properties and the
irregular radio range of sensors. The obtained results show that the proposed scheme can
discover efficiently the holes due to radio irregularity.



Chapter 7 discusses the resilience and tolerance of WSNs based surveillance application under
irregularities. For this, we studied in a first part the deployment of a WSN reduced to a thickline where sensors are deployed in a strip zone in a manner that the network lifetime is
maximized. In addition, a resilience method is provided based on the use of dynamic range of
sensors such that the deployed sensors have the capability to adjust their ranges. In a second
part, we generalize the method given for a thick-line WSN and we proposed a resilience
method for a multi-thick lines architecture.



Chapter 8 summarizes and concludes the thesis.
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CHAPTER II.

FORMS AND MODELS OF IRREGULARITIES IN
WIRELESS SENSOR NETWORKS

2.1. Introduction
Wireless sensor networks (WSNs) have gained popularity and have attracted many researches since
they are suitable for various applications including environmental monitoring, traffic control,
emergency rescue, object tracking, habitat monitoring, emergency rescue, battlefield surveillance and
border monitoring. The power of this network lies in the ability to deploy large numbers of tiny sensor
nodes in order to monitor and detect events that occur in an area for different purposes. In fact, a WSN
generally consists of sensor nodes that will be deployed either randomly or according to some
predefined methods over a geographical region of interest.
To support these WSN based applications scenarios and to efficiently monitor the area of interest, we
need to consider several constraints. These constraints concern for example the coverage, the
environment, and the climate factors. Accordingly, using WSN in indoor or outdoor areas in realistic
context imposes new and interesting challenges to the design of algorithms.
However, in such network most proposed methods consider ideal conditions using regular models.
Using these idealistic assumptions and conditions do not hold true in practical situations. For example,
most of the proposed deployment methods in the literature assume that the area covered by a sensor is
a perfect disc characterized by the radio transmission range. Such assumption is generally wrong since
several anomalies may appear in the radio propagation leading to a non-circular radio range. Another
aspect that can degrade the performance of the deployed network is environmental conditions. The
deployment techniques proposed in the literature do not address the irregular factors which may
degrade the sensing quality of the deployed network.
This means that one is especially interested in designing and providing real WSN under real
conditions. In this context, the focus lies in this thesis on examining and discussing the different forms
of irregularities in which the network performance is reduced since the presence of these factors affect
the detection capability of the WSN.
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The remaining of this chapter is organized as follows. In section 2.2 we present the different forms of
irregularities in WSN. We give an overview of each form. Section 2.3 presents the state of the art
where it discusses the limits of coverage, deployment and network lifetime models. In section 2.4, we
provide models for each form of irregularities with the objective to have realistic sensing when
deploying sensors. Finally, the chapter is concluded in section 2.5.

2.2.

Forms of Irregularities in WSN

One of the most investigated issues for the WSN is the deployment of the sensors to ensure the
objective of the network implementation. Recently, WSNs are being deployed in various applications
ranging from home applications to battle field surveillance. Many of these applications require full
coverage and connectivity between sensors nodes.
Since sensors may be spread in an arbitrary manner, several fundamental questions are centered in this
problem to ensure good coverage and hence to provide an efficient deployment strategy, including:
-

Can the WSN sense adequately and properly the entirety of a region with the presence of
irregularities?

-

How many sensors does it take? And where to place?

Deploying WSN in an area of interest using distributed sensing and computation is then an important
issue. The deployed WSN will serve as an interface to the real world where sensors will provide
physical information such as temperature, light, radiation, and others, to a sink node or a computer
system to process the information.
However, in such networks based applications, most of the proposed research works have assumed
ideal conditions. These idealistic assumptions do not hold true when performing realistic situations. In
fact, in most application scenarios, these networks will fail to provide their operational functions due
to the presence of many forms of irregularities. These irregularities can be classified according to four
main parameters, namely; radio, climate, environmental and event occurrence. These forms of
irregularities are non-negligible phenomena in wireless communication and should be properly studied
and considered when designing a deployment scheme in order to reach an acceptable deployment.
Hence, one should take into account these irregular factors when deploying realistic WSNs. In this
subsection, we will present the different forms of irregularities that a WSN can face in various
applications domains.

2.2.1. Radio Irregularity
Radio irregularity issue has been widely studied recently, [9]. It is a common and non-negligible
phenomenon in wireless networks. It represents irregularity in radio range and variations in packet loss
in different directions. It may cause asymmetric links as viewed by upper layers in the protocol stack.
To observe and quantify such phenomena, some research studies have focused on radio irregularity.
They have shown extensive evidence of radio irregularity in wireless communication. They have
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shown that the radio range differs significantly in directions and the presence of asymmetric links is
increased depending on the average distance between nodes. One can deduce then according to the
experimental results from those research work that the radio propagation is largely random and that it
varies with respect to the direction.
The main causes of radio irregularity, as defined by authors in [9] can be classified in two categories,
namely; the device characteristics and the propagation environment. As the sensors are electronic
small devices, some limitations can observed in these devices regarding for example, the sending
power and/or the receiving sensitivity which can differ from the sensors in the network, the antenna
characteristics which may not radiate in the same way in all direction. In addition, the environment in
which the sensors will be deployed and where the radio signal will be propagated can differ according
to the applications; namely, indoor, outdoor and underwater applications. Also, the environment can
be affected by several factors such as the noise, the presence of obstacles, the terrain surface variation.
Hence, the non uniform path losses due to the reflection, diffraction and scattering (see Figure 2.1) and
the antennas anisotropy characteristics can be a main causes of the radio irregularity.
One can deduce then that the non-uniform characteristics of the propagation environment and the nonuniform properties of the sensors devices will cause an irregular radio ranges of sensors.

Figure 2. 1: Non-isotropic paths losses
Even though, radio irregularity is known for long time, it is still ignored. Researchers still continue to
develop, simulate and analyze sensor network protocols that utilize a simplified theoretical radio
coverage model, in which the transmission range is represented by a perfect circle (or a sphere in 3D)
centered by a sensor. Most existing evaluations use this common disk model, which may have many
limitations. Research works on a realistic model dealing with irregularity of the sensor radio range is
still at its beginning. Simulation and analysis based on this simplifying assumption and condition do
not work as expected in the real world. However, researchers still continue to develop, analyze and
simulate sensor network algorithms that utilize a simplified theoretical radio coverage model, in which
a perfect circle centered by a sensor represents the transmission range. Then, it is difficult to perfectly
characterize coverage areas with theoretical models.
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Radio irregularity has many effects on the network. It actually affects all the aspect of WSN. It has
a great impact on the coverage and connectivity. Radio irregularity causes some unexpected changes
on the ability of sensing for some node due to the presence of obstacles or due to shadowing. It also
affects the durability of sensors node and cause some holes in the monitored area. In addition, it may
affect connectivity as two similar sensors may have different ranges and the sensor sensing range is
also affected by many others phenomenon. All of these could break the connectivity and the reliability
between sensors and the sink. On the other hand, the existence of the obstacles in the monitored area
has a heavy impact on both coverage and connectivity. Obstacles prevent sensors node from
monitoring a part of their own field if they are at their range. Several types of obstacles can be found
inside realistic deployment areas. The presence of these obstacles affects the sensor behaviors. In fact,
the sensor sensing and communication range is not the same in all directions due to obstacles and
vegetation. The ranges are non-circular but irregular caused essentially by obstacles. The presence of
obstacles blocks a large communication and creates holes in monitored area and prevents the routing
algorithm from delivering messages with high success rate; it affects the efficiency of the routing
algorithm. On the other hand, radio irregularity is considered as a major factor for the presence of
asymmetric links in wireless communication. It can directly or indirectly impact the coverage, the
routing and the localization protocols.

2.2.2. Atmospheric and Environmental Irregularities
Another form of irregularities when deploying WSN is the presence of atmospheric and environmental
factors. In fact, the deployment of real world WSNs requires a good understanding of the climate and
environment where the sensors will be deployed. The characteristic of the monitored area and
environment in addition to the climate factors affect the deployment of realistic WSN and may lead to
the presence of holes in the area to be monitored. Hence the network performance will be deeply
affected. In fact, the deployment method, which aims to efficiently determine the best positions of
a minimum number of sensors to cover the mission area, should consider these factors that affect node
deployment in order to perform realistic and efficient sensors placement.


Atmospheric irregularity

Atmospheric conditions present a relevant source of irregularity when deploying WSN. Among the
main causes of wrong deployment affecting the sensors placement is the atmospheric factors, such as
wind, temperature, water, rainfall, snowfall, dust density, operating humidity, noise. These factors
changing over time can paralyze the sensor network itself, reduce or deteriorate its performance since
the estimated positions of sensors may change during or after deployment and the link quality is
affected.
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In the following we state the effect of these factors:


Wind: It does greatly affect the sensor deployment. For example, when dropping sensors from
air from a helicopter, the wind forces have an effect on the sensor landing position. Its effect
will be less if the wind is in the opposite direction of the helicopter. However, when the
sensors deployment is done from air using an airplane, the wind will be more effective when it
is in the direction of the airplane since it will be a complementary force to the effect of the
airplane trajectory. Therefore; one should take into consideration the wind forces and
directions when deploying sensors in outdoor area.



Rainfall: light rainfall has a negligible effect on the signal strength, however heavy rainfall can
interrupt the connectivity between sensors. In particular, when the rainfall amount is less than
1 mm/h, the effect of rain is almost negligible, while it increases with higher rain intensities.
In fact, as the size of water droplets of rain increases, they become large enough to cause
reflection and refraction processes. These droplets may cause also wavelength independent
scattering, [10]. Thus, once the sensors have been deployed, the transmission range may
change in that case leading to problem in communication. One can deduce then that signal
attenuation increases linearly with rainfall rate. For example, authors of [10] report a high
difference in the maximum range between two sensors: 70 meters with clear and dry weather
conditions over 25 meters with foggy and rainy conditions. Furthermore, the rainfall may
affect the proper functioning of a sensor. To protect them from rain we can keep the sensor
nodes in plastic boxes.



Snowfall: The presence of snow during winter on the terrain surface and on the tree has
a negative effect on the communication between sensors. It may cause interruption of
connectivity like heavy rainfall. Snow had a significant effect on packet loss. Furthermore,
insufficient water proofness will cause sensor hardware problems or damaged sensors.
For example, if a sensor is covered by snow, the sensor communication and sensing will be
greatly affected. Operational nodes can be subject to communication loss due to snow



Dust density: In case of dust density, we can classify it into yellow sand and fine dust. Some
season are having the most dust, according to the country characteristic. Therefore, we should
take into consideration this factor when evaluating the performance of the WSN.



Temperature: Experiments have showed that the signal strength will be strongly reduced
during the hottest time of the day. High temperatures negatively affect communication
between sensor nodes. Thus, wireless sensor nodes deployed in firefighting context in
explosive atmospheres, for example, must adhere to specific standards.



Operating humidity: The humidity can affect the performance of the wireless sensors if the
sensor is placed in much humid area. A solution to this problem is the use of waterproof
container.
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Noise: In case of weak noise, it may not be a big problem, but very big noise such as heavy
snow, heavy rain and rainstorm can affect much the whole sensors.

One can deduce then the outdoor deployment of WSN is greatly affected by these climate factors.
Hence, we have to precisely analyze and recognize these factors before deploying sensors. However, it
is difficult for us to consider all these factors when deploying sensors. The changes in wind can indeed
affect the deployment of sensors much more than light rainfall, humidity or temperature.
In this work we choose to analyze the wind, which greatly affect the sensor placement. In fact, wind
speed and direction variation is one of the most causes of temporal variations of the sensor landing
position and time, which represent relevant variation, [11]. Different kind of wind speed can be
present varying from low to calm and windy wind depending on the geographical place and height and
the local situations (such as buildings, open field, and sea), [12]. Wind speed variation can affect the
sensors landing positions and times. Hence it is essential to model the wind speed variation when
deploying real world WSN.
 Environmental irregularity
Another irregular factor to consider in addition to the atmospheric irregularity when actually placing
sensor node in an outdoor area is the geographical environment. In fact, assume that the deployment of
sensors is done from air where the sensors will be dropped from air from an airplane (e.g., the
helicopter, quad-copter, unmanned quad-copter). The nature of the monitored area in which sensors
will be deployed may be rough, hazardous with varying vegetation. The characteristics of this
surrounding environment may affect the ability of the sensors to communicate or to achieve its
operational function.

In this context, one can recognize the outdoor environment into,

mountain/forest, open land, river/riverside, and roads. Open land does not greatly affect sensor's
deployment, but river/riverside or mountain/forest can greatly affect it, depending on topography. The
topography of mountain/forest can be a problem in placing or dropping sensor from air and to estimate
the sensor landing position since the tree for example becomes an obstacle against communication or
detection. Besides, when the environment is a river/riverside, it has much water than the land base, so
it can greatly affect the performance of vibration or sound sensor. In the case of river/riverside, it may
be a good method to put sensor in the waterproof container.
In the case of outdoor area, depending on the vegetation type and density, the monitored area, in which
we will deploy sensors, may be different from one place to another. The environment is characterized
by varying degrees of vegetation. Different vegetation densities can affect the placement of sensors
dropped from air. The presence of vegetation will disturb the communication between sensors leading
to isolated areas.
Accordingly, in case we aim to deploy sensors in rough environment for example mountain/forest
topography from air, the presence of trees can change the estimated position of sensors where the
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sensors can be deployed in a tree as shown in Figure 2.2. In addition, deploying sensors in an area like
mountain, the height of grass can affect vibration sensor or sound sensor, and communication problem
can happen because visibility is not secured.

Figure 2. 2: Deploying sensors in irregular outdoor area
One can conclude that when deploying sensors in outdoor area it is very important to consider the
environment in which they will be deployed.

2.2.3. Events Occurrences Irregularity
The main purpose of WSN based applications is to detect and report any event occurring in an area of
interest. An event is an action or unusual change that occasionally appears in the observed
environment. Several type of events may occur in the monitored area. When an event occurs the
sensor has to report it to the sink. An event may arise with different occurrences in time or space. It
can appear continuously or gradually over time. For example, an event may appear frequently to
a sensor or a group of sensors in a specific zone of the monitored area resulting in more energy
consumption. The occurrence of the events in an area is completely non-uniform and irregular and
hence will cause problem to sensors to detect them. The deployment method is heavily dependent on
the frequency of the occurrence of the events in the sense that identifying event occurrences could
improve the network performance in terms of coverage and network lifetime. This is the case of
surveillance application where the sensors are deployed to detect any trespassing or objects where the
main objective of these trespassing is to traverse a monitored area without being detected. For example
an enemy, in a battlefield, may try to cross a protected area to conduct some malicious tasks. It is
obvious that the occurrence of the intrusions is also non-uniform, not homogenous, not constant and
irregular in time and space. In fact, intruders will enter the monitored area from any point with
different speed, path and trajectories. The probability of appearance of intruders differs between the
geographic categories and is illustrated by a random entrance. For example the crossings prefer some
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easy-access place to penetrate. As shown in Figure 2.3, the number of intruders in the first subzone is
high compared to the last subzone.
In fact, tracking of objects and individuals’ crossing a country border, we denote them by "crossings".
Crossings irregularity may have several impacts in the sensors and the networks. The energy
consumption of sensors will be dependent on the number of crossings. It is non-uniform due to
irregular arrival rate of intruders. It is clear that the more we have intrusions crossing the area the more
energy will be consumed by sensors affecting the sensing coverage of the network.

Figure 2. 3: Crossing paths and arrival rates of the intruders in a monitored area
As a result, non-uniform intruder arrival rate causes degraded network performance and shortens
network lifetime. In fact, sensor nodes depend for their energy source upon a battery and in most
deployments it is not feasible to replace battery. If the sensor fails due to energy exhaustion, the
network cannot continue its operational function and thus can result to its disconnection. The lifetime
of the network depends on the sensor failure rate due to the energy exhaustion.
For that reason, a successful detection of the crossings before they pass through the protected area is
important. It is very important then to ensure continuous coverage regarding the intruders' arrival rate.
A solution is to deploy more sensors in areas with more occurrences.

2.3.

State of the Art

As discussed earlier, WSN faces several forms of irregularities that should be addressed to deploy
real-world WSN. This section presents a review of the existing methods used to model and design the
radio, deployment, and network lifetime. As several research works in the literature have been
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developed to address those concerns, we give an overview of each existing proposed model in order to
overcome the major drawbacks faced by the related works and hence to develop new methods suited
for WSN based applications under different forms of irregularities.
The following table gives a summary study of some of the existing research work.
Table 2. 1: Summary of previous existing methods
Method Category
Radio

Model
-Free

References
space [13]

Drawbacks
- The path loss is identical in all direction.

propagation
- This model considers a fixed sensing
and communication area presented by a
perfect circle.
-DOI

[16]

- Authors used two bound, a lower and
upper bound where the communication is
either guaranteed or not respectively.

- RIM

[9]

- This model is derived from the DOI
model. They defined RIM model as "the
maximum range variation per unit degree
change

in

the

direction

of

radio

propagation".
- This model is just obtained from
measurements at a lower radio frequency
below 916 MHz, which may not be
correctly applicable at a higher frequency.
- This model does not show explicitly the
probabilistic variation of the sensor range
in relation with the radio environment
parameters.
Deployment

-Deterministic

[29] [30]

- This method requires prior knowledge of
the deployment locations of sensors,
accessibility to these locations, and full
control of the monitored area.
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- Random

[26]

-

The required coverage and desired

connectivity might not be achievable
using random deployment, especially in
hazardous environments with obstacles.
-Irregular

[35]

- Authors proposed a sensor deployment
method under environmental factors and
with a limited number of nodes for
surveillance and reconnaissance sensor
networks (SRSNs) but this method does
not properly quantify the effect of
environmental factors.

Coverage

-Geometric/ - [50]

Completeness

Topological

[52] - Authors in [55] proposed Bound hole

[55]

algorithm to find the sensor holes utilizing

methods

strong stuck nodes assuming that the
nodes know their geographical locations
and that the communication graph follows
the unit-disk graph assumption.
- Authors in [52] developed similar hole
detection algorithm in WSN that is purely
based on the use of the communication
graph to model the network.
- Authors in [50] have proposed efficient
techniques to detect coverage holes in a
three-dimensional domains domain using
a finite set of sensors, repair the holes, and
track hostile targets.
- Although, a large number of recent
works use communication graph with unit
disk to detect holes, most of results would
fail in irregular radio range networks.
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Network lifetime

- Sensor

[66]

- Authors identify the failed sensors and

replacement

propose to replace them in order to
increase the network lifetime

-Scheduling

[68, 69]

methods

- Authors proposed scheduling methods to
design along network lifetime where the
above scheme will alternate sensors from
active to sleep mode to save energy and
then extend the network lifetime.
- Authors using the existing methods do
not address different constraints when
applied

to

WSN-based

surveillance

systems and as consequence are subject to
many drawbacks. In fact, depending on
the constrained application targeted to
continuously monitor area, researchers do
not propose enhancement method of
network

lifetime

consideration

the

that

take

irregular

into

crossings

where the non-homogenous intruders'
arrival rate affect the behaviors of sensors
in terms of energy consumption.
In the following, we present the details of the existing methods.

2.3.1. Radio Models
In this subsection we present some research works that focused on the radio model. We review the
studies that have been conducted to model the radio propagation and to address the presence of
irregular radio range.
WSN usually employ low quality radio modules and has a dynamic topology and resource constrained
device nodes. The efficiency of the WSN is measured regarding the coverage quality. Several factors
regarding the environment, the climate conditions and the area to be monitored may lead to unreliable
and unpredicted radio transmission when deploying. These factors may affect then the performance
evaluation of WSN based applications, which specifically require high coverage and connectivity.
This unpredicted radio transmission is defined as radio irregularity, which is identified as an
uncontrollable variation on the sensing range of each sensor. The presence of radio irregularity will
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greatly impact most of the proposed methods, which are performing under simplistic radio models
leading to unrealistic results. In fact most designed algorithms in this network are theoretical assuming
a simplified radio range model, in which a perfect circle centered at the sensor location represents the
transmission range. However, in real situations, the radio range is dynamic and irregular.
Although radio irregularity has attracted significant research interest in recent years, only some few
works have investigated this issue whereas performing realistic simulations taking into account the
radio irregularity is still ignored. Some researchers still continue to simulate WSN under classical and
theoretical radio range models. These simplified and isotropic radio models include many models such
as the free-space propagation model, two-ray model and the Hata model [13]. The problem with these
classical models is that the path loss is identical in each direction [14]; each sensor is assumed to have
a fixed sensing and communication area presented by a perfect circle. The signal level attenuation is
based then only on a simple path loss exponent determined from measurement under various
environments. However, in real world the path loss is not identical in each direction as confirmed in
[9].
To this end, the phenomenon of radio irregularity cannot be should be studied appropriately. To
address this, some recent works have focused on radio irregularity; they have introduced techniques to
model the radio in order to solve the irregular radio coverage. In [15] authors provided experimental
analysis of the sensors radio signal in real environment. To this aim a set of parameters have been
evaluated regarding the antenna direction, the distance, the battery voltage and the variation of the
terrain surface. Although, authors in this work have addressed in details the effect of the factors on the
radio signal, the obtained result does not provide the effect on the sensing range since it is essential for
designing realistic deployment strategies.
T. He et al. analyzed in [16] the impact of radio irregularity on transmission range, and proposed an
original irregular radio model: degree of irregularity (DOI). In this model, they used two bound, a
lower and upper bound where the communication is either guaranteed or not respectively. In addition,
they added a fuzzy area between the two bound where the communication is not reliable. Although,
DOI was the first radio model in this research area, it does not take the environment into account.
Hence, this model will usually result in undetermined and unexpected changes of range values in all
directions. Authors in [9, 17] combine the previous work, the DOI model with new ideas and findings
to create new realistic radio models. C. Liu and K. Wu [17] extended the DOI model in order to
determine at any particular point the probable received signal strength among the maximal radio range
of a sensor. Zhou et al have realized, in [9], several measurements of the radio propagation patterns to
study the behavior of Mica2 motes. The obtained measurements show that the wireless links undergo a
random and unreliable behavior. They confirmed that the radio pattern is largely random, non-uniform
and varies along different directions. With the obtained experimental data, they introduced a radio
model called radio irregularity model (RIM) derived from the DOI model. They defined RIM model as
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"the maximum range variation per unit degree change in the direction of radio propagation". In
addition, in this work, the authors studied the effect of the radio irregularity on routing and MAC
protocols. Even though the RIM proposed model looks to analyze the radio irregularity, some
drawbacks can be mentioned. In fact, this model is just obtained from measurements at a lower radio
frequency below 916 MHz, which may not be correctly applicable at a higher frequency. Also this
model does not show explicitly the probabilistic variation of the sensor range in relation with the radio
environment parameters. To eradicate the problem of low frequency measurement in RIM model,
authors in [18] have performed several experiments in various environments at a high frequency
(2.4 GHz). They found that the radio transmission range vary unexpectedly indifferent directions
depending on the presence of obstacles. Hence, they proposed another irregular radio model called
realistic radio range irregularity (RRI) based on their experimental results in various operating
environments. They used a set of triangular sectors to present the radio propagation in various
directions. Based on the RRI model, they analyzed the performance of a set of representative
localization algorithms that were initially based on the ideal radio model. Even though, RRI model had
proposed some interesting concepts taking into account actual effects of various environment and
heterogeneous properties of the wireless devices, it does not classify the attenuation under various
environments.
In [19], the authors study the effect of the radio irregularity and in particular the RIM model on the
localization algorithms. They conducted experiments to evaluate the impact of the radio irregularity on
those algorithms. The obtained results show that the radio irregularity has a significant impact on some
parameters on the localization protocols.
In addition, researchers in [20] proposed an irregular sensor model based on the radio propagation
model inspired from RIM and DOI models. They defined for each sensor node, a radio propagation
range denoted by Rdef, and an effective radio propagation range denoted by Reffective. In fact,
Reffective is determined through the normal (Gaussian) distribution with a mean of Rdef and
a standard derivation of DOI, where DOI represents the degree of irregularity of Reffective. This
irregular model was used to develop a heterogeneous WSN deployment method. On the other hand,
authors in [97] presented measurement of the path loss and fading for two outdoor environments;
namely, flat and irregular surface terrain. Using the obtained measurement, they characterized the
channel for surface-level communications for sensors and then proposed a new semi-empirical path
loss model for surface-level WSNs. In the same context, authors in [98] proposed a mapping of the
sensors radio ranges to obtain an irregular radio range. The used method is based on the log distance
path loss model to determine the irregularity of the sensor range before the implementation of the
network.
Despite of their significance studies, these researchers only focus on the analysis of the radio
irregularity within models based on experimental measurements. Consequently, some of these
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approaches using statistical properties and few parameters would fail in changing conditions.
Therefore, it is desirable to research a more accurate irregular radio model that reflects the real
behavior of radio transmission and takes into account the main causes leading to radio irregularity
when deploying sensors. Once the radio model is defined one can deploy then a WSN that ensures full
coverage and connectivity.

2.3.2. Deployment Models
In this subsection, we present the most cited deployment methods used to deploy WSNs. We discuss
the previous research drawbacks of deployment methods in the literature.
In fact, the emergence of WSNs has posed numerous challenges to research and industry. To ensure
full coverage and connectivity, the most investigated issue is the sensor deployment. One of the key
topics in these networks is the sensors deployment strategy of real-world WSN which consists to
decide where sensors should be deployed to maximize the sensing and communication coverage in
order to achieve high network performances. Typically, sensors can be placed in an area of interest
either randomly or deterministically where a considerable literature addressing various deployment
methods of WSNs has been developed. The previous works in the literature discuss the deployment of
WSN while providing methods that can be classified into the following two categories: the regular
deployment methods, which assume regular and ideal conditions to deal with and irregular deployment
methods, which consider the existence of irregular conditions.
In the first category, there is considerable literature addressing various deployment methods either for
random or deterministic deployment in WSNs [21, 22, 23, 24, 25]. The random deployment consisting
in randomly spreading sensors in the monitored area can be classified into two classes; namely, the
deployment of static sensors with random method and the deployment of dynamic sensors with
random method where nodes are able to move within the monitored area to achieve the goal of
increasing the WSN coverage quality [26]. Although this category has been largely studied, the
required coverage and desired connectivity might not be achievable using random deployment,
especially in hazardous environments with obstacles [27, 28].
The deterministic nodes deployment consists of static nodes placement using controlled method where
sensors are placed in fixed positions chosen to achieve better area coverage [29, 30]. Authors in [31]
propose a deterministic deployment method using target coverage and node Connectivity. Such a
method allows an optimal and guaranteed quality of coverage but on the other hand it requires prior
knowledge of the deployment locations of sensors, accessibility to these locations, and full control of
the monitored area. This fails to be guaranteed on hazardous and large monitored areas, due to the
geographic nature of the environment. In addition, authors in [32] addressed the problem of how to
achieve Kbarrier coverage in a hybrid directional sensor network. They studied how to use both the
stationary and mobile sensors to achieve k-barrier coverage for security applications. They considered
two-phase deployment, namely; deployment of stationary sensors and identifying their barrier gaps in
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order to calculate the number of mobile sensors needed and deployment of mobile sensors moving
them to the desired locations to fill in these gaps to form barriers and introduced the concept of
weighted barrier graph (WBG) to determine the minimum number of mobile sensors required to form
k-barrier coverage. Furthermore, authors [33] have presented an integration of mobility technology
with the conventional static sensor network, described as hybrid WSN. They promise a new solution
that balances energy consumption among sensor nodes and extends the network lifetime. A
comparative analysis of energy conservation approaches have been proposed and remarks on their
strengths and weakness have been discussed to prolong the lifetime of hybrid WSN. Besides, in [34]
authors proposed a random deployment method of WSN. The proposed method provides providing a
mathematical control of the coverage quality it allows to monitor 2-dimensional areas for constraining
applications.
The second category is an alternative with goal of applying a deployment method to real environments
considering various realistic conditions that affect the WSN deployment. Even though using condition
irregularities when deploying sensors is more realistic, only a few studies have dealt with this issue.
Authors of [35], for instance, proposed a sensor deployment method under environmental factors and
with a limited number of nodes for surveillance and reconnaissance sensor networks (SRSNs) but this
method does not properly quantify the effect of environmental factors. Authors in [36] address several
challenges that must be considered before and after deploying sensors in WSN. They study the
problem of energy harvesting routing approaches since deployment of sensor nodes is carried out once
and expected to operate for a long period.
Another method, presented in [37], studies the effects of different environments characteristics
(e.g., vegetation) on outdoor WSNs and evaluate the network performance induced by the
environment by taking into consideration the daily and seasonal variation of the environmental
parameters. Authors in [38] addressed the same problem as in [37], where they focused on the effect of
environmental factors in outdoor harsh environment. They examined the effect of temperature on the
signal strength, data collection and localization while estimating the effect of the decrease on the node
communication range. However, the latter works did not consider the combined effect of
environmental and climate factors. In addition, a temperature dependent signal quality was described
for an outdoor deployed WSN by [39]. Authors in [40] studied the effects of the wind, i.e., winddriven vegetation movement on the propagation of radio signals at different frequencies. Moreover,
a study discussing deployment of a WSN with the presence of wind has been also introduced in [41].
The proposed method has been used to deploy WSN under wind conditions, but no study was done
regarding the vertical wind conditions which may have a great impact on the sensors deployment and
no prediction method of the sensors dropping times and positions was done. In another research work
[42], the authors used fading measurements and wind data to examine the variable effects of
vegetation on propagating radio waves. On the other hand, we have proposed in a previous study, [43],
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a deployment method to enhance coverage quality of WSN-based surveillance taking into
consideration the wind effects, only. We provided, in particular, a mathematical model to characterize
the sensors landing positions. This work has not addressed the mathematical involved in the
determination of coverage probability, nor did address the image processing needed to analyze the
effect of the presence of physical obstacles in the monitored area.

2.3.3. Coverage Completeness Models
In this section, we give a summary study of the coverage problem and survey the holes detection
methods. Recently, the problem of how well a region of interest can be monitored by a WSN. The
problem, identified as coverage, has attracted many researches, where the determination of holes
became an important issue. Several researchers who have proposed different algorithms have studied it
extensively.
Existing works on hole detection in WSN can be classified into two categories: geometric methods
and topological methods. To address the former classification, authors in [44], divide holes into four
categories; namely, coverage holes, routing holes, jamming holes, and sink/black/worm holes. Authors
in [45] provide also an overview of the holes in WSN. They present different categories of holes. Even
though, this overview is important to understand the impact of holes over the performance of the
monitoring network and the major causes of holes formation, it does not present and define holes due
to communication irregularity. In addition, in order to study the hole detection problems, authors have
addressed similar issues to those in [44] and reported then in [46, 47, 48, 49]. They detect coverage
holes using Voronoi diagram, calculate the size of the coverage hole and develop algorithms to make
the sensor networks as uniform as possible. Moreover, in [49], authors presented a distributed hole
detection method such that the nodes can collaborate to detect the coverage holes autonomously. Also,
authors in [50] have proposed efficient techniques to detect coverage holes in a three-dimensional
domains domain using a finite set of sensors, repair the holes, and track hostile targets. They use the
concepts of Voronoi tessellation, Vietoris complex, and retract by deformation.
Authors in [51] proposed a grid-based system model to detect the coverage hole, where the grid head
is located. Authors in [52] developed similar hole detection algorithm in WSN that is purely based on
the use of the communication graph to model the network. They present a simple algorithm with
connectivity information of the nodes to identify where the contours are broken. Authors in [53]
introduced a communication model based on quasi-unit disk graphs (QUDGs). Although, a large
number of recent works use communication graph with unit disk to detect holes, most of results would
fail in irregular radio range networks. Authors in [54] [55] provide geometric methods to detect holes.
For example authors in [55] used geometric approach to detect the boundary of a hole. They proposed
Boundhole algorithm to find the sensor holes utilizing strong stuck nodes assuming that the nodes
know their geographical locations and that the communication graph follows the unit-disk graph
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assumption. Authors in [56] defined holes to be the regions enclosed by a cycle, which contains all the
nodes where local minima can appear. They proposed two simple and distributed algorithms namely
the Tent rule and Boundhole, to identify and build routes around holes.
However, only some works explicitly address the issue of radio irregularity. Methods provided by
authors are described below. In [57], authors presented an algorithm based on OGDC to detect sensing
coverage hole, they analyze the factors which will cause the impact of irregular sensing range of
sensors. Based on researches mentioned above, we make further research on radio holes discovery in
presence of radio irregularity.

2.3.4. Network Lifetime Maximization Models
In this subsection, we discuss the related work of deployment algorithms and the lifetime
maximization phenomenon in WSN based surveillance systems. Monitoring an area against intruders’
entrances is a fundamental issue in surveillance systems.
To provide this, researchers propose different deployment methods ranging from random to
deterministic sensor deployment, [26, 29, 31]. In the first class of deployment strategies; the random
deployment, sensors are spread randomly in the monitored area in a static or dynamic way. Even
though, these schemes have been largely studied and utilized, they experience various drawbacks
when it comes to continuous detecting of intruders in an area since the distribution of the nodes
randomly may lead to the presence of region in the area without functionality of sensing and
communication allowing individuals crossing to penetrate the area without being detected. In the
second class of deployment strategies, deterministic sensors are placed in fixed positions chosen
uniformly or in controlled positions. Several studies address this issue in the context of surveillance
application. For instance, authors in [58] proposed two deployment strategies through Poisson
distribution and Gaussian distribution for intrusions detections where they have used clustering
approach to reduce the number of sensors participating in the intrusions detections and hence to extend
the network lifetime. Authors in [59] proposed to enhance the detection probability of intruders in a
given area using the Gaussian distribution based sensor deployment in WSN. They have shown that
the proposed method outperforms the uniform deployment method. In the same context, authors in
[60] have compared different method of sensor deployment; namely, the uniform, normal and random
distributions and deduced from simulations that the normal distribution gives better performance in
terms of intrusions detections.
Although these studies present significant results and interesting contributions, they focus only on the
distribution of sensors and do not take into consideration the irregular intruders' entrance, which
impact the network performance and hence the network lifetime. The use of a proper deployment
method addressing different irregular conditions that may be faced with the constraints of sensors
failure due to energy depletion will help maximizing the network lifetime.
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On the other hand, once the sensors have been deployed, a majority of researches have focused on
maximizing the lifetime of the sensor network. In fact, the sensor network lifetime maximization
problem has been a topic of considerable interests in the research field of sensor network, [61, 62, 63].
To achieve this goal, many efforts have been made where researchers have proposed different
methods. Authors in [64] discuss the different approaches to maximize the lifetime of WSN.
To enhance network lifetime, researchers in [65] proposes using energy efficient routing or efficient
battery usage or battery discharge characteristics. In [66] authors identify the failed sensors and
propose to replace them in order to increase the network lifetime. Authors in [67] address the problem
of energy exhaustion resulting to sensor failure and propose designing protocols for energy
consumption. Besides them, authors in [68, 69] propose scheduling methods to design along network
lifetime where the above scheme will alternate sensors from active to sleep mode to save energy and
then extend the network lifetime.
In addition, considering WSN based border surveillance, some proposed works consider a line-based
deployment in order to reduce the number of deployed sensors and ensure high detection of the
intruders. However, the coverage provided by these methods is not realistic due to the presence of
irregular factors such as the wind that can affect the sensor positions.
Although, the proposed methods can help maximizing the network lifetime of a WSN, we believe that
they do not address different constraints when applied to WSN-based surveillance systems and as
consequence are subject to many drawbacks. In fact, depending on the constrained application targeted
to continuously monitor area, researchers do not propose enhancement method of network lifetime that
take into consideration the irregular crossings where the non-homogenous intruders' arrival rate affect
the behaviors of sensors in terms of energy consumption. A crucial consideration to take to increase
the resilience of the network and hence to maximize the network lifetime is to propose method that
deal with the irregularity of crossings.

2.4.

Modeling Irregularities in WSN

Most of the WSN related studies mainly focus on the sensor node itself and provide methods to
enhance the algorithms and protocols, but they do not mention and analyze the various factors that can
affect the real deployment of sensors.
As discussed in the previous section, the majority of the past research works have not considered the
concept of irregularities in terms of radio, atmospheric, environmental and events factors. As the
existence of these factors can affect the performance of the WSNs, an efficient modeling and
characterization of these factors is needed in order to provide realistic methods when deploying WSN
based applications. In this section, based on the analysis of the different forms of irregularities, we will
model the irregularities in WSN.
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2.4.1. Modeling the radio range
To model the radio range, most research studies of WSNs used perfect circular radio range model
where a simplified radio propagation model represented by a perfect disc is provided.
The use of this circular radio model provides valuable high-level results. However, the obtained results
using this theoretical model may not reflect the true performance of the network, due to the sensing
irregularity introduced by existence of obstacles in real deployment areas and insufficient hardware
calibration. Therefore, relying on this simple circular model will not present the real coverage domain
of a sensor with the presence of radio irregularity.
For this, we propose different method to model the irregular radio range. The first model we proposed
is range estimation using distance (neighbor location).

Figure 2. 4: Radio irregularity phenomenon
Radio signals are very dynamic and irregular in their coverage. Therefore to estimate the radio
irregularity range, we present a technique that assumes the irregular range of the sensor as the distance
between neighboring sensors. Based on the received signal strength indicator (RSSI), we can define
this distance and thus the shape of the radio range will be determined. Having the previous radio
range, and for each neighbor we will make a shift in x and y. With a neighbor discovery technique, we
determine if the sensor could be able to reach its previous neighbor with their changing location.
i) Define the distance between the sensor and its neighbors. Each node in the network selects its own
set of active neighbors from among its one-hop neighbors. The transmit power; RadioTX-Power is the key
for this process. We already have three items, which are the RadioTX-Power, the path loss and the
RadioRX-Threshold, so we can deduce the distance between the source (the sending sensor) and destination
(the neighboring sensor).
ii)

Determine the shape of the radio range based on the location of the neighbors.

iii) Having the previous metrics, and for each neighbor, make a shift in x and y axis.
iv) Determine if the sensor could be able to reach its previous neighbor with their changing location.
v)

Determine a new radio range based on the new location of the neighbor.
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Even though the proposed model gives an idea about the irregular radio range, it may present the real
behavior of the sensor range and surrounding only if the deployed WSN is dense.
For this purpose, we propose another model for the irregular radio propagation with diverse obstacles
in different directions. We propose a method to present the irregular radio model regarding the
obstacles in the surrounding environment of a sensor. This allows us to capture the intrinsic properties
of radio irregularity and thus to compare different levels of irregularity in a meaningful way. This
method can be identified in the following ways:
i)

Given the ideal radio transmission range of a sensor: Rideal.

ii) Determine the surrounding of the sensor assumed to be deployed in the center of the ideal range.
iii) Determine the obstacles observed in the surrounding environment of the sensor. Define two types
of obstacles that affect the radio range, namely; obstacles that attenuate or block the transmission.
iv) Divide the ideal range into n directions, and for each direction compute the range taking into
account the presence of obstacles in each direction. This range is defined as Rirr(i,α) where i is the
ith used direction (i varies from 1 to n directions)
v) Determine the irregular area of a sensor composed of the irregular ranges
A circular range related to a minimum irregular range can be provided. This area will be stable region
where the signal is strong and can be received correctly.

Figure 2. 5: Irregular radio range

2.4.2. Modeling the wind dynamics
We consider in this part, the most relevant atmospheric factor, the wind. Assume given an outdoor
area to be covered using WSNs where the sensors will be dropped from air from an airplane (e.g., the
helicopter, quad-copter, unmanned quad-copter).Two elements can characterize the wind when
dropping sensors are the wind speed (or intensity) and the wind direction variation. It is essential to
model the wind speed variation when deploying real world WSN.
We consider a wind model and determine the possible landing point of the sensor when considering
each model.
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The wind forces can be variable; this variability can be obtained according to statistical data provided
by the airplane. The wind forces must be in that case not too strong or too variable allowing the
airplane to fly and drop sensors from a specific altitude.
For this, we consider the following parameters of wind forces in an orthonormal basis:
•

Fx: corresponds to the force of the wind according to the x axis;

•

Fy: corresponds to the force of the wind according to the y axis;

•

Fz: corresponds to the force of the wind according to the z axis;

Using the above forces and the external force applied to the dropped sensor, we determine the landing
position of the sensor. The estimated landing position of sensor corresponds to a precise value of the
wind forces Fx, Fy and Fz. However, the wind forces can be variable during dropping. Hence, we
should consider the different possible values of Fx, Fy and Fz and study the form of the area in which
the sensor will certainly land.
To characterize the form of the landing area and model the variability of the wind forces, we use the
following model:

 Fx ,m ax  Fx  Fx ,m ax
 Fy ,m ax  Fy  Fy ,m ax

(2.1)

 Fz ,m ax  Fz  Fz , m ax
where the wind forces on Ox, Oy and Oz are independent and can be in the same or opposite direction
of the airplane.
 Fx,max, Fy,max and Fz,max are the maximum values of the wind forces according to (x,y,z) axis
respectively in the forward direction.
 -Fx,max, -Fy,max and -Fz,max are the minimum values of the wind forces according to (x,y,z) axis
respectively in the opposite direction.
The sensor will certainly land in a rectangular area. The statistics of the wind variations will affect
then, the dimension of the rectangular landing area of the sensor.

2.4.3. Modeling the environment
The main purpose of our work is to deploy sensors in real environment while maintaining coverage.
The objective of the sensor placement under environment constraints is to provide a model of the
environment in which the dropped sensors from air will be deployed.
The sensor coverage problem is to guarantee that sensors can communicate together in order to have a
good quality of monitoring of an area of interest. Considering that sensors are available in sufficient
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number and that they should be dropped inside the area, a modeling of the obstacles is needed to
decide when and how to drop the sensors in a way that each dropped sensor remains connected to its
preceding sensor.
In this part, we will model the environment in which the sensors will be deployed. Since sensors can
be deployed in different area geography, we characterize the ground path type into horizontal, linear
and variable terrain surface. In the case of linear terrain surface, the ground path follows a linear
trajectory given by the equation z=ax+b. In the case of variable terrain surface, the ground path
trajectory is variable and is given by z = P(x).Given the ground path trajectory, one can determine for
each terrain surface the sensor landing position.
In addition, to model the irregular environment for the entire network and obtain a general view of the
environment in which the sensors will be deployed. To model the environment, we consider an area to
be monitored by sensors. This area will be divided into n x m subareas having the same size and with
rectangular shape. Each subarea may contain obstacles with different sizes and shapes. The effects of
these obstacles are characterized by their positions, their shapes (or contours), and the attenuation they
induce on the signal propagation.

Figure 2. 6: Monitored area containing obstacles

2.4.4. Modeling the occurence of events
The purpose of WSN based applications is to provide an efficient solution for the monitoring of events
occurring in an area. These networks based applications features are characterized essentially by nonuniform appearance of the events. In particular in WSN based surveillance systems, the event
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happening corresponds to the crossing of an individual (intruder), animal or moving object. The
probability of crossing arrival in the monitored area per unit time varies in time and space. These
crossings arrival rate is non-uniform and non-homogenous in time and space. To this end, the
deployed sensors should be able to track the crossings taking into account the non-uniform occurrence
of the crossings.
To model the crossings irregularity, an approach is to divide the area to be monitored into equal
subareas, where the intruders’ arrival rate will be modeled with a non-homogenous Poisson process.
The number of deployed sensors in each subarea will depend to the intruders’ entrance in that subarea
since some sensors have to spend additional energy when the number of intruders trying to cross the
monitored area is high. For instance, the number of deployed sensors in the last subarea is less
compared to the first subarea as illustrated in the Figure 2.7. Furthermore, one should mention, that
initially one sensor is in active state and a scheduling method is proposed for the deployed sensors in
each subarea.

Figure 2. 7: Deploying sensors taking into account the irregularity of crossings

2.5. Conclusion
Irregularities are non-negligible phenomena in wireless communication and should be properly studied
and considered when designing a deployment scheme in order to reach a realistic deployment. The
concept of irregularity in WSN has not received enough attention. The majority of current coverage,
radio and deployment approaches rely on using precise theoretical and regular models.
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In this chapter, we have provided an overview of the forms of the irregularities in wireless sensor
networks. We analyzed the different forms of these irregularities, characterized their causes and
examined their impacts in the network. In the next chapter, we aim to generate solutions to the
problems caused by irregularities encountered in building WSN-based application.
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CHAPTER III.

DEPLOYING WSNS UNDER RADIO
IRREGULARITY AND ENVIRONMENTAL
CHANGING CONDITIONS

3.1.

Introduction

WSN is a network of tiny distributed wireless devices deployed to monitor physical and particular
events in an operation area. WSN have been the focus of intense applications ranging from home
applications to battle field surveillance. Today’s an important feature of WSNs is the surveillance
applications, which require a high coverage and connectivity quality and hence a high quality of
service. To have an efficient monitoring and to avoid missing of valuable measurements in these
highly sensitive applications, the deployed WSN should ensure high coverage and connectivity
quality. We consider in this chapter the particular case of military surveillance application which is
becoming increasingly important and present challenges due to their real time, high coverage and
connectivity requirement. Hence, it becomes difficult to maintain and ensure these applications when
certain features of the network change, particularly when the radio transmission is irregular.
This phenomenon is known by radio irregularity, which is identified as the uncontrollable variation on
the radio range of each sensor. Deploying sensors such that coverage as well as connectivity models
consider perfect disk radio range may lead to unrealistic results. Performing realistic simulations
taking into account the radio irregularity effects becomes a necessity.
For this purpose, we present in this chapter, first, the main causes of radio irregularity and in the
second part of this work; we present our practical radio model proposed in [70]. This radio model
accurately examines the impact of radio irregularities on the sensing domain of sensors. The proposed
radio model determines the radio range in relation with the presence of obstacles, the non-isotropic
transmission antennas and the climate phenomena where we introduced a novel way to simulate
obstacles integrating mitigating and blocking obstacles and their impact on the signal propagation.
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The rest of this chapter is organized as follows. In section 3.2, we give an analysis of the radio
irregularity when deploying real world WSN. It identifies the main causes of radio irregularity. The
details of our proposed irregular radio model are presented in section 3.3. A metric measuring the
degree of radio irregularity is introduced in section3.4. Section 3.5 presents the experimental results by
simulations. Section 3.6 gives the concluding remarks and some future work to be made.

3.2. Radio Irregularity Analysis
As defined in Chapter 2, the irregularity in the radio propagation of sensors is an important factor
reducing the performance of WSN in terms of coverage and connectivity. Radio irregularity
corresponds to the variation of radio range in different directions and can be a major cause of
asymmetric links. Hence, WSNs applications performances become more susceptible to radio
irregularity. Relying on simple circular radio model will not present the real coverage domain of
a sensor (see Figure 3.1).

Figure 3. 1: Coverage domain in surveillance applications with circular (a) and irregular (b) radio
model
For this purpose, a study of the impact of radio irregularity is becoming necessary to evaluate the
system performance, especially when the application is based surveillance which requires high
coverage and connectivity. Despite the significant effort made, successful deployment of real-world
WSN is still scarce and often leads to unrealistic results since to evaluate and analyze these WSNs
applications performance, researchers often rely on simulations based simplified conditions instead of
high-cost test bed. Indeed, most simulations of WSNs deployments method have been obtained with
perfect circular radio range model where a simple radio propagation model represented by a perfect
disc is used. However, in real world WSN, when deploying sensors, several anomalies may appear in
the radio propagation leading to a major source of QoS degradation in WSN. These anomalies can be
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summarized into four categories; namely, (a) the path loss impact on the signal strength in relation
with the distance; (b) the non-isotropic antennas where the radio propagation is not usually
homogenous in all directions where the radio signal attenuation may be different along different
directions; (c) the impact of obstacles in the transmission path on the radio signal propagation; and (d)
the impact of environmental climate changes. The presence of these anomalies will lead to unreliable
and unpredicted radio transmission.

Figure 3. 2: Radio irregularity phenomenon

Radio irregularity is caused essentially by four categories of factors, which will be explained in detail
in the following:

3.2.1. Path Loss
The path loss is the difference (in dB) between the transmitted power and the received power. It
corresponds to the power density attenuation of an electromagnetic wave as it propagates.
Path loss is resulting from many factors such as free-space loss, reflection, refraction, diffraction and
absorption. Furthermore, some other factors can affect the path loss such as the type propagation
media, the distance between the transmitter and the receiver, and the frequency of the signal.
One of the major causes of radio irregularity is the variance in the signal path loss. When a signal
propagates within a medium, it may be reflected, diffracted, and scattered [71]. Reflection occurs
when the signal meet an object larger than the signal wavelength. When a signal is reflected there is
normally some loss of the signal, either through absorption, or as a result of some of the signal passing
into the medium. In fact, several surfaces types can reflect the propagation of the radio signal. For
example the presence of high buildings or warehouses with metallic surfaces can be an important
reflectors of radio energy. As a result, the propagated signal will travel over a variety of paths.
In the same context short and large range communications can be reflected since an indoor office
environment or the sea can be a major areas of reflection.
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Scattering occurs when the propagation media include a large number of objects smaller than the
signal wavelength. It refers to the deviation of signal such as light, sound from a straight trajectory to
one or more paths due to localized non-uniformities in the medium through which they pass.
Scattering corresponds to the loss of signal caused by the diffusion, which is caused also by
microscopic variations in the transmission medium.
Diffraction occurs when the propagated signal meet an irregular surface. In fact, radio signals
propagation may also be affected by diffraction. It fact when a radio signal encounter an obstacle, it
will try to move around it and finding others path through others nodes. A destination node in that case
can receive the signal even though with the presence of diffraction. The path loss behavior is
dependent in that case on the distance between the nodes and the attenuation factors added by the
objects. The attenuation of the propagated signal differ regarding the object size and the construction
materials.

3.2.2. Obstacles
Another main causes of radio irregularity is the presence of obstacles in the area to be monitored.
A WSN consists of a large number of sensors that have the capability to locally collect and transmit
data to a control center called the sink. Several types of obstacles can be found inside realistic
deployment areas. Some examples of these obstacles are houses, cars, hills, valleys, trees, buildings
and even rocks in outdoor deployments, desks, walls and different kind of equipment in indoor
deployments. These obstacles can reflect or absorb the node signal making the area behind them
inaccessible to the node. Some obstacles prevent the physical presence of sensor devices – a sensor
positioned over the obstacle cannot ensure its main task of sensing and reporting data. Communication
obstacle corresponds to an obstacle that causes disruption to the wireless communication medium. In
addition, some researchers classify obstacles according to the probability of the presence of obstacles;
indeed obstacles could be deterministic or probabilistic. The deterministic category consists of
obstacles that are present through all the duration of the deployment and do not change in any manner.
The probabilistic obstacles are those who have a temporary effect on the network and may cause the
nodes cease of function through an arbitrary period of time such as a train passing through the network
deployment area, or a even a road inside the deployment area that is crossed by cars. Since sensors are
being deployed related to each other, then if any incision occurs at any link, the whole network will be
affected. Other researchers classify the obstacles according to their shape. The properties of the
obstacles in the area to be monitored will prevent the real deployment of sensors. Therefore and since
WSNs are generally deployed in outdoor areas and hostiles environments containing several types of
obstacles, the presence of obstacles should be taken into consideration while deploying sensors and/or
while designing topology control protocols for those networks and also while evaluating its
performance.
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3.2.3. Antennas anisotropy
In many of the research works, researchers consider isotropic antennas to specify the radiation of the
energy in wireless communication. The sphere centered on the location of the antenna represents the
radiation pattern. In this case, the antenna radiation will not be equal in all directions. Even though
isotropic antennas are widely used as a useful reference to describe real antennas, this is too often not
true in realistic situations. Real antennas are not isotropic radiators. They radiate more energy in some
directions more than in others. For example directional antennas radiates almost the energy in
a specific region. As shown in Figure 3.3, all the energy radiated from a directional antennas are
concentrated in the yellow region.

Figure 3. 3: Anisotropic antenna specifications

On the other hand, due to the characteristics of the sensors, those small devices may send radio signal
with different sending powers, even though they are identical in terms of construction parameters. This
is mainly due to some irregular aspects that occur during the construction of these devices. Besides,
since the energy consumption of the deployed sensors may differ between sensors, the sending power
of the sensor may be variable. The non-uniform sending powers of sensors will cause non isotropic
antennas transmission and hence will result in irregular radio range.

3.2.4. Environmental factors
Various environmental factors defined by the weather and atmospheric conditions will initiate
a climate change and may affect the radio transmission. These factors can be summarized as wind,
humidity, rainfall, sandstorm, soil moisture, vibration, pollution, etc. The presence of these
environmental change factors will lead to more irregular radio range.
To better, understand the effect on the environmental factors; we consider various environmental
changes given in the table below (Table3.1). The principal parameters initiating a climate change will
be introduced in order to enhance our measuring of the radio range. We collect real-time climate
50

change characteristics such as atmospheric pressure, temperature, humidity, wind, rainfall, sandstorm,
and soil moisture status, etc.

Table 3. 1: Environmental factors
Climate

Climate

Factor

Factor Type

Attenuation

Variability

Impact

The increase in the rainfall rate or its
Rainfall

Mitigating

High

Very high

intensity increases the probability of
degradation of the radio
transmission.

Moisture

Wind

Mitigating

Low

Low

Mitigating

High / Low

High

The moisture level in the soil will
increase as the rainfall increases.
As the wind speed increases, the
attenuation of radio increases.
Vibrations in the earth can be

Vibration

Blocking

High

High / Low

produced during sensing an event
causing the stop of the radio
transmission.

Pollution

Mitigating

Low

Low

Air pollution poses little or few risk
in the communication range.
The dynamic winds on sandstorm

Sandstorm

Mitigating

High

High

cause the loosing of radio
transmission.

A lot of
dust

The dynamic and several dust allows
Mitigating

High

Low

fast change in the communication
range.

Hence, factors, which are some combinations of environmental factors, should be considered. Among
these environmental changes one can mention light, temperature, air pressure, humidity, and pollution.
Therefore we conclude that the irregular radio propagation results from multiple reasons, such as the
different signal sending power (power heterogeneity) caused by hardware imperfection [72], the
variation in the signal path loss in different directions of transmitted signal, and the anisotropic
transmission range. These reasons can be divided essentially into two categories: transmission devices
related causes and environment related causes. Transmission devices properties include SNR (Signalto-Noise Ratio), the antenna gain, antenna type, the receiver’s sensitivity and threshold, and the
transmitter’s power.
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3.3. Our Proposed Irregular Radio Model
As it has been mentioned above, most of the proposed radio models in the literature do not take into
account the effects of radio irregularity. These models are based only on either circular range.
However, due to the presence of non-uniform radio propagation, deployed sensors do not have
a circular range distribution.
In this section, we present our proposed irregular radio model. Although some irregular radio models
have been proposed in the literature, most of them were established through theoretical and
measurement results. Hence, the necessity of a novel radio model taking into account the radio
irregularity causes is required. Therefore, the main contribution of our work includes defining a novel
irregular radio model that emulates the major causes of radio irregularity in WSN in order to maintain
maximum coverage. To the best of our knowledge, this is the first time such a systematic and efficient
irregular radio model is provided. As has been stated before, the irregular radio range particularly
results from the obstacles in the transmission path, the non-isotropic antennas and the climate effects.
Hence, our novel irregular radio model includes two modeling steps. The first step illustrates the
environmental independent range modeling. The radio propagation is modeled with diverse types of
obstacles in different directions according to different antennas powers. In this part, we will achieve a
practical radio model to set the irregular radio properties based on distance, obstacles, non-isotropic
transmission antennas. Definitions of obstacles as well as descriptions of power heterogeneity are
included. The second step presents the environmental dependent range modeling. In addition to
obstacles and antennas anisotropy, environmental change factors may occur overtime and therefore
affects the radio propagation. The aim of this step is to add to the irregular radio range an
environmental parameter, which is responsible for the climate impacts on the radio propagation.

3.3.1. Modeling the irregular range according to obstacles and antenna
This subsection introduces a novel way to define the irregular radio range in relation with obstacles
observed in the application area and the non-isotropic antennas.


Modeling the obstacles

Obstacles are mainly a source of disturbance for the regular deployment of a sensor node; they
actually cause a partial or a total dysfunction for the coverage process.
First, we start by modeling the diverse existing obstacles. Since several obstacles may be found in the
deployed area, this requires us to specify the different obstacles types in the definition of our radio
model. For that reason, we classify the obstacles according to their natures. Thus, we identify two
types of obstacles: mitigating and blocking ones. A mitigating obstacle is an obstacle, which does not
block the radio propagation. In other terms, when crossing this obstacle, the radio signal power will be
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only alleviated. The resulting output transmission power when crossing a mitigating obstacle is
presented as follows:

PTX _ output  PTX _ input * Fa ob

(3.1)

where Faob is the attenuation factor of the mitigating obstacle and is given by the following relation:

Fa ob 

dSA
* Ft ( widthob )
dS ob

(3.2)

where dSA is the air density assumed in the idealistic condition, dSob is the density of a mitigating
obstacle, and Ft(widthob) represents the thick factor of the mitigating obstacle. High thickness of the
obstacle produces a large area of attenuation and thereby decreases the attenuation factor.
On the other hand, a blocking obstacle is an obstacle that will stop the radio signal. The attenuation
factor Faob of a blocking obstacle will be equal to zero. Therefore, the transmission power will be at
that case:

PTX output 0



(3.3)

Modeling the antenna anisotropy

The heterogeneous characteristic of the antennas that is defined as the second cause of radio
irregularity will lead to various level of transmission power in different directions. Many previous
research works consider that the transmission power at a distance d defined as PTX(d) is the same in all
directions. To take into account the anisotropy of the sensors antennas, we have to use a specific
transmission power for each direction. As shown in Figure 3.4, we denote by PTX(i,d) the sensor
transmission power at a distance d in a direction i (the value of i varies between 0 and 359). Therefore,
we proceed to a formal description of our model using mitigating and blocking obstacles and
anisotropic antenna (a specific direction).
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Figure 3. 4: Antennas anisotropy specifications on the sensor range


Obstacles and antennas anisotropy impact

A wireless signal having different initial transmission power may be passed through diverse obstacles
(mitigating or blocking). The presence of these obstacles in each direction in the deployment area will
distort the sensor range. Thus, we should characterize the realistic sensing area of the sensor in relation
with the existing obstacles and the antennas anisotropy.
We assume knowledge of the monitored environment (i.e.: knowledge of the obstacles positions and
characteristics). We consider a sensor S with initial maximal transmission power PTX(i,0) in a direction
i. We assume the presence of different types of obstacles in the same direction. The radio signal
transmission power will depend in this case on the crossing mitigating and blocking obstacles. It is
observed that the transmission power (i.e. received power at each obstacle) will decrease crossing a
mitigating obstacle. The same behavior is considered starting from a mitigating obstacle to another
one in the same direction. The equation (3.4) then shows the attenuation of the transmission power
crossing diverse obstacles in the same direction i:

Ni ( d )

PTX (i, d )  PTX (i,0) *  Fa ob
ob 1

(3.4)

where Faob is the attenuation factor of the obth mitigating obstacle.
Proof: The transmission power at a distance d is computed taking into account the presence of diverse
mitigating obstacles in a direction i. The product loop is used to consider all the mitigating obstacles.
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The resulting transmission power, at a distance d, is then the product of the initial maximal
transmission power PTX(i,0) and the attenuation factor of all the obstacles.
Crossing diverse mitigating obstacles will attenuate the initial transmission power according to each
obstacle attenuation factor Faob. As depicted by Figure 3.5, if in a direction i, a wireless signal is
crossed by three mitigating obstacles having different attenuation factors respectively Fa1, Fa2, Fa3,
the transmission power at a distance d will be in this case:

PTX (i, d )  PTX (i,0) * Fa1 * Fa 2 * Fa3

(3.5)

Moreover, if the radio signal encounters a blocking obstacle located at a distance less than or equal to
the position d, then the transmission power will be equal to zero. Then:

PTX (i, d )  0

(3.6)

As a result, the transmission power in a direction i iscomputed according to diverse obstacles and
therefore willbe reduced crossing these obstacles. We will use the samebehavior to model the
transmission power in all directions.

Figure 3. 5: Irregular radio model regarding mitigating and blocking obstacles in a specific direction
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 Irregular Coverage Cell
Once the sensor transmissionpower has been calculated according to anisotropicantennas and diverse
obstacles, we can model the irregularradio range of a sensor S in a direction i.
We denote PTX_Threshold as a threshold value correspondingto the minimum transmission power level
needed toprovide a reliable sensing. The radio range is then stoppedif the transmission power reaches
PTX_Threshold. For thatreason, we vary the distance d in a direction i, we compute the transmission power
at each distance variation as depicted by equation (3.4) and we compare it to PTX_Threshold.PTX(i,d)
should verify the following relation:

PTX (i, d )  PTX _ Threshold
(3.7)
The irregular sensing range Rirr(i) is determined then by the first distance d which does not fulfill the
inequality (3.7).

Rirr (i )  d ,

PTX (i, d )  PTX Threshold

when

(3.8)

When the radio signal crosses a blocking obstacle, the irregular radio range (Rirr) is determined by the
distance between the center of a sensor S and the blocking obstacle position obp in the ith direction.

Rirr (i )  dist ( S , ob p )

(3.9)

After determining the irregular radio range of a sensor in a specific direction, a modeling of the whole
irregular sensing area will be made.
We explain and clarify the different steps for modeling the irregular area regarding the diverse
obstacles with an algorithm shown in Algorithm1. The irregular_range procedure accepts three
parameters PTX_Threshold, PTX_initial, and obstacles.
Algorithm 1
Procedure Rirr irregular_range(PTX_Threshold, PTX_initial,
obstacles )
1: for each i ϵ (0 to 359) do //direction
2: PTX1 = PTX_initial(i) //Initial Transmission Power
//in direction i
3: for each j ϵ (1 to Ni) do // Ni obstacles
4: PTX1 = PTX1 * Fa(j)
5: if (PTX1 < PTX_Threshold) then Break ;
6: end if
7: end for
8: Rirr(i) = dist ( sensor, pos_obstacle(j))
9: end for

56

However, modeling all directions i (0 to 359) uses a large and redundant number of irregular range for
each direction i. It is more suitable to use only some positions (directions) that will be sufficient to
generate the irregular sensing area. Therefore, we divide the theoretical sensing area (area under the
circular radio model) into n regular sectors (number of angles required to approximate the sensing
area). The sector size is given by the following:



360
n

(3.10)

Then, the irregular shape of the sensing area of a sensor can be approximated by a list of couples {(α1,
Rirr(1)), …, (αi, Rirr(i)), …, (αn, Rirr(n))}, where (αi, Rirr(i)) is the i th couple of the list and αi is the
angular coordinate and is the counterclockwise angle required to reach the ith direction from 0° (the xaxis in the Cartesian coordinate plane) ;

i  i *

360
;0≤i<n
n

(3.11)

Rirr(i) is the irregular radio range determined by our new irregular radio model in a direction i
according to equation (3.8).
The choice of the angle α has a strong influence on modeling the appropriate sensing area. Let us
notice how the choice of α will be made. Instead of using a random value of n, we adopt a new angle
division technique. It is obvious that a choice of small n will not be sufficient to approximate the shape
of the irregular sensing area and a choice of large n will be similar to the use of all directions (0 to
360) used above. Therefore, we propose a number of sectors n according to N obstacles width. For
each obstacle, we determine its width and we compute the mean of found values.
N

n

Wd (ob)

ob 1

(3.12)

N

This process is illustrated in Figure 3.6,where the irregular sensing area is determined in the first
scenario according to the methodology explained above. The different steps used to model our
proposed irregular radio range in an environment with obstacles are observed. As it can be noticed,
we divide the theoretical sensing area into n sectors. In the figure, n is set to 14. The couple (α, Rirr)
change in shape not only when changing direction but also when crossing diverse obstacles. For each
direction, the radio range stops when it encounters a blocking obstacle or a set of mitigating obstacles
that will attenuate the signal up to the transmission power threshold value.
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Figure 3. 6: Irregular sensing area in an environment with obstacles and anisotropic antenna within the
first phase

One should notice that the sensor area determination could be prone of some errors. In fact, the
determination of the irregular sensing area using angle division is prone to inaccuracies since the
choice of angle starting 0° (x-axis), which is essential for the determination process of our model, may
vary from one sensor to another. Therefore, it is essential to estimate the errors induced by sensor in
the determination of the irregular sensing area. This error has a direct impact on the effectiveness of
our proposed radio model and metric decision.

3.3.2.

Modeling the irregular range according to environmental factor

In the previous section, we studied the impact of non-isotropic antennas and obstacles on the irregular
radio range. However, the radio range does not exhibit change only from these effects, but also from
the natural environmental factors. These factors presence has a significant impact on the radio range.
Hence modeling these climate factors is essential for modeling the irregular radio range. The main
purpose of this part is to incorporate an efficient climate change system for measuring and storing
environmental change over time into our irregular radio model.
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Various environmental factors defined by the weather and atmospheric conditions will initiate a
climate change and may affect the radio transmission. These factors include as wind, humidity,
rainfall, sandstorm, soil moisture, vibration, pollution, etc. The presence of these environmental
change factors will lead to more irregular radio range. Depending on their intensity, speed and time,
these factors may have high or low impact on the radio propagation. For instance, the increase in the
wind speed increases the attenuation of the radio propagation. The dynamic winds or sandstorm may
cause the loosing of radio transmission. Also, as the rainfall intensity or rate increases, the probability
of degradation of the radio transmission increases. Furthermore, air pollution poses little or few
impacts in the radio transmission, unlike the dynamic and several dusts, which allow fast change in the
radio range.
Hence, the irregular radio range computed regarding obstacles and non-isotropic antennas in our
model will change in relation with these natural environmental factors. Specifically, the shape and
nature of the mitigating obstacles will change over time in a different way increasing the degradation
(deterioration) of the radio range. Therefore, we make the following contribution, which consists to
insert a climate change factor in the description of our irregular radio range.
The irregular radio range is now defined not only according to directions and obstacles but also to
climate change factors. The corresponding transmission range Rirr_e(i) at a direction i is given then by
equation (3.13). Rirr_e(i) is the new irregular radio range determined taking into account the
environmental factors at a direction i.

Rirr _ e(i)  Rirr(i) * EFa

(3.13)

where:
- Rirr(i) is depicted by equations (3.8) and (3.9) which represent the irregular radio range
determined using our new irregular radio model with environmental independent consideration.
- EFa is the environmental attenuation factor of a sensor s. We assume that this factor does not
exhibit change in each direction, and therefore depends only on each sensor.
Through this section, a novel irregular radio model was proposed with environmental independent and
dependent range modeling using the concept of obstacles, anisotropic antennas and climate
phenomena. A key reason for our proposed model to efficiently determine a more realistic radio range
in the presence of diverse factors is that the latter reflects the real behavior of radio transmission in
WSN regarding the main causes affecting the radio propagation.
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3.4. Metric to Measure the Radio Irregularity
In this section, we introduce an efficient radio irregularity metric to describe the environment
irregularities either for a single node or for the whole network, and therefore to evaluate its impact on
the network performance. In other words, a degree of radio irregularity should be appropriately
measured and identified so that it would provide precise information about the performance of WSN
applications regarding the radio irregularity.
For that reason, we propose in this section a new metric to describe and measure the radio irregularity
in WSN. With this metric we aim to compare different levels of radio irregularity in a meaningful way
and thus, to validate our proposed new irregular radio model. Besides, this metric will enable us to
classify WSNs by its radio irregularity degree and to examine the impact the radio irregularity on the
behaviors of WSN.
Therefore, it is essential to provide a more efficient radio irregularity metric that better analyzes the
irregular radio range unlike metric used on DOI and RIM models. As has been outlined in the related
works, DOI and RIM models define a degree of irregularity parameter ( ) identified by a unique
number [9].This factor is expressed as the maximum path loss percentage variation per unit degree
change in the direction of radio propagation. It is set to zero when there is no range variation (i.e. the
radio range is a perfect disk). However, its value is increased when the communication range becomes
more and more irregular. The irregularity of the radio range is then measured in this case by some
values (e.g., 0, 0.03, and 0.1). Although, this single parameter gives an idea about the radio irregularity
degree, it remains a simplified description of the radio irregularity phenomenon.
Therefore, we propose our new radio irregularity metric. Having this metric, we intend to provide
more precise values of radio irregularity degree that may be employed to analyze model appropriate to
radio irregularity phenomenon.
We propose in this context two kinds of metric description to analyze and measure the radio
irregularity.
 A complete description of the radio irregularity degree where the metric is given in this case as
a detailed radio irregularity parameter for each sensor.
 A compact description of the radio irregularity degree where the metric is given through a
statistical analysis.
Herein, the metric is to be used to describe the radio irregularity degree either for a single node or for
the whole network. Using the proposed metrics, one can study the performance of the network
according to the degree of radio irregularity.
First, the complete description of the radio irregularity degree of a sensor Sj is given based on our
proposed radio irregular range described in the previous section. Specifically, the provided metric is
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given using the couple (αi, Rirr(i)) described in the determination of the irregular sensing area.
Therefore, we denote Sirr(Sj) as the radio irregularity metric given by n-uplet values. Sirr(Sj) metric is
defined as the irregular sensing area of a sensor s defined by an n-uplet of irregular radio range Rirr(i)
according to angle αi (n directions):
Sirr(Sj) = ((α1, Rirr(1), …, (αi,Rirr(i)), …, (αn,Rirr(n))

(3.14)

Although using this metric is of great importance to examine the radio irregularity degree of a sensor.
Its higher complexity requires detailed information about the sensing area may be not suitable for a
dense network. Therefore, it is essential to provide another metric with short details.
The second metric description is proposed as a compact presentation given by a statistical analysis for
a specific sensor or the whole network.
For a single sensor, the compact metric is given by the triplet (n, µs, σs), where n is the number of
sectors used to divide the sensing area, µSjis the mean of the n irregular ranges Rirr(i) determined
below, and σSj is the sensor’s range standard deviation.
It is to be noted that, a large standard deviation in the sensor range gives rise to a large radio
irregularity. This is an indication that the range variation of the sensor is due to high changes in the
environment characteristics.
Let us determine the whole network compact metric using the triplet (n, µ, σ) parameters for a single
sensor. We consider then deployment of N sensors. We denote Sirr(j) the irregular n-uplet of each
sensor j (j varied from 1 to N). The compact metric is given by the triplet (n, µN, σN), where n is the
number of sectors used to divide the radio area and is the same for all the sensors, µNis the mean of µSj
values where j is varied from 1 to N deployed sensors, and σN is the mean of range standard deviation
of sensors.
For each Sirr(j), we compute the mean µSj and then we calculate the standard deviation between µSj.
Knowing this metric level is of great significance in determining the network performances. It is quite
reasonable, as a large difference between µ(j) means the degree of sensor radio irregularity is large.

3.5. Performance Evaluation of the Irregular Radio Model
In this section, we present the results of the conducted simulations where we will evaluate first the
performance of our proposed irregular metrics and irregular radio model. Furthermore, the experiment
results from our irregular radio model will be compared to RIM model.

3.5.1.

Simulation Model

In this subsection, we present the characteristics of the simulation model. We simulated our proposed
irregular radio model using Matlab for both a single sensor and a whole network chosen according to
1-coverage density over an area of 200m x 200m where sensors and obstacles are deployed randomly.
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Figure 3.7 is an example of the simulated network where we divide first the area into small zone and
then we deploy randomly sensors in each zone to ensure a connected network. The number of
obstacles chosen varies from 5 to 45. The theoretical range varies from 15 to 40 meters. An
environmental attenuation factor EFA equal to 0.03 has been used in all simulations.
In the simulation, the irregular sensing domain of a sensor is modeled first using 24 values of Rirr(i)
corresponding to several directions according to obstacles positions and attenuation factors, and then
a number of metrics have been computed to measure the degree of the radio irregularity in order to
check the proposed irregular radio model performance in terms of its effectiveness.

Figure 3. 7: Simulated Network over an area of 200 m x 200 m

Considering this simulation model, three key performance metrics have been evaluated. They are: (i)
the mean and standard deviation for both a single sensor irregular range and a whole network; (ii) the
percentage of non-covered area over the total monitored area; and (iii) the comparison of the mean and
standard deviation of a sensor irregular range with our irregular radio model and RIM model. Each
experiment is repeated many times with distinct sensors and/or obstacles positions to verify the
reliability of our results. The assumptions and results from these simulations are summarized as
follows.

3.5.2.

Measure of the radio irregularities impact

In this simulation, we will evaluate the impact of the radio irregularity either for a single sensor or the
whole network. The results of this simulation are depicted by Figure 3.6 and Figure 3.7 respectively.
Figure 3.8 shows the mean and standard deviation of a single sensor irregular range as function of
obstacles. The red curve shows the mean of sensor irregular range and the blue curve shows the
standard deviation between the irregular ranges. The number of obstacles is varied from 5 to 30 and
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chosen randomly in a sensor sensing area. All scenarios used above have assumed that the obstacles
have fixed attenuation and thick factors with random positions. Each sensor irregular radio range in
each direction is determined according to obstacles positions and attenuation factors. The number of
sectors chosen is 24. Through this figure, we can see how the presence of obstacles may affect the
theoretical sensor range. The mean of sensor irregular range decreases as the number of obstacles
increases. On the other hand, the standard deviation increases between the irregular ranges.

Figure 3. 8: Impact of the obstacles on a single sensor radio irregular metrics
In the same scenario, Figure 3.9 shows the mean and standard deviation of a whole network irregular
range as function of obstacles.

Figure 3. 9: Impact of obstacles on a network radio irregular metrics
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We considered a square area of 200m x 200m and randomly deployed obstacles. The number of
sensors in the whole network is chosen according to coverage density following: d 

k
; where S is
S

the circular sensing area computed with a theoretical range equal to 25m in this scenario and k is the
degree of k-coverage. The number of sensors that should be deployed is then determined as the
product of the coverage density d and the simulation area. We assume also that in each simulation, the
obstacles change only in positions. It can be seen from this figure, that the presence of obstacles
affects also the network irregular metrics.

3.5.3. Impact of the radio irregularity on the coverage quality
In order to evaluate the impact of the radio irregularity on the coverage quality, Figure 3.10 compares
the percentage of non-covered area over the total monitored area with our irregular radio model and
circular radio model for different theoretical ranges (Rth). For each point t located at (xt, yt), we
evaluate if it is covered by at least one sensor in the network within both our irregular radio model and
circular radio model. For our irregular radio model, the irregular sensing area is considered as a
polygon with n vertices where each vertex corresponds to the determined irregular range in each
direction. We notice, from the simulation results when increasing the theoretical range that the
percentage of non-covered area increases. Obviously, the circular model has lower uncovered area
than the irregular radio model. The simulation result shows that the irregular radio range can affect the
system behavior in comparison with the results obtained by assuming idealistic radio range using a
circular radio model. Thus, if we have to deploy a WSN, we need to get accurate information about the
irregular radio range to reach maximum zone in the monitored area. Particularly, we need to take into
account the radio irregularity.
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Figure 3. 10: Impact of radio irregularity on WSN

3.5.4. Comparison of our model and RIM model
To evaluate the performance of our irregular radio model proposed in this work, Figure 3.11 compares
it to another irregular radio model, RIM model proposed in [9]. Clearly, in irregular radio model
evaluation experiment, the obtained irregular range is a basic metric for analyzing the radio
irregularity. In the following simulation, we focused on determining the irregular sensor metric
defined in the previous section as the mean and standard deviation of the irregular range according to
both our irregular radio model and RIM model.
For calculating the irregular sensor metric regarding the RIM model [9] we used the following
equation:
Received Signal Strength = Sending Power - DOI Adjusted Path Loss + Fading

(3.15)

DOI Adjusted Path Loss = Path Loss -Ki

(3.16)

where:

We generated n Ki (n is the number of directions chosen to determine the irregular radio range). For an
accurate comparison, we used the highest DOI value. We also considered using Path Loss according to
following equation PL = -27.56 + 20log10(f) + 20log10(d), [73]. As shown in Figure 3.10, the first
thing to notice, is that the standard deviation of irregular range (plotted as dashed lines) increases as
function of the theoretical range for both radio models. However, the RIM model has a slight variation
in the standard deviation explained by a little radio irregularity.
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Figure 3. 11: Comparison of the irregular metric of a sensor with our irregular radio model and RIM
model
The second observation from the mean irregular range values is that our model clearly shows different
and various irregular distributions of the radio transmission using different theoretical ranges. On the
contrary, RIM model shows slight and continuous variation where the irregular range undergoes slight
and incremental changes in direction. We can conclude from this figure that our proposed irregular
radio model provides better information about the radio irregularity than the RIM model. Our irregular
radio model is more efficient than RIM model which does not correctly model the real behavior of the
radio propagation.

3.6. Conclusion
Deployment becomes a much more difficult problem in the context of WSN based surveillance
application and with the presence of irregularities. In the present chapter, we have analyzed the
irregularities to deploy real world WSN. We have proposed then a novel irregular radio range model
used for real world WSN. Indeed, most simulations have been obtained in perfect circular radio range
while this idealistic condition do not hold true in practical situations, we provided an irregular radio
model according to the main causes affecting the radio propagation. The description of our model has
been innovated with new approaches environmental independent and dependent range modeling. We
provided accurate information about how much the radio range will change in a specific direction.
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Furthermore, in the interest of applying an appropriate measure of the radio irregularity degree either
for a single sensor or the whole network, and to validate our new irregular radio model, we proposed a
new metric, which evaluates the performance of the network in terms of radio irregularity. Through
the simulations, we demonstrate the effectiveness of using an irregular radio model.
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CHAPTER IV.

DEPLOYING WSN UNDER ATMOSPHERIC
IRREGULARITY

4.1. Introduction
WSNs consist of a set of wireless devices distributed in an area of interest to be monitored. They have
been widely used in outdoor geographical areas for the purpose of many fields of applications. Among
these applications, one can found the surveillance applications, which involve several requirements
and constraints including full coverage and connectivity. An investigated issue for the WSN based
surveillance application is the deployment of the sensors. A good deployment strategy in that case is
important for the network efficiency to ensure optimal connectivity and coverage and to fulfill the
surveillance application requirements.
The requirement of full coverage and connectivity of the area consists that any particular phenomenon
occurring in this area will be detected by at least one sensor and then can be reported to the sink. In
fact, an efficient sensing and reporting strategy needs an optimal choice of the deployed sensors
number and locations. Hence, to fulfill this requirement, the most investigated issue is the deployment
method to set up in the design of the WSN. However, most proposed deployment strategies either for
static deterministic deployment or for random deployment in the literature consider simplified
theoretical assumptions and conditions in which sensors are deployed. These theoretical techniques
based on both static and dynamic sensor nodes placement are often subject to many drawbacks related
to the high cost it generates, the high energy consumption and the simplified theoretical assumptions
with lack of consideration of irregular conditions that may be faced during the deployment making the
network not sufficiently monitored. Since this idealistic condition does not hold all time in practical
deployment situations, a good deployment strategy taking into consideration realistic conditions
should be analyzed and developed. Atmospheric irregularities are known to influence the senor
landing position. For that reason, we propose in this part of the thesis, a sensor deployment method
taking into account the atmospheric conditions regarding the wind forces. The proposed method aims
to drop sensors using unmanned quad-copter in an outdoor monitored area. The role of the quad-copter
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is to drop sensors from air at specific locations and times taking into consideration the wind effects
using mathematical expressions.
The remaining of this chapter is organized as follows. We give the architectural issues of the network
in section 4.2. In section 4.3, we discuss the deployment method under atmospheric and environment
irregularities. The proposed deployment scheme aims at fully covering an area with irregular wind
forces and in a variable area. We show in this section, in a first step, the deployment model of our
system by mathematical calculations of the forces applied on the sensor when dropped from the quadcopter and, in a second step, the impact of wind forces on the deployment strategy. Performance
evaluations are presented in section 4.4. Finally, we conclude the chapter in section 4.5.

4.2. Network Architecture
In this section, we present the network architecture used for the achievement of the proposed
deployment method. We will consider a sensor network for surveillance purpose using several sensors
responsible for monitoring and tracking the intruders trying to cross the area to be monitored.
Coverage is mainly defined as how well a sensor network will monitor a region of interest. Typically,
sensors are deployed to monitor an entire area.
Assume we are given a two-dimensional area of interest A and a set of sensors S to be deployed in A
for surveillance purpose. For convenience, we assume that A is a rectangular region with different area
geography. Each sensor will be dropped from air using an unmanned quad-copter for the need of a
surveillance application, which requires full coverage and connectivity of the deployed sensors. The
role of the quad-copter is to drop sensors at specific locations and times. In particular, a sensor in such
a constraining application should be able to collect and process events and communicate with its
neighboring devices to alert the sink(s) about unusual events. WSN-based surveillance applications
rely on the overall detection capability of the network, which may be defined as the ability to detect
any target passing through the deployment site. The main solution for this requirement is to provide a
deployment method in order to achieve the desired sensing and coverage. The need for a realistic
deployment method taking into account irregular conditions that may occur when dropping sensors to
ensure full coverage and connectivity become a necessity.
An efficient monitoring system should be able to address different and realistic constraints and comply
with the following specific requirements:
Handling irregular wind forces: Among the main causes of temporal variations when deploying
sensors, one can mention the wind. Wind conditions present a relevant source of change when
deploying outdoor WSN and especially for applications requiring full coverage and connectivity. Two
elements can characterize the wind; namely, the wind speed (or intensity) and the wind direction
variation. Different kinds of wind speed can be present varying from normal to storm wind [12]
depending on the geography and the local situations (buildings, open field, sea, etc.). Wind speed
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variation can affect the sensors landing positions and times. Hence it is essential to model the wind
speed variation when deploying real world WSN.
Providing dynamic behaviors: The deployed WSN is subject to changing circumstances such as
environmental and climate changes. Incorporating adaptive behaviors into the deployment scheme is a
key element to ensure the desired quality of surveillance. A realistic and efficient monitoring must be
flexible to adapt to the changing context, network topology, climate factors, and temporal changes.
The deployment scheme should be able to adjust by itself parameters according to the change of
environment in order to effectively monitor the surveillance border.
Providing surveillance quality metrics: The surveillance performance of real-world WSN is
evaluated by the quality of sensors deployment and monitoring. To assess the quality of sensor
deployment, and enhance it, if needed, appropriate and meaningful metrics must be proposed. These
metrics may report on the type and the number of deployed sensors, the characteristics of the
environment, and the monitored area. It must be noticed that the need of estimating the optimal
number of sensors to be deployed initially or before maintenance is of great importance to control the
provided QoS. One should remark that, as dense deployment could be preferred to ensure robustness,
it is necessary to balance the tradeoff between surveillance quality and deployment cost.
Energy aware surveillance: The WSN lifetime is essentially related to the energy resources of the
sensor nodes since most sensors are equipped with non-rechargeable batteries that have limited
lifetime. A sensor becomes useless and cannot contribute to the main function of the network when its
energy level goes under a minimum value. Consequently, the deployment scheme should support
reducing and saving energy consumption. A realistic deployment scheme should allow predicting the
lifetime of wireless sensor networks before their installation. Furthermore, the choice of sensor
architecture and network structure is an important issue in the deployment strategy. In fact, optimal
distances must be maintained between sensors when controlling the dropping positions of sensors.
Maintenance capability: In order to maintain the connectivity of the network after deployment,
maintenance of sensors is necessary. Indeed, the deployment scheme must allow performing
maintenance tasks since sensors can fail, be badly deployed, or can lack energy during operation. The
deployment should allow the rapid localization of such sensors and provide for their replacement in a
cost effective manner. The process should provide group maintenance and be supported by failure
prediction. When the deployment is performed from air, the dropping quad-copter may need to map
the deployed sensors along with their dropping times and places so that the maintenance procedure is
easy to implement.
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4.3. Deployment of WSN under Atmospheric Irregularityand
Irregular Envionment
In this section, we will present our proposed deployment method under the atmospheric irregularity in
an horizontal and variable ground path since atmospheric irregularity are known to impact the senor
landing position. A deployed network is considered as a connected network if any active node can
communicate with any other active node, they may use intermediate nodes as relay nodes. Once we
deploy sensors, the information collected by sensor nodes must be relayed back to data sinks or
controllers, therefore sensors have to be organized into a connected network. Coverage holes problem
in WSN is caused basically by not enough sensors to cover the whole monitored area due limited
sensing range and random deployment. A good deployment strategy taking into account the irregular
conditions mentioned above should be developed to reduce holes. For that purpose, we will define our
proposed deployment model taking into account the wind forces and the irregular environment. These
factors will greatly impact the sensors landing positions and hence the network coverage and
connectivity.
The proposed deployment method [74] aims to reduce the drawbacks observed above taking into
account real dropping conditions. The main contribution of this part of thesis is as follow:


We build a dropping scheme, from air, capable of determining sensor dropping point in order
to provide realistic control on the landing positions of the deployed sensors taking into
consideration the variations of environmental factors including wind speed variation.



We provide mathematical expressions to estimate dropping times and sensors landing
positions using parameters such as the wind speed intensity and direction, altitude and velocity
of the quad-copter, and area geography.

In this section, a deployment control method is presented for controlling the sensor landing position
and dropping times taking into consideration three types of irregularities.

4.3.1. Deployment model
In the following subsection, we define the deployment method used to deploy sensors and present the
mathematical expressions to deploy sensors dropped from air and determine their landing positions
and times within the area to monitor and control coverage when the climate factors and the
environment parameters (geography of the landing area) are varying during deployment.
Assume given an area A to be covered and monitored using sensors dropped from air from quadcopter. We assume that the sensors are dropped one by one. Assume also that the quad-copter is able
to provide wind forces measurements before each drop of sensor. We assume in the following first that
sensor will land in a horizontal ground path and then we will provide mathematical expressions when
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the terrain surface is variable. For this purpose, we consider an orthonormal basis (Ox,Oy,Oz) with the
following parameters:


m is the mass of the dropped sensor,



V0=(Vo,0,0) is the velocity of the quad-copter (assumed to be parallel to the x-axis),



his the altitude of the quad-copter when the sensors are dropped,



F=(Fx,Fy,Fz) is the force of the wind according to the x, y and z axis.

Figure 4.1 represents the falling path and the forces applied on the sensors during falling down.

Figure 4. 1: Falling path and applied forces of a dropped sensor in an horizontal terrain
Using the above parameters, we aim at estimating the landing time tLand and landing position
PosLand(tLand )=(XLand, YLand, ZLand)(tLand) of a sensors. To achieve our goal, we establish first the
mathematical expressions to determine the landing position of the dropped sensor in a horizontal plan
with the presence of winds. Figure 4.1 shows a sensor falling trajectory in the presence of irregular
wind forces in a horizontal terrain area. The forces of the wind according to the orthonormal basis
(Ox, Oy, Oz) are given by Fwind = (Fx , Fy , Fz). Using the fundamental principle of dynamics, one can
see that a sensor dropped from a quad-copter at t=0sec from the position P = (0, 0, h) will follow a
parabolic trajectory until its landing point.

72

Known that the velocity of the dropped sensor is given as follows:
t

V (t )  
0

F (u )
du  V
m

(4.1)

where F(t) = (Fwind + mg) = (Fx(t), Fy(t), Fz(t) + mg) is the external force and g is the gravitation.
Since the initial velocity V of the quad-copter is equal to (V0, 0, 0), then the velocity of the dropped
sensor can be expressed as follows:
t

t
t
Fy (u)
Fx (u )
F (u)
V (t )  (
du  V0 , 
du,  z du  gt )
m
m
m
0
0
0

(4.2)

Since the falling position of a sensor is given by the following:

t

PosF (t )   V (u )du

(4.3)

0

Then, the falling position of the first dropped sensor at time t on the three axes is given by the
following equation:

t u

t u
Fy ( w)
Fx ( w)
PosF (t )  ( 
dwdu V Ot , 
dwdu,
m
m
0 0
0 0

 Fz ( w)
1
dwdu  gt ²) (4.4)
m
2
0 0
t u

h  

On the other hand, we could estimate the parameter in equation (4.4) if we consider that during the
sensor dropping, the wind forces are constants. In fact, we assume that during the sensor falling down
over a short time interval, the wind forces do not vary since the quad-copter flies a few tens of meters
of altitudes.

The falling position at time t will be at this case as follow if we consider that the variations of the
wind forces Fx (w), Fy (w) and Fz(w) are constant over the short time intervals of the sensor falling:

Pos F (t )  (

Fy
Fx
1 F
t  V0 )t ,
t ², h  ( z  g )t ²)
2m
2m
2 m

where g is considered negatively.
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(4.5)

We now determine the sensor landing position in which the sensor ends at the ground. As Fz + mg
should be strictly negative, otherwise, the sensor will stay in the air all the time.
Then, from the equation (4.5), we obtain the landing time tLand,1 of the first dropped sensor by the
following equality:

 2mh
Fz  mg

t Land ,1 

(4.6)

Therefore, the landing position of the dropped sensor is given by the following:

PosLand (t Land )  (

 Fx h
 V0
g
Fz 
m

 2h  Fy h
,
,0)
Fz
g
 g Fz 
m
m

(4.7)

As the first sensor is dropped from a position P1=(X1=0, 0, h), then the landing position of the sensor
given the equation (4.6) is obtained by:

PosLand (t Land ,1 )  ( X 1 

Fx h
 2mh  Fy h
 V0
,
,0)
Fz  mg
Fz  mg Fz  mg

(4.8)

On the other hand, as mentioned before, when deploying sensors, one should take into account not
only the wind conditions, but also the varying environment areas. Therefore, to take into consideration
the rugged nature of the terrain, two scenarios may be present. The area may be plan or variable terrain
surface. Particularly, when the terrain surface is plan given by the equation 𝑧(𝑡) = 𝛼𝑥(𝑡) + 𝛽𝑦(𝑡),
then the landing time is determined by solving the following equation:

h

1
2
( Fz  mg )t Land
 (aX Land (t Land )  b)
2m

(4.9)

which can be also written in the form:

ℎ−

1
2𝑚

(𝐹𝑧 + 𝑚𝑔)𝑡 2 = 𝛼 (

𝐹𝑥

2𝑚

𝑡 + 𝑉0 ) 𝑡 + 𝛽

𝐹𝑥
2𝑚

𝑡2

(4.10)

Equation (4.10) is of second order in tLand and admits two solutions that do not have the same sign.
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The landing time tLand corresponds then to the positive solution:

t Land 

2(h   )(Fz  mg )
)
m
Fz  mg

 m(V0   2V02 

(4.11)

and the position of the sensor can deduced.
In a general case, when the terrain surface is given by an equation of form 𝑧 = 𝑓(𝑥, 𝑦), then the
landing time tLand is determined by solving the following equation:

ℎ−

1
2𝑚

(𝐹𝑥 + 𝑚𝑔)𝑡 2 = 𝑓 ((

𝐹𝑥

2𝑚

𝑡 + 𝑉0 ) 𝑡,

𝐹𝑥
2𝑚

𝑡 2 ),

(4.12)

and the landing position is deduced.
On the other hand, one should mention that such use of precise values of wind forces to determine the
sensor landing position can be prone of error. So, we consider that the wind forces are variables but
controlled. In fact, it is noticablethat the information needed to determine the variability of the wind
forces canbe obtained by statistical data provided by the quad-copter. In fact, we assumethat the
quadcopter is able to determine the dropping position error by comparingthe distance between the
estimated point and the real point since it takes real time image of the monitored area. Hence, one can
have knowledge about the variability of the wind according to statistical analysis provided by the
quadcopter. Furthermore, a wind controlled procedure is establishedbased on two basic ideas. First,
estimate the minimum and maximum valuesthe wind forces can reach due to the variability and
second ensure thatthe interval between the maximum and minimum wind values is reduced. In the
sense that the time between two successive drop of sensors is less than a given value. In that case, the
estimated landing position and the real landing position are not too distant. To understand the process
better, we explain howto specify the variability of the wind forces.
To understand the process better, we explain how to specify the variabilityof the wind forces. Since
the wind forces have variable behaviors and characteristicsduring the dropping time, one cannot
expect a deterministic landingposition of the sensor but a landing zone in which the sensor will
certainlyland. To characterize the shape of the landing cell, one can consider that thevariability of the
wind forces are given by the following model:

 a  Fx  a
 b  Fy  b
c'  Fz  c  mg
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(4.13)

where:
 a, b and c are the maximum values of the wind forces according to (x,y,z) axis respectively in the
forward direction.
 -a, -b and c’ are the minimum values of the wind forces according to (x,y,z) axis respectively in the
opposite direction.
One can specify then a rectangular zone R centered on LandC and having a length RL and a width RW
corresponding to the landing area of a sensor in relation with the wind forces. Since Fz is variable,
then from the relation (4.8), the landing position of a sensor XLand on the x-axis could be in the
following intervals:

 ah
 2mh
ah
 2mh
 V0
 X Land 
 V0
c'mg
c'mg
c  mg
c  mg

(4.14)

Furthermore, the landing position of a sensor YLand on the y-axis could be in the following intervals:

bh
 bh
 YLand 
c' mg
c  mg

(4.15)

Hence, according to the possible landing values on the x and y axes given by equation (4,14) and
(4,15), one can specify the rectangle surface in which the sensor will certainly land.
The center of the rectangular area is Landc  (V0

 2mh
,0,0) , the rectangle length RL is equal to
c  mg

bh
ah
bh
ah


and its width RW is equal to
.Figure 4.2 depicts the landing area
c ' mg c  mg
c ' mg c  mg
of a dropped sensor for possible values of Fx, Fy and Fz.
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Figure 4. 2: Landing area of a dropped sensor

4.3.2. Control of the sensors connectivity
Our objective in this part is to control the sensors dropping times and landing positions in order to
ensure connectivity between the dropped sensors with regards to the presence of irregular wind forces.
Once a sensor is dropped we aim to control the dropping times and landing positions of the next
sensors to provide sensors connectivity and (continuous) sensing by controlling the distance between
the landings positions of the two successive sensors.
Knowing that a sensor s has been dropped at time t from a position P1 = (X1, 0, h), we determine the
position P2 =(X2, 0, h) and the latest time t2 of the following dropped sensor such that the landing
position of the other sensor is less than or equal to a specific distance.
To provide this, we will estimate first the landing position of the second dropping sensor taking into
account the wind variations between the two successive drops. Then, we will develop mathematical
expressions that will determine the dropping time and position of the second sensor in order to get a
distance between two successive landings points less or equal to a given distance Δ. However, one
should mention that the wind forces Fwind vary from one drop to another and that for the second drop,
the wind forces can be presented as follow:

Fwind 2  ( Fx , 2 , Fy , 2 , Fz , 2 )
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(4.16)

Figure 4.3 shows the landing positions of the two sensors assuming that Fwind1 and Fwind2 are different.

Figure 4. 3: Control the second sensor dropping time and position
The distance between the first and second sensor landing position should satisfy the following
inequality:
2

PosLand (t Land , 2 )  PosLand (t Land ,1 )  2

(4.17)

where Pos Land (t Land ,1 ) and Pos Land (t Land , 2 ) are given by:

Pos Land (t Land ,1 )  ((

Fx ,1
2m

2
t Land
 V0 t Land ,1 ),
,1

Pos Land (t Land , 2 )  ( X 2  (

Fx , 2
2m

Fy ,1
2m

2
t Land
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2
t Land
 V0t Land , 2 ),
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Fy , 2
2m

(4.18)

2
t Land
, 2 ,0)

(4.19)

To determine the values of X2 for which the relation (4,7) is satisfied we consider first the relation:
2

PosLand (t Land , 2 )  PosLand (t Land ,1 )  2

(4.20)

The above relation can be written under the following form:

[X 2 
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Since   V0 (t Land , 2  t Land ,1 ) , we obtain the equation:
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t Land
,1 )    0

Equation (4.22) can be also written in the form X 22  2 X 2 B  C  0 , where:
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and
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~ 1
~
2
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We denote by Discr  2  Y 2 the discriminant of the equation (4,22), whereY 
( Fy , 2t Land
, 2  Fy ,1t Land ,1 ) .
2m

~
Hence, for Yˆ 2  2 and C  B 2  Y 2  2  0 , the equation (4,22) admits two distinct solutions:

X 2(1)   B  Discr
and

(4.25)

X 2( 2)   B 

Discr

Therefore, one can deduce that for X2(2)< X2 < X2(1), the relation (4.17) is satisfied. The latest
dropping time t2 of the second sensor is given in that case by t 2 

X2
. Let us finally notice that the
V0

~

relation Y  2 characterizes the “real” wind conditions for a feasible dropping mission.
Once the dropping time and position of the second sensor are determined, one can predict the dropping
time and position of the remaining sensors deployed in the network taking into account the irregular
wind forces.

4.4. Our Proposed Deployment Method of WSN under Atmospheric
Irregularity
In this section, we define our proposed deployment method of WSN based surveillance system taking
into consideration the irregularity of the wind forces. The deployment scheme should be able to adapt
and control the dropping positions and times of sensors taking into account the wind variations.
In fact, the surveillance application such as border surveillance requires that every intruder trying to
cross the border (i.e. strip zone) is detected by at least one sensor. Hence, our objective is to deploy
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sensors in 2-dimensional areas for border surveillance applications. Mathematical expressions will be
provided to efficiently deploy sensors in the border for surveillance purpose in order to ensure high
coverage and connectivity. Our proposed method is provided regarding three steps. The first step
concerns the architecture of the area to be monitored. The second step performs the computation of the
sensor landing position. The third step provides mathematical control of the connectivity of the
sensors.
In the first step, we divide the monitored area into rectangular subareas of equal sizes. The size of the
subareas depend on the theoretical range Rth of sensors. Each row of rectangular subareas corresponds
to a strip zone. In fact, the whole monitored area will be horizontally partitioned into m strip zones
with a width greater or equal to the sensor theoretical range. Then each strip zone will further be
vertically partitioned into p subareas. Since in each subarea there will be a minimum number of
deployed sensors assumed to be in the center of the subarea, the theoretical range of the sensor will
serve as an information to partition the monitored area. For this we suggest that the size of each
subarea will be greater than or equal to the sensor theoretical range.
Our goal is to deploy line of sensors on the strip zones that correspond to the border in order to ensure
high coverage and connectivity. The sensors will be dropped from air using a quad-copter from an
altitude h according to a flight line on the strip zones that correspond to the border. The quad-copter
moving between the strip zones will drop the sensors one by one so that they land into a landing line
contained in the strip zone parallel to the flight line.
In the second step, since the wind forces have a great impact on the sensor landing position, we
develop mathematical expressions to determine the sensor landing position taking into account the
irregularity of the wind forces. For this, we consider first static wind forces according to x, y and z
axes and using the fundamental principles of dynamics, we determine the landing position and time of
the first dropped sensor. Since the landing position of the dropped sensor cannot be exactly determined
as the wind forces can be variable during dropping, we determine the landing area of the sensor in
which the sensor will certainly land in that area. For the sake of simplicity, we consider this area as
rectangular area.
In the third step, our main purpose is to ensure the connectivity between the dropped sensors taking
into account the irregular wind forces. Once a sensor is dropped, our objective is to deploy the next
sensor at a specific distance, where the distance between two successive landings points less or equal
to a given distance Δ. For this, we provide mathematical expressions that determine the dropping time
and position of a next dropped sensor in order to get a distance between two successive landings
points less or equal to a given distance Δ.
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It must be noticed that to carry out the proposed method, one can use any quad-copter equipped with
camera. In particular this method can be implemented by our designed quad-copter “VTail quadcopter” shown in Figure 4.4. The base setup of the VTail quad-copter contains 1240kV motors,
30Ampelectric speed controllers, two 8045 and two 9047 propellers, and a 2.4GHz 8 Channel radio
receiver [75]. Our VTail quad-copter is able to fly at an altitude of several tens of meters. It has an
attached camera to capture high-resolution images and analyze obstacles characteristics. Several
differences are mentioned between our proposed modeled VTail and conventional quad-copters such
as in battery, motors and weight. The specifications of the proposed VTail allow it to have longer
flight times and more stabilized flight and carry a important payload. The proposed Vtail quad-copter
combine the stability of the “X” style quad-copter and the natural agility of a tri-copter setup.

Figure 4. 4: Unmanned quad-copter

4.5. Perfomance Evaluation
In this section, we present the results of the conducted simulations experiments. The performance
efficiency of the proposed deployment scheme, for WSN based surveillance applications, is evaluated
under the atmospheric irregularity. We also validate the hypothesis made when dropping sensors.

4.5.1. Simulation Model
In this subsection, we will present the simulation model used to evaluate the performance of the
proposed deployment method taking into account the wind forces.
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!
Figure 4. 5: Network Architecture
The simulation model is built by considering that a border area A to be monitored is of rectangular
shape with a size of 800 x 500m². The area A is partitioned into rectangular grid composed of set of
strip zones. Each strip zone contains rectangular subareas of sub-length x sub-width rectangles with a
size less or equal to the sensor theoretical range Rth as shown in Figure 4.5. A set of sensors will be
deployed in each strip zone. These sensors are dropped one by one from air from a quadcopter from an
altitude h equal to 70m. The mass of the sensor is 100 g and the gravity g is equal to 9.8m/s². The first
sensor is dropped from a point P1=(0, 0, h) at time t=o sec. The remaining sensors are dropped at
controlled specific times according to our proposed deployment scheme. The wind forces Fwind = (Fx,
Fy , Fz ) considered in the simulation experiments corresponds to the speed of the wind on the x, y and
z axes.
Three major objectives will be studied in the sequel. First, the impact of the atmospheric conditions on
the deployment method will be discussed. Second, the impact of the obstacles in the outdoor area on
the deployment method is analyzed. Third, the efficiency of our proposed deployment method will be
discussed in terms of network connectivity.

4.5.2.

Impact of the Wind Irregularity on the Deployment Method

Impact of the initial velocity on the sensor landing position
To study the impact of the quad-copter initial velocity on the deployment of sensors, we computed the
sensor landing position XLand according to x-axis for different scenarios with and without wind
forces while varying the quad-copter initial velocity V0 as shown in Figure 4.6.
One can see that the sensor landing position XLand increases as the initial velocity increases for both
scenarios with and without wind forces. The velocity V0 provides information about what velocity the
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quad-copter must fly with where the sensors landing position will be in the center of the estimated
landing area. Based on these results, it is possible to choose an optimal quad-copter initial velocity
equal to 5m/s such that a dropped sensor in addition to its surrounding environment can be captured in
the picture.

Figure 4. 6: Impact of the initial velocity on the sensor landing position
Impact of the wind forces on the sensor landing position
This simulation experiment aims to study the impact of winds forces on the sensor landing position.
To do this, we varied the wind forces Fwind=(Fx , Fy , Fz ) for a fixed initial velocity V0 = 5m/s and we
compute the sensor landing position XLand and YLand according to x and y axes respectively. The
wind forces vary from low to high windy.
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(a) Sensor landing position according to x-axis

(b) Sensor landing position according to y-axis
Figure 4. 7: Impact of the wind forces on the sensor landing position
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It can be seen from Figure 4.7 that the sensor landing position depends significantly on the wind
speeds. The wind behavior from low to high speed appears to change the position of the landed sensor.
The wind forces play an important role in the deployment of sensors in outdoor area. Given their
importance, it is absolutely essential to take the wind forces into account when deploying sensors.
Impact of the wind forces on the number of sensor nodes needed
In this simulation, we aim to examine the effect of the number of obstacles present in the monitored
area on the number of sensors needed per flight line under several conditions of the wind forces. The
simulation is performed as follows: each sensor is dropped from a specific position according to the
related flight line in its surveillance line taking into account the wind forces and the obstacles. The
quad-copter flies with a fixed initial velocity equal to 5m/s. We considered a fixed theoretical range
Rth equal to 25m. Since the variation of the wind forces causes variable landing position of the sensor
in its rectangular landing subarea, we evaluate the effect of the wind forces in a specific direction. To
do this, three scenarios dependent to the wind direction have been considered as shown in Figure 4.8.
For each scenario, we assume that two wind values do not vary from one drop to another, and the
other wind is variable according to the mean and standard variation respectively μ(F) and σ(F). For
example, in the red curve shown in the figure, we drop sensors at specific times where the wind forces
Fy and Fz are fixed to 0.3 and -0.9m/s and Fx is variable where we determine the mean μ(Fx) and the
standard variation σ(Fx) of Fx all along the non-linear surveillance line. For the sake of simplicity, we
consider for all scenarios the same standard variation σ(F) = 0.1. It must be noticed that during this
simulation, the wind values are taken according to a uniform distribution.

Figure 4. 8: Impact of the wind forces on the number of required sensors per flight line
One can see that the number of the required sensors ranges from 35 to 63 in the surveillance line. It
increases when the number of obstacles increases. This is because when the number of obstacles
increases more sensors will be required to communicate together. In addition, the wind directions have
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also a great impact on the sensor landing position leading to more dropped sensors when the wind
force and direction are variables. One can conclude from the figure that the density of sensors per
flight line increases as the wind force according to z-axis Fz varies from one drop to another. In fact,
when the wind force Fz decreases the dropping times of the sensors decrease and thus the distance
between successive sensors decreases.

4.6. Conclusion
In this chapter, we provided a deployment model for a WSN taking into account the realistic
conditions of the irregular wind forces on the deployment strategy. We have analyzed the impact of
the wind forces on the sensor deployment. In fact, we focused first on providing a deployment model
able to estimate the sensor landing position and time with irregular wind forces and in an irregular
environment. Then, we developed mathematical expressions to estimate the dropping times and
landing positions of the dropped sensors using parameters such as the wind speed intensity and
direction, altitude and velocity of the quad-copter, and area geography.
In the next chapter, after having thrown the sensor, the quad-copter equipped with a camera will take a
picture of the sensor landing environment. The picture has to provide a full view of the sensor landing
position and the environmental conditions of the sensor landing environment and using an image
processing based algorithm to extract the obstacles captured in the image, we aim to determine the
irregular range of the sensor.
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CHAPTER V.

DEPLOYING WSN UNDER ENVIRONMENTAL
IRREGULARITY

5.1. Introduction
The main objective of a WSN is to monitor events in an operational area. WSN based surveillance
applications require that every event should be detected. However, the environment in which the
sensors will be deployed can be harsh, hazardous and uncontrolled with the presence of obstacles
leading to the degradation of the network performance. In a realistic environment, obstacles may
appear in the sensing field and thus disturb the radio connectivity between the sensor nodes and do not
permit an efficient sensing of the deployed sensors. Dense deployment situation can help to reduce the
effect of the presence of obstacles. However, the cost of the sensors makes this dense deployment too
expensive especially when we want to achieve maximum coverage.
Since obstacles are hard to avoid in realistic environments, understanding the implications of the
outdoor environment is an essential step towards reliable WSN. To have a real-world deployment
WSN, it is intuitive to figure out that, in addition to the atmospheric irregularity presented in the above
chapter, the environmental irregularity can impact the deployment of sensors and hence the quality of
coverage.In fact, an important issue for being able to develop and design an efficient WSN is to have
an efficient deployment strategy of the sensors taking into consideration the presence of obstacles.
Many constraints have to be addressed for an efficient sensing quality of the deployed networks. In
this context, we consider in this thesis aspects on how the environment impacts the outdoor WSN.
Specifically we study how the obstacles impact the range of sensors. We consider for that purpose an
aerial deployment where the sensors will be deployed from air from an airplane. This motivates us to
use and propose an image-processing algorithm to determine the irregular range of the sensors in an
area containing different types and characteristics of obstacles. We also analyze the probability of the
network connectivity under the atmospheric irregularity presented in the previous chapter and the
environmental irregularity.
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In the previous chapter, we propose a deployment method taking into account the atmospheric
irregularities regarding the wind forces. The proposed method determines the sensor landing position
and provides mathematical estimation to determine the dropping times and positions of the successive
sensor. In this chapter, we present the second deployment method [74] taking into account the
environmental irregularities regarding the presence of the obstacles in the monitored area.
We provide an image based processing algorithm. Then, based on the two deployment method, we
examine the probability of network connectivity taking into account both forms of irregularities in
order to ensure high coverage and connectivity quality and hence a good quality of monitoring.
The remaining of this chapter is organized as follows. Section 5.2 presents the requirement for an
efficient deployment method. In section 5.3, we will provide a deployment method in an area with the
presence of obstacles. An algorithm based on image processing to allow the determination of the
coverage range(s) (or irregular coverage cell) of each landing point since the presence of obstacles in
the surveillance area has a negative impact on the surveillance quality. Section 5.4 presents a general
deployment strategy taking into account both the environmental irregularity and atmospheric
irregularity presented in the above chapter. We study the network connectivity under full irregularity
in section 5.5. Simulations results are presented in section 5.6. Finally, we conclude in section 5.7.

5.2. Requirements for an Efficient Deployment Method
In this section, we discuss the main important features needed when deploying sensors taking into
consideration the nature of the environment.


Understanding realistic obstacles' effects: One of the problems associated with deployment
WSNs is the non-circular sensing and communication cell of the sensors. A WSN usually
employs low quality radio modules and has a dynamic topology and resource constrained
device nodes leading to a non-circular range. In the literature, many studies assume that this
area is regular, so they adopt the classical deployment, which is based on the circular nature
of the sensing and communication ranges. In real situations, things are more complex. The
ranges are non-circular, as essentially obstacles cause irregularity. Several types of obstacles
can be found inside realistic areas. The range varies along different directions according to
the presence of obstacles.
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Coping with irregular environment: The deployment of WSNs for realistic surveillance
requires a good modeling and understanding of the environment so that the sensing and
coverage ranges of each sensor can be determined. Real environments include areas with
various characteristics affecting the quality of radio propagation and event sensing. In fact, the
nature of monitored area where the sensors are dropped may be rough, hazardous, and have
changing vegetation with varying vegetation type and density. It may be different from one
place to another in the monitored area, and therefore the ability of the nodes to communicate
may be affected. The geography of the monitored area and nature of vegetation are of
uttermost importance in the analysis of irregularity.



Providing monitored area coverage: The main purpose of deploying WSN based
surveillance applications is to detect any event occurring in the area of interest. For this, the
deployed sensors should collaborate together to provide high coverage of the area to be
monitored.

5.3. Deployment of WSN in an Area with the Presense of Obstacles
In the following section, we address the issue of efficiently deploying sensors in an arbitrary realistic
area with the presence of obstacles. The deployment of sensor nodes based surveillance application in
an area with obstacles cannot be accomplished according to a deterministic or random strategy.
Therefore, to provide a deployment scheme that achieves a good coverage quality especially in
outdoor area with the presence of obstacles, we will determine, in this part, the real radio and sensing
ranges of sensors just before their deployment using terrain modeling and image processing. To
determine the real radio and sensing range of a sensor we provide the following:

5.3.1. Area Modeling
Capture and real time image processing of the monitored area is important for an efficient modeling
and deploying of WSN based surveillance applications. Contrary to traditional WSNs deployment,
using image of the monitored area aims to improve the deployment and monitoring task of sensors
taking into account the terrain irregularity.
To address this issue, assume that the monitored area A is a rectangle (length x width) divided into n x
m subareas with rectangular shape. Each subarea may contain obstacles with different sizes and
shapes. Assume also that for each sub-rectangle we have an image captured from air representing it
and its specification regarding the obstacles. The captured image has to provide then a full view of the
environmental conditions of the sensor-landing environment and a real time image processing system
must be set in order to determine the attenuations, sizes and positions of the objects that may affect the
sensor sensing or radio capabilities. However, the problem with image is the resolution and the
requirements of a real time processing at the server side. For this, we assume that there is an
appropriate algorithm in the quad-copter to recognize the obstacles in the monitored area and deduce
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their degrees of attenuation. It must be noticed that our focus in this work is not on how the image is
processed and the obstacles specifications are obtained, as several works addressed this [76, 77, 78],
but on the image information we would need on the deployment strategy if they could be correctly
extracted.

Figure 5. 1: The terrain area containing obstacles

Therefore, we model the captured image by a matrix M of n x m pixels, where each pixel P is
characterized by:
1- The position: (ip,jp).
2- The thickness corresponding to a small square with a side Th p 

length
.
number _ pixels/ line

3- The RGB color Rp.
4- The attenuation factor ρp measuring the attenuation in the propagation of an input signal.
An obstacle is given by a maximum set of maximum pixels, which satisfies the following property:
juxtaposed pixels having the same attenuation factor.
Assuming that obstacles are uniform, each obstacle attenuation factor presents the attenuation factors
of the set of pixels forming the width of the obstacle in a same direction. In that case, we distinguish
two types of obstacles when deploying sensors; namely; attenuating obstacles like grass, shrubs which
will only reduce the sensor range when crossing them and blocking obstacles like big stone, big tree
trunks which will prevent the signal propagation.
One should notice that, in the literature, there is a long list of research works on real time image
processing for indoor and outdoor scenarios. We refer the reader to some papers [79, 80, 81, 82, 83]
addressing these issues for further reading. Besides, our model is comparable to the proposed works in
[84, 85, 86] for the capture and processing of outdoor images. Authors in [86] proposed the use of
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quad-rotor helicopter installed with camera, which will capture real-time information, finds the target
through a series of image processing, and realizes real-time assessing. Authors in [84] used an onboard
camera for autonomous obstacle avoidance in a small remote control car driving at high speeds. They
compute image features by convolving the image with a number of filters, and using linear regression
to predict distances to obstacles. Furthermore, it must be noticed that our model can be easily
processed in real time with Ad Hoc DSP (Digital Signal Processing) card [87]. Such DSP card enables
to identify the obstacles in the captured image and define for each obstacle an attenuation factor ρ.

5.3.2. Range computation under irregular environment
To determine the irregular range of a sensor, we assume the following. For the sake of simplicity, we
assume that sensor s has landed in the center of the captured image. We assume also the sensor
theoretical range Rth is inscribed in the rectangle. We then have to examine the effects of obstacles on
Rth. Given the obstacles characteristics and a specific direction, we propose to compute the maximum
range Rirr that a sensor can reach in a that direction. The irregular radio range will be computed in
relation with obstacles observed in the monitored area. Directions (angles) will be defined in order to
compute the maximum range Rirr that a sensor can reach in different directions.
To do this, we provide as the following.
Let’s imagine, first, a signal propagation in free space (without obstacles), then the received power at a
distance x, PRx(x), will be equal to

PTx
where PTx corresponds to the transmitted power of the
4x 2

signal.
However, this relation stands for theoretical results and it may change in relation to many factors.
More specifically, because of the presence of obstacles in the monitored area, the signal propagation
assuming idealistic conditions will not be the same. It is evident, then, that a simple propagation
formula determining the transmission power as function of only distance in area with obstacles will
lead to wrong results.
One should provide then an accurate formula that incorporates both the distance and the attenuation
factor due to crossed obstacles. Initially, consider a specific direction i, a sensor s placed at x0 = 0 on
that direction, we aim to determine the path loss between a distance x from the source and a distance
x+dx in ideal conditions having an input power PTx(kx,i) at x. We define that power by
ϕ(PTx(kx ,i), x, x + dx). Let PRx(x, i ) and PRx(x+dx, i) be the output transmission power at a distance x
and a distance x + dx in the direction i, respectively. The lost power ϕ(PTx(kx,i), x, x+dx) can be written
as follows:
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 ( PTx (k x , i ), x, x  dx)  PRx ( x, i )  PRx ( x  dx, i )
PTx (k x , i ) 1
1
( 2
)
4
x
( x  dx) 2
P (k , i )
1
 Tx x2 (1 
)
4x
(1   ) 2



where  

(5.1)

dx
and there is no obstacles.
x

Equation 5.1 can be written in the following if we consider the segment [0, x]:

PTx (0, i) 2   2
 ( PTx (k x , i), x, x  dx) 
(
)
4x 2 (1   ) 2

(5.2)

A simple computation of equation (5.2) gives the following approximation for small values of ε:

 ( PTx (k x , i), x, x  dx) 

2 PTx (0, i)
4x 2

(5.3)

Moreover, if we consider a segment [x1, x2] where the signal propagates in air, then, the consumed
power ϕ(PTx(1,i ),x1,x2) at this segment having an input power PTx(1,i) at x1 in direction i will be
defined by:

2 PTx (1, i ) x 2 1
 ( PTx (1, i), x1, x 2) 
dx
4x x1 x 3


(5.4)

PTx (1, i ) 1
1
( 2  2)
4x x1
x2

Now, if the segment encounter an obstacle, then the loss given by relation (5.4) is no more valid and
corresponds to theoretical results. In fact, this theoretical loss can be enhanced or reduced according to
attenuation (or enhancement) factor of obstacle. Let ρ be this factor. ρ is dependent on the obstacle and
varies in ]0,+∞[. Knowing that ρ = 1 corresponds to an obstacle which is the air and that ρ > 1 for any
attenuating obstacle. It must be noticed that if ρ becomes large (ρ >> 1), it is possible that the signal
propagation may fall under a threshold value and cannot be detected at x2.
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In the case that the obstacle starts in x1 and ends after x2, we define ϕρ(PTx(1,i),x1,x2) which
corresponds to the lost power in the segment[x1, x2]. We assume then that ϕρ(x1, x2) is determined by
multiplying the attenuation factor of the obstacle into equation (5.4):

  ( PTx (1, i ), x1, x 2)   ( PTx (1, i ), x1, x 2)

(5.5)

Now, let’s consider all the obstacles on direction i and assume that no blocking obstacles are met. One
can remark that this line is composed of n various obstacles corresponding to homogenous segments
[x j , x j+1], j =0, 1, ..., 2n, having different attenuation factors ρj as illustrated in Figure 5.2. For the
sake of uniformity, the segment between two obstacles is supposed to belong to the air obstacle. With
an initial transmission power PTx(0,i) indirection i, the signal propagation will be either reduced or
blocked crossing those obstacles.
Two questions (problems) are arising: the first discusses what could be the path loss at a distance d
taking into account the obstacles crossed until that distance. The second discusses what could be the
least distance di on direction i such that PRx(di,i)≤ PTXThreshold for a given a threshold transmission
power PTXThreshold corresponding to the minimum transmission power level detectable.
To determine the received power PRx(d,i) at a distance 0 <d<x2n indirection i, there must be j <2n such
that xj ≤ d< xj+1. We first compute PRx(xj,i) on direction i. To do this, we determine initially the input
powerPTx(1,i) in direction i which is equal to:

PTx (1, i)  PRx ( x1 , i)
 PTx (0, i) 1 ( PTx (0, i), x0 , x1 )

(5.6)

and then we can deduce PRx(x j, i) which is expressed by:

PRx ( x j , i)  PTx ( j, i)  PTx ( j  1, i)   j ( PTx ( j  1, i), x j 1 , x j )

(5.7)

where 2 < j <2n.
Then, if d occurs in the segment [x j , x j+1], the power measured at point d is given by:

PRx (d , i )  PTx ( x j , i )   j ( PTx ( j , i ), x j , d )

(5.8)

On the other hand, if a blocking obstacle is met before reaching d then:

PRx (d , i)  PRx ( xj, i)  0
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(5.9)

Let us now determine the least distance di for which PRx(di,i) ≤PTXThreshold. For this, we first assume
that there is a segment [xk,xk+1] such that:
PRx (xk ,i) >PTXThreshold and PRx (xk+1,i ) ≤PT XThreshold

(5.10)

In that case, due to the continuity on the function ϕρk(PTx(k), xk ,d) with respect to the variable d, there
exists di ∈ [xk , xk+1] such that PRx (di ,i) =PTXThreshold.

Figure 5. 2: Irregular range in a specific direction

In the other case, when there is no interval satisfying the two inequalities (5.10), the following
inequality PRx(x2n,i) > PTXThreshold holds. Therefore, since PRx(d,i) is a continuous function at d in [x2n,
+∞[ and converges to 0, there exists di such that PRx(di,i) = PTXThreshold. We define the irregular range
of the sensor on direction i as Rirr(i) = di. Finally, when a blocking obstacle is encountered in [xj, xj+1]
then, if PRx(xj,i) > PTXThreshold, we state that di = xj. Moreover, it is obvious to deduce that the irregular
range Rirr(i) in direction i will be equal to a theoretical range Rth when the signal in air where there
are no obstacles. The theoretical range Rth is equal to

PTx (0, i)
4PTX Threshold

.

Figure 5.2 shows an example of the determination of the sensor irregular range in direction i where di
is reached after the third obstacle. In order to better understand the range computation under
irregularity, we present in Algorithm 1 the different steps modeling a sensor irregular range in a
specific direction.
94

Algorithm 1
Input: Given a sensor s and a specific direction i in the captured picture,
Given n segments [x j ,x j+1] corresponding to obstacles on direction i , 0 <j <2n
Output: The irregular range Rirr(i ) in direction i,
Set the initial transmission power PT X−ini (0, i ) in direction i and the transmission
power threshold PTXThreshold,
Set the theoretical range Rth,
Set   ( PTx ( j , i ), x j , x j 1 )   j 1 PTx ( j , i ) ( 1  1 ) be the power loss in the segment
j 1
4
x 2j x 2j 1

[x j ,x j+1],
Begin
PT x(0, i ) = PT x−ini (0, i )

if(n=0) then // there are no obstacles in direction i
Rirr(i)  Rth 

PTx (0, i)
4PTXThreshold

else

PTx (1, i )  PTx (0, i )    1 ( PTx (0, i ), x0 , x1 )

j=1

while( j <2n)
if([xj , x j+1] corresponds to a blocking obstacle) then
Rirr (i )  x j

else// crossing diverse attenuating obstacles

PTx ( j  1, i )  PTX ( j , i )   j 1 ( PTx ( j , i ), x j , x j 1 )
if (PT x( j + 1, i ) >PTXThreshold) then
j=j+1
end if
end if
end while
if it ∃d i ∈ [x j , x j+1]| PTx ( j , i )  PTX ( j  1, i )   j ( PTx ( j  1, i ), x j 1 , di)  PTX Threshold then

Rirr(i)  di
end if
end if
End

5.3.3.

Sensor irregular cell Determination

Once the sensor irregular range Rirr(i) is determined in a specific direction i using the obstacles
attenuation in the image, one can model the whole irregular area Airr for 360 directions. The irregular
area Airr is the area surrounding by the sensor (placed in the center) and bounded by the polygon
forming the points di of direction i for 360 directions. However, one can notice that computing the
radio range for 360 directions involves the determination of a large and redundant number of irregular
radio ranges. Therefore, an optimization method should be defined to minimize the number of
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computed ranges. One of the methods is the use of only some directions, which will be sufficient to
generate the whole irregular area Airr and then be able to control the entire realistic area of a sensor.
For the sake of simplicity, one can use uniformly distributed directions so that the angle αseparating
two consecutive directions is given by

2
, for n ∈ N. The angle αi of direction i is the
n

counterclockwise angle required to reach the ith direction from 0° (the x-axis in the Cartesian
coordinate plane).
Figure 5.3 shows an example of modeling the irregular range of a sensor according to 8 chosen
directions considering the attenuation factors of 12 attenuating obstacles and 5 blocking obstacles
having different shape and sizes in the captured image. The red part of the figure shows the edge of the
area Airr for 360 directions representing the realistic area of a sensor while the dotted part shows the
theoretical area estimated in idealistic conditions. As seen in the figure, the number of chosen
directions is not a good choice since the real irregular area is clearly different to the estimated irregular
area Airr with 8 directions.

Figure 5. 3: Irregular area of a sensor s
In fact, one can remark from the figure that several obstacles were not taken into account when
computing the irregular range for the 8 directions.
To handle this problem, there is a need for a good choice of used directions. A fundamental
optimization method requires a main constraint, which consists that all the obstacles are included by
the chosen sectors. An effective approach requires that a maximum number of obstacles is included by
the chosen directions. The number of used directions will simply depend on determining the sizes,
shapes and attenuation factors of the obstacles since these parameters may affect the modeling of the
irregular area of a sensor. In this work, we propose a new angle division approach based on selecting
the minimum obstacles widths (angle of view) relative to the sensors. The angle of view α prop can be
associated then to the maximum angle such that the two lines of the angle encounter the width obstacle
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in question. The number of directions to model the whole irregular radio area is given then by
n comp 

n prop 

2

 prop

. However, if ncomp  N then there is a maximum angle α, where α < αprop, and

2
 .


Furthermore, once the proposed angle size α has been chosen, an approach to optimize the
determination of the irregular range in each direction is to consider all attenuating obstacles in same
direction as one attenuating obstacle where its width is considered according to the mitigating
obstacles widths.

5.4. Our Proposed Deployment Strategy under Environmental
Irregularity and with the presence of Wind Factor
The main objective of this part is to build a deployment method in order to achieve full coverage and
connectivity of the 2D monitored area under wind (presented in the above chapter), irregular
environment and realistic area with obstacles conditions.
In this section, we define our proposed deployment scheme taking into account three kinds of irregular
conditions; namely, the rugged nature of the environment, the presence of obstacles and the winds
forces according to the result obtained in the previous chapters. In fact, the information about the
realistic area, in addition to the mathematical expressions described and obtained in the previous
chapter will be used then to provide total coverage of the monitored area when dropping sensors from
air. They will be used to provide high quality coverage of the monitored area A when dropping sensors
from a quad-copter. The proposed deployment strategy should have the ability to adapt to changing
environments, to control the wind variations, to control the dropping time of sensors and to determine
the irregular range of each sensor.
The area coverage consists in this case to monitor every point of the region in order to effectively
detect any event that occurs, thereby needs a large number of sensors. Or, the main goal in the
surveillance application is to detect intruders as they cross a line to a protected area. It is useful, then,
to ensure the coverage of a line where all points will be covered by at least one sensor. We refer this to
linear coverage.
Assume that the wind forces are fixed and we have divided the monitored area into rectangular
subareas of equal sizes with a width less than the theoretical range Rth of sensors. Each row of
rectangular subareas corresponds to a strip zone. Our objective is to deploy a line of sensors on the
strip zone that touch the border.
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Figure 5. 4: Surveillance line in a strip zone in case of fixed wind and no blocking obstacles
To do that, one has to:
1. Choose the size of the rectangular subarea such that the quad-copter can take a clear picture of the
subarea. The picture has to show the characteristics of the area in order to effectively extract the size
and position of the obstacles. The quad-copter will fly in the middle of the strip zone on a horizontal
straight flight line at an altitude h. It will drop the sensors one by one so that they land into a landing
line contained in the strip zone parallel to the flight line (see Figure 5.3).
2. Consider a virtual sensor in the west boundary placed at the intersection of sensors landing line with
the west boundary. Assume that this virtual sensor has the same properties as a real sensor. Consider a
threshold value ε corresponding to the minimum distance separating two successive dropped sensors.
Let us determine the dropping time t0 of the first dropped sensor so that it lands in the intersection
between the sensors landing line and the irregular range of the virtual sensor.
3. Once a sensor j is dropped, one of the challenges is how to deploy the next sensor j+1 to allow
connectivity between neighboring sensors. The following steps will be performed then:
 We take a picture of the rectangular subarea in which the sensor j has landed to collect
information about the sensor surroundings.
 We determine then the irregular area (hashed area as depicted by Figure 5.4) of the sensor j
according to obstacles characterized after picture processing.
 We drop the next sensor j+1 according to the irregular range of the previous dropped sensor j.
In fact, assuming that no blocking obstacles are present in the strip zone and knowing the
quadcopter velocity V0, the wind forces Fwind and the irregular area of the sensor j, one can
deduce the maximum distance ∆j that should separate the two successive sensors j andj+1.
Distance ∆j is the intersection between the irregular area of the sensor j and the sensors

98

landing line. For the sake of connectivity efficiency, a sensor j+1 should land at a distance
greater or equal to ∆j-ε from the previous landed sensor j. One can compute then the dropping
time tj of the sensor j+1 according to the distance ∆j-ε (See Figure 5.5).

Figure 5. 5: Control the sensors dropping times in case of fixed wind forces and no blocking obstacles

4. These steps will be repeated for each dropped sensor throughout the flight line until a last dropped
sensor is connected to the virtual sensor in the east boundary in the sense that the virtual sensor is
inside the irregular area of the last dropped sensor. Thus, based on the above requirements, we have
built a surveillance line SL composed of the connected sensors and two virtual sensors.
To explain and clarify the different steps for deploying sensors from air regarding the irregular
conditions, we show in Algorithm 2 the pseudo code of the proposed deployment strategy. Therefore,
in the following proposition, we present the result:

Proposition 1.
In the presence of area irregularity with no blocking obstacles, having fixed wind forces and where each
deployed sensor j has a minimum irregular range Rirr−minj>ε, the surveillance line SL of sensors will
be completely covered if the proposed deployment strategy is applied.

Proof of Proposition1.
In order to prove proposition 1, we only need to show that any point on SL is visible by at least one
deployed sensor on that line. Assume that this line is composed of end-to-end sensors; 0, 1, 2, . . . , 𝑛𝑠,
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𝑛𝑠 + 1; where sensors0 and ns+1 are the virtual sensors in the west and east border respectively and
sensor j, 1 < j < ns, is the normal sensor. Therefore, we only need to consider three cases.


Case1: Coverage of the first segment [0,1]: The first landed sensor will be visible by the virtual
sensor 0 since it is contained in the irregular area of the latter sensor. On the other hand, one can
agree that a signal between [0, 1] transmitted from one direction to the other is subject to the
same attenuation. Thus, the virtual sensor 0 will be visible also by the first sensor.



Case 2: Coverage of internal segment [j, j+1] ∀ j > 1: According to the proposed deployment
strategy, the sensor j+1 will land within the irregular area of sensor j so it is visible by sensor j.
All the segments [j, j+1] will be covered then by sensor j since it is completely included by the
irregular area of sensor j.



Case 3: Coverage of the last segment [ns, ns+1]: Let us first notice that considering the
condition of dropping sensors within at least a distance ε and having a finite length Ls of the
strip zone, a last sensor ns will be landed on the surveillance line. Then, one can mention that
sensor ns is dropped such that its irregular area covers the virtual sensor ns+1. Virtual sensor
ns+1is visible by sensor ns. Thus, all points of the segment [ns, ns+1] are fully covered by
sensor ns.
Algorithm 2
Input: Given a monitored area A, which may contain obstacles. A quad-copter that
carries sensors is located in the region.
Output: A monitored area deployed with a minimum number of sensors and has
achieved high coverage and connectivity.
Begin
Set the area length and width
Set the rectangular subarea RS
Set N surveillance lines
For each surveillance line j (j from 1 to N) do
Take a picture of a visibility subarea
Process the picture to determine the presence of obstacles
Estimate the best dropping time ti and landing positions PosLand of the sensor Si
according to obstacles and wind forces (i from 1 to n needed sensors in the jth line)
Drop sensor Si at time ti
Choose the number of directions according to the obstacles in the captured picture
Calculate the irregular area Airr of Si
Determine the direction of the wind
Determine the distance separating two successive dropping sensors ∆i taking into
account the wind variations and the irregular range of the previous dropped sensor i
According to estimated ∆i, choose the dropping time ti+1 of the next sensor i+1
Si,jnumber of sensor nodes that will be thrown from air in the surveillance line j
Construct the virtual surveillance line j composed of Si,j sensors
End for
End
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5.5. Network Connectivity under full Irregularities
In the previous section, we proposed a deployment strategy under the environmental irregularity and
assuming that the wind forces are fixed. This section provides more realistic assumptions where we
will consider variables but controlled wind forces in the sense that the difference between the wind
forces at time t and t + Δt is less than a fixed value σ.
Network connectivity is an important issue to efficiently monitor a given area in WSN. A network is
connected if there is a path between any pairs of nodes in this network. However, it is hard to conduct
high network connectivity in a specific area without an error margin due to different factors affecting
the real world deployment of WSN. In fact, one cannot totally ensure that any intrusion entrance in the
monitored area will be detected since the probability of establishing a wireless communication
between two sensors is a probabilistic phenomenon caused by the nature of the monitored area and the
variation of the wind forces. The variation of the wind forces will generate, in that case, variable
landing positions of the dropped sensors that have almost no chance to form a straight line. Hence, the
surveillance line SL built using the proposed deployment method is no longer valid when the wind
forces are variables.

Figure 5. 6: Non-linear surveillance line in strip zone in case of wind variations
Our objective is to adapt the proposed deployment strategy in order to build a non-linear surveillance
line ΛSL (see Figure 5.6). Thus, we will analyze the connectivity of ΛSL and control the dropping times
of sensors so that the probability of connectivity of that line is maximal. To achieve our objective and
modify the proposed deployment method accordingly, we consider the following general case shown
in Figure 5.7 where we assume a sensor j deployed inside its rectangular landing area Recj taking into
account the wind variations between the time t and t + Δt of the sensor dropping. Assume also that
there exists ε> 0 such that sensor j has a minimum irregular range Rirr−minj(i) ≥ ε within its irregular
area regardless its landing position. A dropped sensor j can be located at any position in its rectangular
landing area. Furthermore, a next dropped sensor j+1 will be connected to j if it lands in a position in
its landing area having a distance smaller than the irregular range of the jth sensor. Thus, to allow
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connectivity between the two sensors, the next dropped sensor j+1 should be landed inside the
irregular area of the jth sensor.
In the figure, one can see two areas of interest; namely, the surfaces Sj and S'j which correspond
respectively to the intersection between the minimum and real irregular area of sensor j with the
landing area Recj+1 of the next dropped sensor j+1.Consequently, sensorj+1 will be connected to
sensor j only if it lands in the surface Sj or S'j.

Figure 5. 7: Modeling the connectivity between the sensors in a strip zone
One can deduce then:
(1) The probability that the sensor j+1 lands in Sj which is equal to

Sj

.

Re c j 1

(2) The probability that the sensor j+1 lands in S'j which is equal to S ' j
Re c j 1

(3) The probability that the sensor j + 1 is disconnected which is equal to 1  S ' j .
Re c j 1

where |A| is the measure of an area A.
Thus, we will build a non-linear surveillance line ΛSL composed of a set of segments [j, j+1], (j varied
from 1 to ns sensors) and two border segments [0,1] and [ns, ns+1] that correspond the two virtual
sensors 0 and ns+1 connected to the first and last dropped sensor. The following theorem holds then:
Theorem 1.
The deployment method under assumptions of controlled wind variations, no blocking obstacles and
area irregularity allows us to define the probability PCΛSL of having a connected ΛSL of at most Ns
deployed sensors. The probability PCΛSL varies in the interval:
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Pm in  PC  SL  Pm ax

(5.11)

as long as each deployed sensor j has a minimum irregular range Rirr−minj> ε, where:


Pmin corresponds to the minimum probability ΛSL and is given by the following relation:
NS 1

Sj

j 1

Re c j 1

Pm in  PW ,1 

PNS , E

(5.12)

where PW,1 is the probability that the first dropped sensor is covered by the minimum irregular
area of west virtual sensor and PNS,E is the probability that the last dropped sensor is covered
by the minimum irregular area of the east virtual sensor.


Pmax corresponds to the maximum probability and is given by the following relation:
NS 1

S' j

j 1

Re c j 1

Pm ax  PW' ,1 

P' NS , E

(5.13)

where P'W,1 and P'NS,E are the probabilities that the first and last sensor will be covered by the
irregular area of the west and east virtual sensor respectively.
Proof of Theorem 1.
The non-linear surveillance line ΛSL is composed of deployed sensors and two virtual sensors. To
guarantee sensors connectivity, every pair of successive sensors should be connected. Moreover, the
first and last deployed sensors should be connected respectively to the west and east virtual sensors.
The connectivity probability PCΛSL of ΛSL is then between a minimum connectivity probability Pmin
when considering the minimum irregular range of sensors and a maximum connectivity probability
Pmax when considering the real irregular range of sensors.
In the sequel, we focus in demonstrating the minimum connectivity probability Pmin since taking into
account the irregular area of each sensor is a complicated issue. To have a connected surveillance line,
every pair of successive sensors should be connected together. Moreover, the first and last deployed
sensors should be connected to the west and east border of the strip zone, respectively.
Pmin is then the product of the connectivity probability between each connected pair of sensors and the
connectivity probabilities of the first and last sensors with the borders. To be connected to the west
virtual sensor shown in Figure 5.7, the first dropped sensor must be at a distance lower than or equal to
the minimum irregular range Rirr−min0(i) of the west virtual sensor.
The following probability PW ,1  S 0

measures the probability connectivity of the first dropped

Re c1

sensor and the west border, where |S0| is the intersection area between the rectangle of length ε and
width Rw (the width of the rectangular landing area of the first sensor) and the rectangular landing
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area of the first sensor and |Rec1| is the area of the rectangular landing area in which the first dropped
sensor may land.
Furthermore, it is clear that the probability of having every pair of sensors connected throughout the
non-linear surveillance line is the product of the connectivity probability between two successive
sensors j and j+1. Assume that a sensor j is deployed. A next dropped sensor j+1 can land everywhere
in its landing area Recj+1. It will suffice, then, that the sensor j+1 will land inside the east part of the
irregular area of the sensor j to be connected. The east part of the irregular area of the sensor j is used
because the sensors are dropped one by one from the west to the east side of the strip zone. Sensorj+1
must land in its area Recj+1 with a distance from the sensor j lower than Rirr−minj(i) (i varies from 0 to
n directions) and greater than ε.
Thus, the following relation governs the probability:

Pj , j 1 

Sj

(5.14)

Re c j 1

where |Sj| is the intersection area between the rectangular landing area of the j+1thsensor and the
semicircular area of the jth sensor of radius Rirr-minj(i) and |Recj+1| is the area of the rectangular
landing area of the sensor j+1 which corresponds to the total expected area of expected sensor landing
position.
Similarly to the first dropped sensor, the last dropped sensor must be at a distance lower than or equal
to the minimum irregular range Rirr−minNS+1(i) of the west virtual sensor to allow border connectivity.
The probability connectivity of the last sensor is analogous to the probability PW,1 and is given by:

PNS , E 

S NS 1
Re c NS

(5.15)

One should notice that the surface |Sj| can be easily computed knowing the west corner of the
rectangular landing area of a dropped sensor j+1 and the radius of the minimum irregular range of the
preceding dropped sensor j. One should notice also that the existence of ε is if there are no blocking
obstacles and there are a limited number of attenuating obstacles where ε can be determined as the
most attenuating obstacle.
Besides, one can also build an algorithm to increase the probability PCΛSL of the WSN connectivity.
This algorithm aims to control the dropping times of the sensors so that the landing rectangle of the
sensor j+1 will be at a distance of the sensor j equal to ε. Indeed, to compute the dropping time of the
sensor j, we only need to have a distance between a previous dropped sensor j-1 and the left edge of
the rectangular area of the sensor j equal to ε. The left edge is provided using the minimum wind
forces (see the previous chapter section 4.3). We assume that the landing time tLand,j−1 of a preceding
sensor is before the dropping time tj of the ongoing dropped sensor. The resulting algorithm is
sketched in Algorithm 3.
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Thus, we have the following result.

Corollary 1.
To obtain the probability of linear connectivity Pmin by applying the proposed deployment method, a
maximum number of sensors Ns equal to

Ls



is required, where Ls is the length of the strip zone.

Proof of Corollary1.
Let us partition the strip zone into sub-rectangles of width ε. Since ε is the minimum distance
separating two successive sensors, we can confirm that using Algorithm 3 we drop at most one sensor
in each sub-rectangle. Thus, having

Ls



maximum number of sensors.

Algorithm 3 Control sensors dropping times
Input:
Let Ls be the length of the strip zone,
Let (0,0) be the coordinate of the west corner of the strip zone,
Let XLR(j ) be the x-coordinate of the left side of the rectangular area of the
sensor j (see Chapter 4: Section 4.3),
Let XLand ( j) be the landing position of the sensor j according to the x-axis
(see Chapter 4: Section 4.3),
Set the threshold value ε,
Output:
The dropping time tj of the jth sensor
Begin
Set XR = ε
Calculate t1 based on equation (4.22) such that XLR(1) = XR
Determine XLand (1) taking into account the estimated dropping time t1
j=1
while((XLand ( j ) + ε) ≤LS)
Set XR = XLand ( j) + ε
Calculate t j+1based on equation (4.22) such that XLR( j +1) = XR
j=j+1
Determine XLand ( j) taking into account the estimated dropping time t j
end while
End

5.6. Perfomance Evaluation
In this section, we present the results of the conducted simulations experiments. The performance
efficiency of the proposed deployment scheme for WSN-based surveillance applications under
irregular conditions is evaluated. We also validate the hypothesis made when dropping sensors.
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5.6.1. Simulation Model
In this subsection, we will present the simulation model used to evaluate the performance of the
proposed deployment method under environmental irregularity and with the presence of wind factors.
We consider an area A to be monitored with a rectangular shape with a size of 800 x 500m². The area
A is partitioned into rectangular grid composed of set of strip zones. The monitored area A contains
several obstacles with different types and sizes (see Figure 5.8). A set of sensors will be deployed in
each strip zone. These sensors are dropped one by one from air from a quad-copter from an altitude h
equal to 70m. The first sensor is dropped from a point P1 = (0, 0, h) at time t=o sec. The remaining
sensors are dropped at controlled specific times according to our proposed deployment scheme. To
make the analysis of the proposed scheme more realistic, we placed randomly obstacles in A while
varying their number from low to high. We varied the theoretical range Rth in the interval [15, 50] m,
the number of used directions when computing the sensor irregular radio area are varied in the interval
[4, 100] and the quad-copter initial velocity in the interval [3, 25] m/s.

Figure 5. 8: Network architecture in an area with obstacles
Two major objectives will be studied in the sequel. First, the impact of the obstacles in the outdoor
area on the deployment method is analyzed. Second, the efficiency of the proposed deployment
method taking into account the environmental conditions under the wind factors will be discussed in
terms of network connectivity.
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5.6.2. Impact of the Area Irregularity on the Deployment Method
Impact of the obstacles on the sensor radio range
We begin our analysis with the roughest irregular condition when deploying sensors and the most
affecting the coverage and connectivity quality: the presence of obstacles. Consider a subarea with
obstacles; let us evaluate the effect of obstacles on a sensor radio range. We provide this by computing
the ratio between the sensor irregular range (the mean of the computed radio ranges in each direction)
and the theoretical range over the theoretical radio area while varying the number of obstacles and
using 24 directions.

Figure 5. 9: Impact of the obstacles on a sensor radio range
As shown in Figure 5.9, the radio range ratio decreases as the number of obstacles increases. One can
see in this figure that the highest values of the radio range ratio (around 0.9) is reached for the lowest
number of obstacles and is below 0.5 when the number of obstacles is higher than 25. These results
provide an initial insight indicating that the existence of obstacles affects the sensor theoretical radio
range. This is consistent with what we have expected so it is important to emphasize the significant
impact of obstacles when deploying sensors to achieve higher network performance.
Impact of the used directions on the realistic sensor radio area
Another simulation experiment based on obstacles is conducted. In this experiment, we will examine
the effect of used directions on the realistic range of a sensor. We provide this by varying the number
of used directions to determine the sensor irregular radio area and computing the ratio between the
sensor irregular radio area over the realistic radio area for different values of obstacles and for a fixed
value of the theoretical range (Rth = 25m) as shown in Figure 5.10. The realistic radio area is
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considered as a polygon with 360 vertices while for the irregular radio area is considered as a polygon
with n vertices where each vertex corresponds to the determined irregular radio range in each direction
i ( i varies from 1 to n).

Figure 5. 10: Variations of the irregular radio area in relation to the obstacles and used directions
One can notice first from this figure that regardless the number of obstacles, the computed ratio
increases when the number of used directions increases. This is because the information about the
sensor radio area will increase when increasing the number of used directions. In addition, we can
remark that the determined ratio approaches 1 when the number of obstacles is low. In fact, the more
we diminish the number of obstacles the more we get precise information about the irregular range
position. Furthermore it is possible to observe in Figure 5.10 that for specific used directions, we have
almost the same ratio. This confirms the use of a reduced number of directions in the proposed
approach of angle division. We refer in this case to the number of directions equal to 40, where for a
given obstacles we achieve almost an optimal ratio. In fact, the main causes of the radio range
attenuation are saturated only in some directions whereas other directions undergo slight attenuation.
A good choice of the number of directions will be adequate then to identify the irregular radio area of
a sensor. As a result, having precise information about the irregular radio range in terms of directions
and cell size would help us to verify accurately the accessibility of the network.
Impact of the irregular range on the number of sensor nodes needed
In this part of the simulation experiment, the performance of the proposed scheme in determining the
irregular range of each sensor is examined in terms of the number of deployed sensors in an area with
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obstacles. This allows us to deduce how the same deployment method behaves once used in different
environments (area with varying size and type of obstacles). We provide this in two ways; the first is
to compute the required number of sensors in a nonlinear surveillance line when the obstacles are
random while varying Rth. The second is to consider either only blocking obstacles, only attenuating
obstacles or both of them in the monitored area.
In the first experiment, the number of obstacles varies from 10 to 200 corresponding to low, medium
and high number of obstacles with an area less or equal 5 x 5m2. Figure 5.11 illustrates this issue.

Figure 5. 11: Number of sensors per flight line according to obstacles and theoretical range
We noticed from this figure that the number of sensors required per a flight line is directly
proportional to the number of obstacles. In the sense that the number of needed sensors increases when
the number of obstacles increases. In fact, the presence of high number of obstacles may disturb the
sensor coverage leading to less area to be covered.
In the second experiment, we varied the number of obstacles whereas the theoretical range Rth is fixed
to 25m. Figure 5.12 depicts the variation of the number of sensors needed for different type and size of
obstacles. Let Br be the radio between the number of blocking obstacles and the number of obstacles
in the surveillance line. We consider four different ratio values: Br = 0, 0.3, 0.6 and 1 corresponding to
the scenarios from no blocking obstacles to low, medium and totally blocking obstacles.
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Figure 5. 12: Number of needed sensors per a flight line for different obstacles characteristics
One can deduce from this figure that the number of sensors is increasing when the number of obstacles
is increasing for different types of obstacles. This can be explained by the fact that the obstacles affect
the sensors sensing ranges in the sense that sensors can cover less space in the surveillance line. Let us
notice also that the effect of the obstacles on the number of sensors needed is more significant when
there are only blocking obstacles. We observe also that the numbers of needed sensors are very close
when the number of obstacles is low.

5.6.3. Efficiency of the Deployment Method in terms of Network Connectivity
Comparison of the proposed deployment strategy to a deterministic deployment
In this simulation experiment, we compare the probability of connectivity of the deployed sensors in a
non-linear surveillance line determined from a uniform deployment method to those determined from
our proposed deployment method for different number of obstacles. In the case of uniform
deployment, the sensors will be dropped with a fixed step each 2sec (10m), 3sec (15m) and 4sec
(20m) without taking into consideration the obstacles and the wind variations. In the simulation, the
obstacles are randomly distributed varying from 20 to 160 for a given surveillance line of a length
800m. The variations of the wind forces from one drop to another undergoes a uniform distribution
where the mean of the wind forces in the surveillance line are as follows: μ(Fx) = −0.4, μ(Fy) = 0.3
and μ(Fz) = −0.9. The theoretical radio range Rth is equal to 25m.
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Figure 5. 13: Impact of the obstacles and wind variations on the probability of connectivity
As can be observed first from Figure 5.13, the probability of radio connectivity decreases as the
number of obstacles in the surveillance line increases for both deployment methods. This feature can
be explained by the fact that when the number of obstacles increases, less space can be monitored in
the surveillance line resulting to several radio holes due to obstacles. Furthermore, one can notice that
our proposed deployment method gives better performance than the uniform deployment. The
probability of connectivity gets higher (almost 0.9) when the number of obstacles is reduced (≤60).
In fact, when the number of obstacles is reduced and taking into account the wind variations we can
drop sensors at specific times. In addition, given the length of the surveillance line, one can remark
that the number of sensors in the deterministic deployment is the same regardless the number of
obstacles. In general, one can deduce that even though the proposed scheme for deploying sensors in
an irregular area with obstacles and taking into account the wind forces is more complicated than for
uniform deployment but it deploys lower number of sensors and can overcome various shapes of
obstacles and wind variations with a better coverage quality.
Probability of network connectivity with variable wind forces
In the simulation environment, we only consider a monitored area reduced to a strip zone of 800 × 25
m², as depicted by Figure 5.14. The simulation assumes that the minimum irregular radio range
Rirr-min is fixed for all the deployed sensors in the strip zone and that the theoretical range Rth is
equal to 25m. We assume also the wind forces vary during the dropping of sensors where we compute
the difference d(F) between the initial wind force and resulting wind force when the sensor lands and
we determine the mean μ(F) of the wind forces from one drop to another to examine different wind
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speeds as low, medium and high. For the sake of simplicity, we consider that wind force according to
z-axis Fz is fixed to -0.9 m/s. In the experiment, the sensor landing position was measured after
applying the proposed algorithm (Algorithm 3).
For this purpose, we varied Rirr-min from 6 to 24m, whereas the threshold value ε is fixed to 5m.
Figure 5.14 plots the minimum probability Pmin of the connectivity of the non-linear surveillance line
under various Rirr-min values and for different scenarios of wind variations.

Figure 5. 14: Impact of Rirr-min and the wind variations on the probability of connectivity
We observe from this figure that the probability Pmin increases with the growth of Rirr-min for
different scenarios of wind variations. This is due to the fact that the more Rirr-min increases the more
space can be covered by the dropped sensors in the strip zone. We can see also that the higher
probability is obtained for d(F) = 0.1 where the wind forces undergo low variation during dropping
sensors. This is because the low wind variation involves that the dropping sensor position is almost the
same estimated sensor position and hence the sensor will land in the minimum irregular area of its
preceding sensor. Moreover, one can mention that the best values of Pmin are reached for the largest
values of Rirr-min. For example, using Rirr-min = 20m, we can see that the probability Pmin reaches
high values close to 1 (almost 95%). Furthermore, we notice that when the wind variations during
dropping becomes high d(F) = 0.8, two successive sensors have less opportunity to be connected since
the sensor rectangular area becomes larger and hence it has more probability to land far from its
preceding sensor. As a result, we can conclude that the minimum irregular range and the wind
variations have a great impact on the network connectivity.
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5.7. Conclusion
In the present chapter, we have provided a deployment strategy for WSN that take into account both
the atmospheric and environment irregularities.
Ensuring full coverage and connectivity of an area with irregular conditions constitutes a challenging
task that we attempt to solve in this thesis. In the present chapter, we have provided a deployment
strategy for WSN that take into account the environmental irregularities. Realistic conditions of the
irregular wind forces were considered. In fact, we focused on the sensing in a realistic area containing
obstacles where we provide method to determine the irregular range of a sensor using image
processing.
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CHAPTER VI.

DYNAMIC TECHNIQUES FOR COVERAGE
COMPLETENESS UNDER IRREGULARITIES

6.1. Introduction
A WSN consists of sensor nodes deployed over a geographical area for monitoring physical
phenomena. The performance of a WSN can be measured in terms of coverage and connectivity. The
performance of the WSN deployment is obviously affected by the quality of the links enabling
communication and sensing among nodes. Coverage means how well an area of interest is being
monitored by the deployed network. It depends on the sensing model that has been used to design the
network model. Connectivity ensures the establishment of a wireless link between two nodes. In this
chapter, we took interest in coverage which is one of the most essential metric that is directly
associated to the quality of services provided before and after deploying a WSN.
Coverage completeness is an important quality of service measure. It consists to detect if a hole occurs
or not. In fact, several anomalies in coverage can be detected making areas not sufficiently monitored:
the presence of holes. The latter may be formed due to a variety of reasons including random or poor
deployment, sensor destruction, obstacles, irregular radio range and link asymmetry. However,
irregular radio range networks containing holes highly exist in practice particularly in WSNs. Due to
that fact, radio irregularity [9], the common phenomenon in WSN which is identified as the
uncontrollable variation on the sensing range of each sensor and resulting in irregular transmission
ranges and asymmetric communication links, cannot be neglected and should be properly studied in
order to identify such holes. On the other hand, most proposed holes detection algorithms in the
literature have been built using simplified theoretical radio range where the transmission range is
represented by a perfect circle. Since this idealistic condition does not hold all time in practical
situations, holes detection schemes may suffer from unrealistic results and, thus, this affects the
overall performance of the WSN. For that reason, given the current deployment methods of WSN, we
focus in this chapter on managing radio holes due to radio irregularity. For this, we make several
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assumptions to detect the radio holes in WSN, either by detecting the holes in already deployed
sensors network or by controlling the deployment of sensors through the air. The designer of the
network can use any of the mentioned method to study the coverage completeness of a WSN.
For this purpose, we take interest at the beginning of this chapter in discussing the coverage
completeness problem with the presence of radio irregularity. Then we consider an already deployed
sensor network such that we describe first the concept of radio holes due to radio irregularity by
defining new types of holes since the appearance of such holes imposes additional difficulties in
organizing and deploying the network and therefore, changes the global network topology. Since
previous definitions of radio holes are based on theoretical radio range, we take interest in defining
radio holes in the presence of radio irregularity. A new method for detecting such holes is therefore
provided, [88]. This method is based on polygonal cycles to localize and identify the radio holes. Here,
we assume that our network is modeled as a connected communication graph where sensors taking
into account the irregular radio range will collaborate together to detect the polygonal cycles in the
graph. The cycles found may allow us to take a detour around holes. For that reason, the presence of a
hole is better determined by a minimal polygonal cycle. Since the used minimal cycles do not provide
precise information about the hole size, we propose a geometric method to determine exactly the hole
size by providing cycle refinement. On the other hand, a method to detect the holes is provided if the
deployment of sensors will be from air from a helicopter. Using a controlled deployment [74], one can
determine the landing positions of the dropped sensors. Knowing exactly the position of each sensor
one can provide a mathematical method to detect the presence of holes.
The remainder of this chapter is organized as follows. Section 6.2 discusses the coverage completeness
problem with the presence of irregularities. Section 6.3 presents the coverage hole definition due to
radio irregularity by presenting a graph theory for radio irregularity. A hole detection algorithm is
proposed in section 6.4, where we describe in details our contribution. Section 6.5 discusses the
coverage completeness under aerial deployment. Section 6.6 presents the network maintenance.
Performance evaluation of the proposed scheme is presented in section 6.7. Conclusion and some
future work are made in section 6.8.

6.2. Coverage Completeness Problem under Irregularities
This section discusses the coverage completeness problem of a deployed WSN with the presence of
irregularities. In WSN, the coverage problem is a critical issue for discussing the quality of monitoring
that the network can provide. Coverage completeness is a measure of the quality of service (QoS) of
the sensor network and has been the subject of various research studies. It may be formulated in a
variety of ways, but most of all define it as determine how well a set of sensor nodes covers a given

115

area. One can define the coverage problem on how to ensure that every point in the target field must
be monitored by at last one sensor.
Several studies have considered the assumption that the deployment of sensor nodes is complete over
the region of interest such that any event within the monitored area will be detected. However, due to
the presence of obstacles in the area there is no guarantee of complete coverage. This poses the
important questions of how to verify that there are no holes in the sensor coverage within the region of
interest with the presence of irregularities and how to locate such holes in coverage if they do exist.
Figure 6.1 gives an example of the presence of coverage holes in the presence of radio irregularity
when deploying sensors.

Figure 6. 1: Coverage hole in presence of radio irregularity
In fact, radio irregularity may influence sensing converge. The network performance in terms of
coverage completeness is greatly affected if an accurate radio irregularity model is not considered.
Even though, radio irregularity is known for long time, it is still ignored in many applications in WSN.
Several theoretical applications often consider that all the area will be covered through a regular
deployment and uniform sensor’s properties, which do not hold true in practice. In real situation, such
assumption does not exist and may lead to unrealistic results. WSN often contains regions where any
node inside it cannot communicate with others nodes: appearance of coverage holes due to radio
irregularity. For instance, sensors in WSNs communicate through a single or multiple hops over
shared wireless medium, the irregular and dynamic radio coverage at each sensor will result probably
to holes. Therefore, many services need to be applicable to the irregular and dynamic radio range
because of its likely impact on maintaining coverage. Hence, it is highly essential to formulate the
problem of coverage holes with presence of radio irregularity and propose a method for detecting
coverage hole due to radio irregularity.
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In addition, when the information about the localization of each sensor node in the network is
available using an aerial deployment, one can easily provide a hole detection scheme using
mathematical calculations.

6.3. Coverage Holes under Radio Irregularity
In the following, we will define and present the coverage holes due to the radio irregularity after
deploying WSN. Coverage completeness can be ensured in that case if we can detect coverage holes
due to radio irregularity. The detection algorithm will based on connectivity information since
coverage is a basic QoS metric in WSN. The identification of holes with the constraint of an irregular
radio range network becomes a mainstream research subject since the disconnection of such network
in a larger area often results in the disruption of data transmission, and then decreases the network
performance.

6.3.1. Definition of holes due to radio irregularity
Several authors have considered the problem of coverage holes and have proposed different algorithms
using either geometric or topological methods. However, only some works have addressed the issue of
radio irregularity and most of the coverage holes definitions introduced by existing approaches do not
take into consideration the radio irregularity and are based only on theoretical radio range presented as
a perfect disk. Coverage holes are defined in that case as an area only devoid of sensors. A hole is
given then, as illustrated by Figure 6.2, by a region R, where for each point x ∈ R, the disk D (x, r)
centered at x with radius r does not contain any sensor. Figure 6.2 depicts such a hole.

Figure 6. 2: Presence of coverage hole with circular radio range
However, the above definition is not suitable with the presence of radio irregularity after deploying
sensors. Therefore, a well-defined hole due to radio irregularity definition is required. The solution for
this simple definition involves the inclusion and use of the sensors irregular radio area. Figure 6.3
shows a possible identification of radio hole due to radio irregularity.
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Figure 6. 3: Presence of coverage hole with irregular radio range
An coverage hole due to radio irregularity corresponds in that case to:
• a region that does not include any sensor node, but is completely enclosed by boundary sensors;
creating voids in communication;
• a region that is not covered by a communication range of any other node, where any node inside it
cannot communicate with any other node in the network: is not listened or it does not listen any other
node or both of them); or
• a region that includes asymmetric links in the routing scheme; nodes may not be able to
communicate correctly and to participate in the routing process with any other nodes in the network.
An accurate definition of coverage holes due to radio irregularity is given in the following. We define
it as “internal hole”.
Definition 1.
Given a set of deployed sensors with irregular radio ranges in a monitored area, we define a radio hole
due to radio irregularity in that area as a region Rirr having the following characteristic:
Rirr is a maximal region such that:


Rirr is a connected region.



Rirr is not covered by the communication sensor.



Rirr is a region inside the monitored area and completely enclosed by cycle of sensors.

Then an internal hole Rirr verifies the following equation:
Rirr  (

 IrrD )  ϕ
i

i 1.. NS

where IrrDi is the irregular radio domain of each sensor i, i varies from 1 to Ns sensors.
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After defining the coverage holes due to radio irregularity we will present, in the next section, the
proposed distributed scheme to discover and characterize the minimum cycle in a communication
graph that exactly enclose an internal hole.
To do this, we propose the use of an irregular graph to detect the internal holes using polygonal cycle.
For this, it is necessary to model, first, the irregular radio range WSN with an appropriate graph.

6.3.2. Connectivity Graph for Radio Irregularity
We now introduce an important concept to detect the coverage holes in presence of radio irregularity
such that the network is modeled as an irregular graph.
In theoretical communication graph definition when modeling a WSN, a graph is modeled by the Unit
Disk Graph (UDG) [52], where it has a vertex for each sensor and an edge between two sensors if the
respective sensors can communicate directly with each other. Theoretically, two nodes can
communicate directly only if they are within distance of their circular communication range.
Or, in real WSN conditions, the sensors communication ranges are not the same in all directions and
differ from one sensor to another due to the presence of radio irregularity. Hence, the presence of radio
irregularity may significantly impact the connectivity between sensors as shown in Figure 6.4.

Figure 6. 4: Impact of the sensors irregular radio ranges on connectivity
The edge definition according to UDG with theoretical condition cannot be used then when modeling
a WSN with the presence of radio irregularity. The latter may impact the graph connectivity, so it is
essential to present and define some new terminologies taking into account the radio irregularity in the
communication graph definition. For that reason, in the following subsection, we will introduce
a novel way to model a WSN in presence of radio irregularity using communication graph.
 Communication Graph with the presence of radio irregularity
In order to model WSN under radio irregularity, let us consider, in a geometric region, a deployment
of sensors with irregular radio ranges.
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Figure 6. 5: Graph modeling a WSN with irregular radio range
We define an irregular graph Girr=(V, Eirr), as shown in Figure 6.5, as follows:


V (Vertices): represents the deployed sensors locations.



Eirr (Irregular Edges): represents communication links between sensors taking into account
the radio irregularity. Two kind of links can be present in the network, namely symmetric and
asymmetric links, we use two types of edges; directed and undirected edges to present the
links respectively:
- a pair (x, y) ∈ VxV is a directed edge in Eirr if y can receive directly from x and x
cannot receive from y.
- a pair (x, y) ∈ VxV is undirected edge in Eirr if x and y can communicate directly.
 Polygonal Cycle in Irregular Graph

Once the irregular graph is defined, we aim to determine all the cycles in this irregular graph since
those cycles will allow us in the following part of this work to detour around a hole due to radio
irregularity.
Definition 2.
We formally define a closed cycle as follows. Having K distinct vertices, V0; V1;...; Vk−1, we define
a closed cycle C if for every i, j ≤ k-1, Vi and Vj can communicate in both directions in Girr.

6.3.3. Hole-Cycle Definition
As presented before, the internal hole can be defined as a non-intersecting closed cycle with no selfintersections and having certain properties in the irregular graph. Those cycles will help us to detour
around an internal hole. Therefore, we have to determine at first all the closed cycles in the directed
graph. An internal hole can be associated then to a unique non-intersecting closed cycle such as:


The cycle surrounds the hole.



The cycle is minimal in the sense that if another cycle surrounds the hole then the domain
bounded by the latter cycle contains the given cycle.
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One can easily deduce that the associated cycle is unique. In fact, let C1 and C2 two minimal different
cycles surrounding cycles of the hole A. Since no one contains the other in its domain, they should
intersect in at least two sensors. Staying from the latter sensors, if the two cycles C1 and C2 intersect
in two point, one can build a smaller cycle that is closer to the hole and formed by sensors from C1
and C2 (see Figure 6.6). This contradicts the assumption that C1 and C2 are minimal.

Figure 6. 6: Minimal cycle in a graph
A distributed algorithm is then proposed. This algorithm determines, first, all the minimum polygonal
cycles for the sensor field using the irregular graph and then, detects only the internal holes from the
polygonal cycles found above taking into account the radio irregularity in WSN. In the next section,
we will explain the algorithm to make the coverage complete where the internal hole detection process
is proposed.

6.4. Coverage Completeness under Irregularities with Sensor
Location Independent Condition
For the sake of simplicity, we suppose in this section that a WSN is deployed in an area. The deployed
sensors are characterized with an irregular radio range. To ensure coverage completeness under radio
irregularity one should detect the coverage holes due to radio irregularity in order to cover these
missing areas. In fact, the presence of holes with an irregular radio range network brings new
challenges in maintaining coverage with irregular radio range WSN. Therefore, we propose a novel
algorithm that determines exactly polygonal cycle containing internal holes. The optimization
objective of the proposed scheme is in terms of internal holes sizes where we propose geographic
method to refine the cycles found.
Hence, our proposed internal hole detection algorithm consists of two phases: the identification of
polygonal cycles in the irregular graph and the determination of the internal holes.

6.4.1. Identification of the polygonal cycles
The first phase of the proposed method consists to identify and extract the minimal polygonal cycles
using communication graph for radio irregularity. Since those cycles may represent a radio hole, their
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presence will help us to enclose an internal hole. This phase was presented and explained in details in
the previous section.

6.4.2. Determination of the Internal Hole
The second phase determines the characterization of the polygonal cycles that contain internal holes.
The method used to determine if a polygonal cycle contains or not an internal hole will be discussed in
the following. The presence or absence of an internal hole depends on the nature of the polygonal
cycle and the irregular range of each sensor as shown in Figure 6.7.

Figure 6. 7: Two polygonal cycles without (a) and with (b) internal hole depending on the sensors
irregular radio ranges
One the polygonal cycles have been identified; the proposed scheme will be initiated from each
polygonal cycle found. Our objective in this regard is to answer the following question: how to decide
the existence of an internal hole regardless any shape or size of the polygonal cycles and where the
only information available is the sensors bounding the closed cycle. To answer this, several
assumptions are introduced to understand the basic concepts mostly employed in our contribution.
We assume that each sensor has information about its irregular radio ranges in some positions
(directions required to approximate the irregular radio area using angle division).
The size of each sector is given by:
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n

where n is the number of directions chosen to present the irregular radio area. The choice of the
number of angles n has a strong influence on modeling the appropriate sensing area. In fact, using a
high number of angles will generate large and redundant number of irregular range of each sensor for
each section. An approximation approach should be used then where only some sectors are considered
using a reduced number of sectors, which are sufficient to model the sensing area of a sensor.
To implement a reasonable and efficient irregular radio range, we use an irregularity model described
as quadruplet (n, Rirr(i), Rth, Rirrenv(i)) where:
122



n represents the number of directions required to approximate the whole radio area.



Rirr(i) represents the irregular radio range in each direction(i) deduced from the values given
by the constructor devices; i is varied from 1 to n directions.



Rth is a theoretical range of each sensor.



Rirrenv(i) is the novel irregular radio range in each direction(i) taking into account the
environment effects. Rirrenv(i) is computed in relation with Rirr(i) and the environmental
effects.

We assume, also, that each sensor knows its geographic location. Furthermore, we assume that a cycle
has at least4 vertices. Since, very small cycles do not provide valuable information about the presence
of internal hole; and therefore, it will be removed from our algorithm as they are not significant and
they do not greatly affect the accessibility of the network. In addition, in the polygonal cycles
discovery process, we discover only the minimum cycles that may bound a hole.
This subsection details a new distributed algorithm managing with the irregular radio range sensor
network to detect the internal holes and provide a better estimation of their sizes. Hence, the second
phase of the proposed algorithm includes the following steps:

Step 1: Circumscribed rectangle determination
The first step illustrates the circumscribed rectangle determination. For each polygonal cycle found,
each sensor gets its 1-hop cycle neighbors information (location, distance) and initiates the
construction of a minimum circumscribed rectangle surrounding the sensors in the 2D horizontal
plane. In that case, each down sensor (a vertex having a directed edge) constructs a side of the
rectangle using its neighbor information and broadcast this side information to its neighbors and to the
sink and so on, until the whole circumscribed rectangle will be determined.
Step 2: Circumscribed rectangle division into matrix cells
The second step presents the circumscribed rectangle division into matrix cells. When the whole
rectangle is determined, the sink will divide it into small squares that form a matrix depending on the
rectangle size where each square will correspond to an element (row i, column j) in the matrix. To start
with, the rectangle will be divided into four cells, and then we repeat the divisions for each cell until
the cell size reaches a small size chosen in regard to the transmission range. Figure 6.8 illustrates this
issue.
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Figure 6. 8: Circumscribed rectangle division into matrix cells
Step 3: Cells Marking
The third step shows the cells marking. All cells will be marked by the bit 0, at the beginning as shown
in Figure 6.9.

Figure 6. 9: Marking all cells by zero
The problem, in that case, involves determining whether a sensor irregular radio range is inside or not
the cell. For that reason, three situations may occur:


When there are no intersections points between the polygonal cycle and the cells of the matrix;
for each cell outside the polygonal cycle, we change its value from 0 to 1. Essentially, in this
case, we will mark by 1 at the beginning the differencing part between the polygonal cycle and
the rectangle surrounding it.



When a cell is totally crossed by the irregular radio range of any cycle boundary sensor. In
that case, for a given direction of the radio range, all cells located before the location of the
mentioned radio range will be marked by bit 1.



When a cell is partially crossed by the irregular radio range of any cycle boundary sensor, its
marking will remain to 0.
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Figure 6. 10: Cells marking by one and zero

Step 4: Cycle refinement
The fourth step presents the cycle refinement. To get a precise cells marking, we propose a geographic
method to enclose exactly the internal hole when a cell is partially crossed by the irregular radio range
of any cycle boundary sensor. In that case, there is at most a portion of the radio range inside the
current cell. Therefore, a series of division are done onto the cell creating a group of smaller cells. The
smaller cells, which are covered by the portion of the radio range will be marked by 1. The algorithm
will be repeated until the current cell reaches a threshold size. Indeed, partitioning further would not
be significant, as it will not provide more information about the cells marks.

Figure 6. 11: Cycle refinement
When one of the situations mentioned above is not met ,the cells marked by 0 and having a size
greater than the internal hole threshold size correspond to an internal hole. Figure 6.12 gives an
example of an internal hole detected over the two phases of the proposed scheme.
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Figure 6. 12: Internal hole detection
Furthermore, the complexity of the proposed algorithm depends on a set of parameters:


The number of loop iterations needed to classify all the cycle’s cells into covered or noncovered. The number of loops is computed in relation with the initial cell size and the irregular
radio ranges of the sensors bounding the cycles.



The number of internal holes. When we have more holes (i.e. cycles), the complexity of the
algorithm becomes higher. In fact, when having a large number of holes, the algorithm will be
executed many times for each cycle and then it needs more time to return results.



The holes boundary may be not sufficiently smooth which increases the number of cells.

One should mention that the complexity would be measured in terms of time to identify the holes in
the performance evaluation section.

6.5. Coverage Completeness under Irregularities with Location
Dependent Condition
In this section, we describe our proposed method for coverage completeness when the sensors are
deployed from air. In fact, deployment plays an important role in determining the performance of
a WSN in terms of coverage. To accomplish this task and achieve coverage completeness with the
presence of irregularities in radio and area geography, one can consider aerial deployment. The sensor
nodes can be deployed from air using an airplane since in many of the WSN based applications the
environment can be hostile and unattended where human intervention is not possible. Deploying
sensors from air using a controlled deployment method allows maximum coverage with a minimum
number of deployed sensors. The sensor deployment strategy can be divided into three sub-problems
in that case: sensor placement under environment constraints, dropping time and landing positions
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computation and sensing and radio ranges estimation. The identification of holes using such
deployment method is of primary interest since the breakdown of sensor nodes in a larger area often
indicates one of the special events to be monitored by the network in the first place.
Assume given a rectangular area A to be covered using WSNs. An airplane from a specific altitude h
will follow a linear movement and at specified locations and times, it will drop sensors one by one.
The deployment scheme is based on [74], where sensors will be dropped from air in a way allowing an
efficient deployment quality under irregular conditions observed in the area, including shape and
vegetation, and taking into consideration the environmental factors and the presence of obstacle. It
provides a technique to deploy sensors in the monitored area under a mathematically controlled model.
Mathematical calculations allow to control and compute a set of parameters including the number of
deployed sensors, the dropping positions of sensors and the dropping times of sensors. Using this
mathematical model one can characterize the positions of the landing sensor. On the other hand, since
the landing environment may contain several obstacles with different types and characteristics, a real
time image based algorithm is provided to determine the real range of each landing sensor. In fact, the
airplane equipped with a camera with capture an image of the environment. The captured image will
be processed to extract and determine the obstacles surrounding each dropped sensor and hence
determine the irregular radio and sensing range of each sensor.
Based on the above analysis, with the knowledge of the geographic location of each dropped sensor
and the information about each sensor real range, one can consider different possible methods to detect
and identify the boundary of the hole. We distinguish three scenarios to detect the holes. In the first
scenario, an approach of detecting the boundaries of the internal holes in the monitored area can be
based on the examination of the communication graph of the wireless nodes as presented in the
previous sections. In fact, with the localization information of each dropped sensor and have precise
information about the irregular ranges of the sensors, one can extract the minimal polygonal cycles in
the graph and use the method presented above to decide whether the polygonal cycles contain a hole or
not. On the other hand, a cycle refinement phase is provided phase to determine exactly the size of the
holes.
In the second scenario, in order to detect the internal holes in a WSN deployed from air using airplane,
we propose a simple distributed procedure to identify nodes near the boundary of the holes. It must be
noticed that external holes are not considered in this work. In fact, with the localization information of
the deployed sensors such that each sensor node does not need to exchange information with its 1-hop
and 2-hop neighbors, one can provide a hole detection scheme where a simple linear-segment
algorithm would help us to find the existence of the internal holes in the sensor network. This is done
by considering a segment [X1,X2]. This segment will be moved horizontally each 1m according to the
monitored area width (see Figure 6.13).
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Figure 6. 13: Holes detection using segment-line
In the third scenario, to detect the existence of the internal holes and their boundaries with the
information about the sensor landing positions and their irregular radio range, we propose a squarecovered method in which we aim to detect the internal uncovered areas in the network. In the
following, we briefly describe the steps of our proposed method. In fact, the internal holes can be
defined as an internal uncovered area surrounded by a set of sensors. The first step is to divide the
monitored area into a set of squares of a side equal to ε. The second step is to verify for each square
inside the area if it is covered by at least one deployed sensor. A square is considered covered if it is in
the irregular area of at least one sensor. A maximum set of juxtaposed uncovered squares corresponds
to an internal hole. The number of juxtaposed squares will help us to determine of the size of the
internal hole (see Figure 6.14).

Figure 6. 14: Holes detection using uncovered squares
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6.6. WSNs Maintenance under Completeness Constraints
The main objective when deploying sensors for WSN is to achieve a connected coverage of a specific
area of interest while maintaining as few as possible sensors. It is clear that with the presence of
internal holes in the network the coverage quality is reduced, since a subarea of the 2D area under
monitoring might not be sensed. In fact, hole detection is one of the major problems in WSN. Holes
affect the network capacity and perceptual coverage of the network. Due to limited battery the nodes
may die with passage of time. In case of random deployment, there is a huge possibility that all areas
of target region are not covered properly leading to formation of holes. Maintenance of the network
after detecting hole is important because of their negative and damaging effects.
One natural question arises: Which techniques will be used to avoid or to deal with the presence of
holes when the network is under radio irregularity?
The maintenance of the network is highly essential in that case to ensure a complete coverage.
Therefore, the internal holes information will be used to improve the performance of network in terms
of coverage completeness. Knowing the location of the internal holes, the network could be easily
extended by simply adding more sensor nodes. In fact, after the detection of the internal holes, some of
ways to avoid the hole formation can be using additional sensors. Sensor deployment should guarantee
an optimal event detection rate and should reduce coverage holes.

6.7.

Performance Evaluation

In this section, we describe the simulation parameters and the obtained results to evaluate the
performance, assess the efficiency and validate the proposed hole detection algorithm. For this
purpose, several simulation experiments on various problem instances (scenarios) have been
performed and implemented. Each experiment is repeated many times with distinct sensors positions.
The assumptions and results from our simulations are summarized as follows.

6.7.1. Simulation Model
The simulation experiments have been obtained using Matlab. It aims at verifying the efficiency and
evaluating the performance of the proposed technique for coverage completeness under radio
irregularities. For this we consider a monitored area of length 250 meters and width 250 meters. The
number of sensors varied from 10 to 40 each of which having its irregular coverage range. We
consider in the simulation many values for the used directions when estimating the sensor range
varying form n=5 to n=70. In addition, we will consider several irregularity levels of the sensor range
to study their impact on the hole detection quality.
The simulation parameters are summarized in Table 6.1.
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Table 6. 1: Simulated Parameters
Parameter

Value

Simulation time

1000 sec

Sensors nodes

10, 20, 30, 40

Simulation area

250 x 250 m²

Number of used directions (N)

[5,70]

Considering this simulation model, we conducted three simulations. In the first simulation, we study
the effect of the used direction on the hole detection process. In the second simulation, we studied the
effect of the irregularity level on the percentage of the detected internal holes. The result is compared
to a classical method of holes detection.
The results of the simulations will be discussed in the followings where we will simulate our proposed
scheme in terms of the impact of the used directions on the hole detection process and the coverage
quality estimation.

6.7.2. Impact of the used directions on the hole detection process
As a first step of our simulation experiment, we will examine the impact of used directions on the
proposed internal hole detection scheme. We consider a set of sensors forming the boundary of a cycle
containing an internal hole. In addition, the irregular radio ranges are known for each cycle sensor
node according to some directions using the irregular model given by the quadruplet (n, Rirr(i), Rth,
Rirrenv(i)).

Figure 6. 15: Impact of directions on the internal hole detection
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We considered in the Figure 6.15 two parameters: used directions and cells size. We varied the
number of directions in the interval [5, 70] and the cell size in [10, 5, 2.5, 1.25]. For each couple value,
we computed the percentage of discovered internal hole size over the circumscribed rectangle size in
presence of radio irregularity according to the proposed scheme. As can be observed from the figure,
regardless the cell size, the internal hole size decreases when the number of used directions n
increases. In fact, when increasing the number of used directions, the amount of information about the
irregular radio range will increase improving the cells marking with 1 in the matrix.
Furthermore, we can infer from this observation that the proposed scheme is favorable for holes
detection when decreasing the cell size. The internal hole size decreases with the decrease of the cell
size. This is because the more we diminish the cell size the more we get precise information about the
irregular range position in the matrix when implementing our scheme. It is also observed from this
figure that for a specific number of directions, we have almost the same internal hole size. This value
will be sufficient to identify the internal hole presence and to determine the internal hole size. This is
because the main causes of the radio range attenuation are saturated only in some directions whereas
other directions undergo slight attenuations.
As a consequence, having precise information about the sensor irregular radio ranges in terms of
directions and cell size would help us to verify accurately the accessibility of the network.

6.7.3. Coverage Quality Estimation
In this simulation, we will assess the efficiency of the proposed scheme and verify if the results
returned are realistic. Therefore, we compare the averaged internal holes sizes using our proposed
scheme and an accurate classical method for different irregularity levels. Figure 6.16 represents the
results of this simulation. The irregularity level used in percentage indicates the degree of radio
irregularity in WSN. It shows the variance between the irregular radio ranges according to different
directions. The high percentage values of the irregularity level indicate a high variance. Hence, if it is
increased, the radio range becomes more and more irregular in each direction and then the variance
increases.
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Figure 6. 16: Coverage quality estimation
For example when the irregularity level is set to 2%, there is a little range variation between the used
irregular radio ranges in different directions presented as a low irregularity degree. The method used in
the classical method aims to examine the total area. Each point t located at (xt, yt) in the simulation
area, if it is covered by at least one sensor in the cycle and taking into account the irregular radio
range. The irregular radio range is considered in this case as a polygon with n vertices where each
vertex corresponds to the used irregular radio range Rirr in a specific direction. The simulation runs in
the environment of 50 sensors distributed over a 200m x 200m field. The red and blue curves show the
percentage of internal hole size with our proposed scheme and the classical method respectively for
different irregularity levels. The values on the curves points show the simulation time in seconds. The
simulation results show that the proposed scheme can efficiently identify and discover internal holes.
The mean difference between the two methods is equal to 4% for the internal hole size. Moreover, we
can see that the proposed scheme to detect internal holes gives best performance in terms of simulation
time as compared with that of the classical method.
In fact, the simulation time to detect internal hole using our scheme for different levels of irregularity
is less than the classical method as only the boundary sensors of a cycle have to execute the algorithm
to detect the presence of any hole.

6.7.4. Coverage Completeness with Aerial Deployment
In this simulation, we aim to compare the number of the detected holes in relation to the actual number
of holes using our proposed method based on polygonal cycles and our proposed method based aerial
deployment.
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For this, we consider for both scenarios, a square field of 100 x 100m2. We consider 25 sensors
deployed over this area with the presence of 8 internal holes with different sizes as shown in Figure
6.17. The theoretical sensing range of sensors is set to 25m. The size of the hole corresponds to the
length of the extreme points of the hole according to the 2D horizontal plane. It varies in the interval
of [0.5, 3].

Figure 6. 17: Simulated area
For a fair comparison, we consider the same positions of the deployed sensors for both proposed
methods. In fact, as using the aerial deployment, one can determine the location of the deployed
sensors and their irregular ranges, we deploy the sensors using our method based on polygonal cycles
in the same location. In addition, in order to analyze the impact of the square size used in the location
dependent method based aerial deployment method, we consider the same cell size in the location
independent method. In our proposed location independent method based polygonal cycles, we assume
knowledge of the sensors irregular ranges regarding 14 directions. We considered different values of
the square size (cell size) and for each of these values, we determined the number of the detected
holes. The results of the simulations are shown in Figure 6.18.
First, it can be seen from the figure that in both scenarios, the proposed methods perform similar, in
the sense that the number of the detected holes increases as the square size decreases. This is because
when considering a large square of size (2.5, 3), some holes with a size less than the square size may
not be detected. In particular, if we consider a square size of 0.5, then no square of side of 0.25 m can
be inscribed to the smaller holes. As a conclusion, small holes cannot be detected using both proposed
methods when the size of the square is high. A good choice of the square size is of great importance in
order to efficiently detect the internal holes.
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Figure 6. 18: Impact of the square size on the hole detection process
In addition, the location dependent method gives good performance in terms of holes detected when
compared to the other method in all the square size cases and for all size of holes. In fact, with the use
of the image-processing algorithm, one can determine the location of the deployed sensors and its
irregular area. The information about the sensor irregular ranges will help us to exactly extract the
holes.

6.8. Conclusion
One of primary importance objective in WSN is to ensure the region of monitored area completely
covered at all time. Hence, it is essential to detect the coverage holes time to time. In this chapter, a
novel hole detection scheme in presence of radio irregularity has been proposed for wireless sensor
network. The proposed scheme balances between the topology of the communication graph, the cycle
properties and the irregular radio range of sensors. In contrast to previous proposals, the proposed
approach takes into account the radio irregularity phenomenon and hence allows the evaluation of real
WSN context. Simulation results show that the proposed scheme can discover efficiently internal
holes. Therefore, the internal holes information will be used to improve the performance of network
in terms of coverage completeness. Knowing the location of the internal holes, the network could be
easily extended by simply adding more sensor nodes.
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CHAPTER VII.

RESILIENCE OF WSN BASED SURVEILLANCE
SYSTEM UNDER IRREGULAR CROSSING AND
AREA GEOGRAPHY CONDITIONS

7.1. Introduction
WSNs are composed of a large number of sensors deployed in an Ad Hoc manner in an area to be
monitored. In general, the sensors nodes in WSNs are deployed randomly and they communicate
either directly with the nearest sink nodes or with their neighboring sensor nodes where each
individual sensor will be part of the overall infrastructure of the network.
These networks have some limitations such as limitation in power, computational capacities and
memory. A main constrained resource in this network is the energy. Sensor nodes carry limited power
supply leading to a limited lifetime. In many realistic situations, sensors are mostly irreplaceable and
may be deployed with non-rechargeable batteries. In fact, since the sensor nodes will die one after
another during the operation of the network, all the network requirements must be met with minimum
power consumption due to battery limitations where in most applications, it is impossible to replenish
power resources.
In this chapter, we consider one of the promising application areas of WSNs, namely; the border
surveillance application. This application requires real time monitoring of any anomaly occurred in the
area of interest. However, the design of WSNs is hardened by the lack of effective approaches to
maximize the network lifetime with the constraint of the energy consumption of sensors. Network
lifetime is then a critical concern in the design of such network based surveillance applications.
Since energy efficiency is an essential factor causing the failure of the sensor nodes, resilience of
WSNs is of great importance to handle these drawbacks. Resilience, which is mainly defined as the
ability of a network to continue to operate in presence of failed sensors, plays an important role for
evaluating the performance of the WSNs in these critical applications in terms of network lifetime.
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For this purpose, resilience methods should be provided such that the WSN lifetime is maximized and
the network is performed with a minimum number of deployed sensors. A network, which has a high
degree of coverage will clearly be more resilient to node failures. Thus, the coverage requirements
vary across applications and should be taken into consideration while developing new deployment
strategies. In this context resilience and lifetime computation methods have been provided in
The rest of this chapter is organized as follows. In section 7.2 we will present the difference between
resilience and tolerance in WSN. Section 7.3 presents the network lifetime model where several
definitions of the lifetime will be given. A resilience method of thick-line WSN is provided in section
7.4. In this context, a deployment strategy is proposed taking into account the irregular models of
intrusions. The efficiency of the proposed deployment and resilience method is addressed through
some conducted simulations. Section 7.5 studies the resilience method of a multi-thick lines WSN in
which a formal definition of the network lifetime is provided taking into account different crossing
strategies an intruder can follow when trying to cross the monitored area. Finally, section 7.6
concludes the chapter.

7.2. Resilience and Tolerance of WSN
In this section, we introduce the notion of tolerance and resilience and discuss the difference between
them. One of the most challenges that WSN surveillance applications are facing is the QoS provided
by the network and the lifetime of the network.
The resilience and tolerance phenomena are found in many domains such as power grid, disease
control, social systems, financial markets and computer networks. Fault tolerance is one of the critical
issues in WSNs. Extensive work has been done in this context. Fault tolerance in WSNs, as defined by
authors in [89], is the ability of a system to deliver a desired level of functionality in the presence of
faults. "Fault tolerance" was the fact that the perturbations that current and future systems have to
tolerate include change. Faults are caused essentially by communication errors, unstable connectivity,
sensor faults, etc. Fault tolerance is classified into five levels from the system point of view, namely;
physical layer, hardware layer, system software layer, middleware layer, and application layer. A fault
recovery method is provided while using and deploying redundant sensor nodes.
Resilience is one of the most important topics in WSNs. It is defined as the superset of the fault
tolerance. An interesting case for the purpose of surveillance is studying resilience is WSN operating
in hazardous environment.

Recently, the word “resilience” has become popular in the area of

information and communication technology (ICT). Resilience of WSN have been a major theme in the
field of network research. It is defined and presented as one or more properties of the network that
reduce the damage caused by perturbations or change in the operational function of a network. The
operational function of a WSN means that the initial function of the whole network or part of it is still
provided and not affected by failures and faults in single nodes or node subsystems.
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Resilience is to obtain long system lifetime without sacrificing the original system functionality.
Resilience is defined as the capability of the network to provide its initial service/functionality even
with the presence of faults, failures, challenges and disasters. The reliability of WSN is affected by
faults that may occur due to various reasons such as malfunctioning hardware, software glitches,
dislocation, or environmental hazards, e.g. fire or flood. A WSN that is not prepared to deal with such
situations may suffer a reduction in overall lifetime, or lead to hazardous consequences in critical
application contexts.
To better understand the resilience method, it is important to point out the difference between faults,
errors, and failures. Several definitions of these terms have been provided. We refer to the definition
given in [34]:


A fault is any kind of deficiency that will lead to an error. Faults may happen in different
layers of the network, but most commonly they occur at the physical layer, since sensors are
most prone to malfunctioning and energy depletion. Faults of sensors can be presented
according to two categories, namely; the data-centric and system-centric faults [34]. Sensors
faults caused by the data-centric can be defined through the data gathered by the sensor nodes.
However, system-centric faults refer to the physical malfunctioning, changing in the
environment conditions, and variation of factors that cannot be modified throughout the sensor
lifetime. In the data-centric category, among the most important faults, we can distinguish the
following. The zero variation which corresponds to a constant data value for a long time. In
the contrary, the temporal gradients corresponds to a high variation on a parameter of the
network in a short time. Missing Data such that some reported data are incorrect. These faults
may result to the failure of sensor.



A failure can be defined as the noticeable appearance of an error occurring when the system
cannot provide its main and initial functionality. The failure of the sensor can be caused by
hardware degradation, node displacement, inaccurate readings, and environmental changes.

The objective here is to identify and provide methods for resilience that can maximize the network
lifetime.

7.3. Lifetime Model
In this section, we present the network lifetime since it is one of the key characteristics for evaluating
the sensor network. Providing a resilience method aims to increase the network lifetime which has
been a topic of considerable interest in the research field of sensor network. In fact, analyzing the
factor that cause disruption of the sensor network is important to provide an efficient deployment with
a minimum number of deployed sensors.
The network lifetime is an application-specific concept. It differs depending on the objective. Several
lifetime definitions can be found in the literature. Actually, in many research works [90, 91], the
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lifetime of a sensor network is defined as the time for the first node run out of energy. In addition,
others research studies [92, 93] define the network lifetime as the time of the certain percentage of
network nodes run out of energy as provided in Refs. The former definition is too pessimistic since
when one node fails the rest nodes still can provide appropriate functionality, while the latter does not
consider the different importance of sensors in the sensor network.
The network lifetime is defined as the time elapsing from initial deployment to the instant of the
probability of connectivity reaching the prescribed threshold [94]. In this work, the lifetime of the
network is defined as the length of time from the network deployment until the first relay node runs
out of its energy. In addition, authors in [95] define the network lifetime as follows. Consider a
monitored area A, a set of targets T and of sensors S. The objective is provide a monitoring task for
these sensors in order to get a maximized total time of the task.
Even though, the network lifetime is application specific, several researchers deal with particular
definition of the network lifetime when providing methods that aims to increase the network lifetime.
It is essential then to provide a formal definition of the network lifetime for WSN based border
surveillance application in order to efficiently enhance the lifetime of the deployed WSN.

7.4. Resilience of Thick-line WSN
WSNs are commonly deployed in harsh environment and are subject to sensors failure. Intrusions
detection performance using WSN based surveillance system is a critical task regarding the
deployment, the energy and lifetime constraints it faces. Based on our work in [96], we consider in this
section a thick-line WSN where we will present first a deployment method of WSN based surveillance
system taking into account the irregular behaviors of intruders’ entrance on a linear system and
develop, second, a resilience technique in order to maximize the network lifetime with the presence of
irregular crossings.

7.4.1. Network Architecture
In this subsection, we discuss the architectural aspects related to the implementation of the deployment
and resilience method under the irregularity of crossings.
Consider a WSN based border surveillance applications where sensors will be deployed in a sensing
field in order to detect intrusions trying to cross the frontier of a country. Consider a thick line area
where the monitored area is considered as a strip zone of length L and width W. This strip zone will be
divided into n equal rectangular subareas as shown in Figure 7.1. Assume that sensors will be
deployed to monitor each subarea against malicious intruders that attempt to cross the monitored
domain. In Figure 7.1, the red nodes present the sensors that are in sleep mode and the green ones
denote the ones that are active.
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Figure 7. 1: Network architecture modeled as strip zone
Intruders will enter the strip zone from any point from lower to upper border with different speed and
trajectories. It is obvious that the assumptions of homogeneous intruders arrival in the strip zone
appears to be inappropriate in reality. For instance, due to the irregularity in area geography and time,
intruders prefer some favorite regions because of their geographical easily access. Also, intruders
prefer some favorite periods to cross the border. Thus, the arrival rate of intruders is not uniform but
differs along the strip zone in time and space. Therefore, to cope with the irregular behaviors of
intruders, one can choose to model the arrival of intruders in each subarea i (i varies from 1 to n
subareas) until the time t with a non-homogeneous Poisson process with an intensity function αi(t).
It must be noticed that such process is generally used in the literature to model random and
independent events. Since the intruders’ arrival rate is non-uniform, some sensors will fail to sense
before others. For the sake of simplicity, the sensor failure is resulting only from the depletion of
energy where the network is not affected by others failures and faults of sensors. The deployment
method is heavily dependent on the frequency of the occurrence of the events.

7.4.2. Deployment of thick-line WSN under Crossings Irregularity
In this part, we present the deployment method under crossing irregularity. Since the behaviors of the
intruders is non-uniform and irregular, it is advantageous to provide a realistic deployment of sensors
to detect intrusions that aims at deploying a minimum number of sensors while maintaining the
network lifetime as long as possible. In fact, the number of deployed sensors in the strip zone will be
dependent on the intruders’ arrival rate. If we have estimation about the arrival rate of intruders per
each subarea, one can determine, first, the minimum number of required sensors Nsi for each subarea i
and then the total number of deployed sensors N 

n

 Ns
i 1

maximized.
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i

so that the lifetime of the strip zone is

Let us then consider Ns  Ns i ; i  1..n the vector containing the optimal number of sensors per each
subarea.
A general definition of the network lifetime in this case is the time of the first undetected intruder
crossing the monitored area. Since the monitored area is divided into n equal subareas and that for
each subarea we have modeled the arrival of the intruders then one can define the network lifetime as
the first time at which all the sensors in a subarea i became in failure state. One can easily deduce that
the proposed definition match with the lifetime definition utilized in general purpose and explained
above. We denote the lifetime of the strip zone by sLT(Ns).
To model the strip zone lifetime sLT(Ns) and determine the minimum number of deployed sensors we
consider the following. Given a subarea i and the intruders' arrival rate αi(t) in each subarea i, we aim
to determine the consumed energy Econsi (t ,i(t )) of the deployed sensors in this subarea until the time
t for an arrival rate of intruders αi(t). For this, we consider a crossing factor Cfi for each subarea i
defined as the time an intruder will spend to cross this subarea. This factor varies in ]0;+1[ and refers
to the difficulty of the area geography, the subarea size and the intruder average speed. One can easily
conclude that if this time is small, the sensor in this subarea will spend less energy to track an intruder.
As a result, subareas have different importance with respect to the crossing factor Cfi.
On the other hand, as in this work we do not interest in the manner the energy will be used, we assume
then a simple energy model where a crossing intruder within the sensing range of a sensor may cost
Eα,1 energy per unit time and that all sensors start their operations with the same initial energy.
Assume also that the initial energy of a sensor can allow sending a fixed integer number of messages.
Then, since the arrival rate of intruders is αi(t) where t denotes the number of unit time segments until
the time t. For the first unit time, we obtain:

Econsi (1, i (1))  Cf i E ,1i (1)

(7.1)

The energy Econsi (t ,i(t )) is given then by:
t

Econsi (t , i (t ))  Cf i E ,1  i ( j )

(7.2)

j 1

Furthermore, since each subarea i is characterized by an initial energy level Ei,0 corresponding to the
input energy level of the Nsi deployed sensors in the subarea i, then one can define and deduce the
remaining energy Eri(t,αi,Nsi) of Nsi sensors in the subarea i after a period of time t. This energy will
be given by:

Eri (t , i, Nsi )  E i ,0  Econsi (t , i (t ))
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(7.3)

Obviously if the average rate of intruders arrival does not vary over time, αi(t) = C for all t, then the
remaining energy Eri(t,αi,Nsi) will be equal to:

Eri (t , i, Nsi )  Ei , 0  t * Cfi * E ,1 * C

(7.4)

Once the remaining energy after a period of time t is determined for each subarea i, one can determine
the lifetime sLTi(Nsi) in a subarea i of the strip zone which is expressed by:

sLTi ( Nsi )  min t  0 / Eri (t ,i, Nsi )

(7.5)

The strip zone lifetime sLT(Ns) is then given by:

sLT ( Ns )  min sLTi ( Nsi ) / i  1..n

(7.6)

Now, given an arbitrary duration A, we aim to determine for each subarea i the minimum number of
deployed sensors Nsi such that the strip zone lifetime sLT(Ns) is greater than the duration A. Nsi can
be calculated as follows:

Nsi  min ns / sLTi (ns)  A

(7.7)

Once the number of deployed sensors Nsi in each subarea is determined, we can then deduce the
minimum number of required sensors N in the whole network. Based on these analysis, one can
deploy a minimum number of sensors Nsi while maximizing the strip zone lifetime sLT(Ns).
On the other hand, one should mention that a scheduling technique is provided allowing sensors to
save energy when inactive. The number of activated sensors is updated when the energy of the sensors
changes to ensure that only the needed sensors are activated where in each subarea, there will be one
sensor in active state and the remaining required sensors will be turned off to provide more possible
active sensors and hence have an optimal power consumption during the network lifetime. The active
sensor will be deployed near the center of each subarea.

7.4.3. Resilience Method under Crossings Irregularity
In this section we propose a resilience method of a thick-line WSN based surveillance systems. The
proposed method aims at extending the strip zone operational lifetime taking into account the
proposed deployment scheme mentioned above and in presence of failed sensors due to crossings
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irregularity. Among the challenges that WSN based surveillance system is facing; one can mention the
operational lifetime of the network. The latter depends largely on the failed sensors and the failed
subarea as defined in the previous section. For this, we address first the issue of increasing the sensor
ranges and second, we provide the enhancement technique of the strip zone lifetime.
 Increase sensors range
In the following, we address the issue of adjusting the range of the deployed sensors. The deployment
method presented in the previous section suppose that the sensing or communication range of the
sensors is constant during all the network lifetime. An approach to extend the network lifetime then is
to use dynamic range such that some of the deployed sensors in the network will have the capability to
increase their range. This task is carried to reduce the coverage holes caused by the failure of sensors
due to energy exhaustion. This can be done with a group of subareas (sensors deployed in those
subareas) in the strip zone, which will combine their ranges to cover the missing area. The goal of the
proposed method is extending the network lifetime as much as possible while satisfying the energy
requirement and guaranteeing maximum achievable coverage.
The problem addressed in this part is the following: Given a subarea i, three main questions should be
answered:
1) Which sensors have to decide to increase their ranges?
2) When should sensors make such decisions?
3) If a sensor decides to increase its range, how to set the new range?
To answer these questions, assume that initially all the deployed sensors have assigned a range R and
an initial energy level Es,0 and where the energy consumed to monitor an intruder per unit time is Eα,1.
We suppose also as hypothesis that we have information about the sensor energy level periodically.
A sensor node is operational from its first deployment time at the moment 0 until the moment its
energy level is equal to zero. A sensor node will run out of energy soon if its energy level become less
or equal to a threshold value Eth. A subarea is considered to fail soon if the energy level of each sensor
in that subarea became less or equal to Eth. For the sake of simplicity, we call this subarea as a dead
subarea.
Now consider a dead subarea i. Then, the sensors in the vicinity of this dead subarea will increase their
ranges to cover the missing area caused by the subarea i and hence to monitor the intruders trying to
cross this subarea. For this, we consider then three cases of subareas failures, namely; the first subarea
1, an intermediate subarea i, or the last subarea n is dead (i varies from 2 to n-1). In general case, given
the length of each subarea Ls 

circle of radius

L
and since sensors are deployed near the center of each subarea (a
n

Ls
5Ls
7 Ls
), the neighboring sensor will vary the range from R 
to R max 
.
8
8
4
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In the case of the first or last dead subarea, sensor in the next or previous subarea respectively will
choose to increase their range of Rmax. In the case of an intermediate subarea i became dead, both
sensors in the neighboring subarea i-1 and i+1 will collaborate together to cover the missing area.
Figure 7.2 illustrates this issue.

Figure 7. 2: Method used to increase the sensors ranges

One can easily be convinced that a larger range almost equal to Rmax is preferable to cover the hole
caused by the failed subarea. However, the more the range is increased, the more energy is consumed
since the energy consumption increases linearly with the sensor range. Therefore, the increase of the
sensor range has to be carefully chosen in order to effectively increase the network lifetime while
providing a maximum energy saving.
The increased range denoted as R' will be determined according to the following technique. Each
sensor in the neighboring subareas tries to cover some part of the subarea i such that all the area will
be covered by the collaboration of the two sensors in the subarea i-1 and i+1 and where the
intersection area between the two new ranges is minimal to save energy. It must be noticed that the
distance between the two sensors in the subarea i-1 and i+1 respectively should be less to 2R':
Therefore, R' should satisfy the following inequality:

R'  (

Cf
Ls 2 d int 2
Ls
)  ( )  ( )2  ( i )2
2
2
2
2Si

(7.8)

where dint be the distance between the two points of intersection of the two sensing ranges of radius
R' and R min  (

Ls 2 Cf i 2
) (
) is the optimum minimal range that provides a maximum network
2
2 Si
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lifetime while consuming less energy. The term

Cfi
corresponds to the minimum distance of the
Si

intersection of the two sensing ranges where Cfi corresponds to the time of crossing of an intruder and
Si is the speed of that intruder when crossing the subarea i.
The energy consumed per unit time E' ,1 will be increased according to the new increased range R'
and is given by:

E' ,1 

R ' E ,1

For the sake of simplicity, one can consider R ' 

(7.9)

R
5Ls
corresponding to the sufficient acceptable
4

increased range and deduce the energy cost by a crossing intruder which will be equal to

E' ,1  2E ,1 per unit time.
7.4.4. Proposed enhancement method
In the following, we present the strip zone lifetime enhancement method. The objective is to maximize
the lifetime after a first subarea in the strip zone will soon run out of energy.
To maximize the strip zone lifetime, we propose to exploit the resilience method proposed in the
previous subsection by increasing the range of sensors. It is clear that the strip zone lifetime will be
improved in that case as the first dead subarea have a new way to detect intrusion which is not
possible without increasing the sensors ranges. We denote the new strip zone lifetime by EsLT which
corresponds to the enhanced lifetime.
Let us take an example of a dead subarea. Consider a subarea i (i varies from 2 to n-1 subarea in the
strip zone) be a first dead subarea during the network operational lifetime. Sensors in the neighboring
subareas (subarea i-1 and i+1) will collaborate together to cover this subarea as explained above.
Then, according to their remaining energies and to the new consumed energy due to the increased
ranges, intruders will be detected until the remaining energy of the neighboring subareas become equal
to zero.
Let's determine now the lifetime EsLT. For this we consider the following assumptions. Assume that
the intruders cross uniformly each subarea and that the crossing factor Cfi is the same in the entire
subarea i.
Let t1 be the first failing time of a subarea failure if there is no resilience method applied and let i be
the first failing subarea (dead subarea). The time t1 is given by:

t1  min t  0 / Eri (t ,i, Nsi )  0
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(7.10)

One can notice, however, that if a resilience technique has been applied just before the failure occurred
on the subarea i such that the subareas i-1 and i+1 will cover the subarea i before t1, then for t > t1 the
consumed energy of the neighboring subarea i-1 and i +1 can be given respectively by:

t
1
' 1
Econsi 1 (t , i 1 (t );  i (t ))  Econsi 1 (t ,  i 1 (t ))  Cf i E ,1  i ( j )
2
2 j 1

1
1 t
Econsi 1 (t , i 1 (t );  i (t ))  Econsi 1 (t , i 1 (t ))  Cf i E' ,1  i ( j )
2
2 j 1

(7.11)

(7.12)

Thus, the remaining energy of the neighboring subarea i-1 and i+1 until the time t>t1 are given
respectively by:

1
1
Eri 1 (t , (i  1(t ); i(t )), Nsi 1 )  Ei 1,0  Econsi 1 (t ,  i 1 (t );  i (t ))
2
2

(7.13)

1
1
Eri 1 (t , (i  1(t ); i(t )), Nsi 1 )  Ei 1,0  Econsi 1 (t ,  i 1 (t );  i (t ))
2
2

(7.14)

Now, let t2>t1 be the first time of a subarea failure, for 𝑗 = 1, … , 𝑛, 𝑗 ≠ 𝑖:
(7.15)

t 2  min t  0 / Er j (t , j , Ns j )  0
One can deduce then that if the resilience process is not repeated, the enhanced strip zone lifetime
EsLT will be equal to t2.Otherwise, by repeating the resilience process, we define the time tk which
have the ordering tk > tk-1 > ...> t2 > t1using a recursive method. The time tk is obtained according to
tk-1and corresponds to the greatest time of a subarea failure that can be achieved by applying the
resilience process. The enhanced strip zone lifetime EsLT will be equal in that case to tk.
More precisely, we obtain the following result.
Proposition 1.
Using the proposed resilience technique increases the strip zone lifetime.
Proof of Proposition 1.
When the resilience method is applied, the strip zone lifetime is given by the time tk. This time is
effectively greater than the time t1, which corresponds to the strip zone lifetime without resilience.

7.4.5. Performance Evaluation of Thick-Line WSN
In this section, we will define in a first part the simulation model used in the evaluation of deployment
and resilience methods of the thick-line WSN. Next, we will represent the results of some conducted
simulations.
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In the first simulations, we will compare the number of deployed sensors in the strip zone with
different duration of a strip zone lifetime for different conditions of intruders’ arrival rate and crossing
factors. The second simulation aims at evaluating the impact of the intruders’ arrival on the strip zone
lifetime. The strip zone lifetime without resilience technique is compared in this case to those with
resilience technique. The third simulation aims at evaluating the impact of the crossing factors on the
strip zone lifetime with and without resilience method.
7.4.5.1. Simulation Model
Consider a strip zone of 1000m x 100m where we divide it into subareas of equal size of 20m large.
Sensors are be deployed in each subarea in order to maximize the strip zone lifetime sLT. A sensor is
operational until the moment its energy level is equal to zero. An initial energy Ei = 100Jfor each
sensor has been used in all simulations. Initially, a sensor will consume Eα1 = 0.1 energy to detect an
intruder per unit time. The intruder arrival rate is different in time and space following a nonhomogenous Poisson process with an intensity function αi(t). Since the intruders arrivals rate is
randomly in each subarea, we consider the average rate of intruders arrivals Aα(t) per unit time. Aα(t)
is obtained by dividing the total random arrivals rate of intruders in all the strip zone at a given time by
the number of subareas in the strip zone. The latter varies from 5 to 50 intruders per unit time. In
addition, due to the irregularity of the area geography and variable motion and trajectory of the
intruders, we define a crossing factor Cfi for each subarea i. We consider the average crossing factor
ACf in the strip zone, which varies in [1,10]. The unit time chosen is day and the simulation time
spans 100 days.
For each scenario, we repeat several times the simulations and measure the average result. The results
from our simulations are summarized as follows.

7.4.5.2. Number of deployed sensors with variable strip zone lifetime
As a first step of our simulation, we will assess the efficiency of the proposed deployment method in
terms of deploying a minimum number of sensors while having a strip zone lifetime greater than or
equal to a duration A. For this, two simulations experiments have been conducted for this context. One
measuring the minimum number of required sensors in the strip zone shown in Figure 7.3 and the
other measuring the average number of deployed sensors in a subarea shown in Figure 7.4 for different
values of the duration A and for different scenarios of the average crossing factor (Aa) and intruders
arrival rate (Acf). We varied the values Aa and Acf from low to high arrivals rate and from easy to
difficult access of an area.
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Figure 7. 3: Number of deployed sensors in the strip zone with a lifetime greater than a duration A

Figure 7. 4: Average number of sensors deployed in a subarea with a lifetime greater than a duration A

It can be seen first from Figure 7.3 that the number of required sensors in the strip zone composed of
50 subareas increases as the duration A increases for all the scenarios. The intruders’ arrival rate and
crossing factor behaviors from low to high variation appear to enhance the number of required sensors.
In addition, as shown in Figure 7.4, the average number of sensors is also increasing when the duration
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A is increasing. It ranges from 1 to almost 5 in each subarea. Particularly, we observe from the figure
that the average number of deployed sensors is almost 1 in each subarea when the intruders’ arrival
rate and the crossing factor are low. One can conclude from the above figures that the number of the
sensors deployed in the thick-line depends significantly on the average rate of intruders’ arrival and on
the average crossing factor. Given their importance, it is absolutely essential to take the factors below
into account when deploying sensors. Furthermore, it can be deduced from this simulation results that
the proposed deployment method deploys a minimum number of sensors for all the scenario providing
a strip zone lifetime greater than or equal to a duration A.
7.4.5.3. Effect of the intruders’ arrival on the strip zone lifetime
In this simulation, we will examine the effect of the intruders’ arrival rate on the network lifetime for
both methods with and without resilience. For this we consider the average rate of intruders arrival in
the strip zone Aα(t) varying from5 to 50. For the sake of simplicity, we consider two scenarios of the
average crossing factor, namely; Acf=3 and Acf=5. This allows us to deduce how the same method
behaves once used in different areas geographical characteristics. Figure 7.5 depicts the variation of
the network lifetime sLT where the red and blue curves show respectively the strip zone lifetime using
only the proposed deployment method without the resilience technique and using our proposed
resilience scheme for different intruders’ arrivals rate.

Figure 7. 5: Effect of the intruders’ arrival rate on the strip zone lifetime

As it can be observed from the figure, regardless the used method (with or without resilience), the
lifetime sLT decreases as the average rate of intruders’ arrivals increases for both scenarios of average
crossing factor. In fact, when a large number of intruders is crossing the area under surveillance, a
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large number of subareas will become in a failure state, leading to a reduced strip zone lifetime. In
addition, one can deduce, from this observation, that the lifetime sLT (for Acf=3) is greater than sLT
(for Acf=5) for both methods. It is because the characteristics of the subarea when Acf=3 allows an
easy access, and thus less energy is spent by the sensors to detect the intruders crossing the given
subarea.
On the other hand, one can notice from this figure that using the resilience method performs better
than without resilience for all the scenarios of arrivals rate of intruders and crossing factor. Clearly, we
can see that an increased network lifetime is achieved for all scenarios. In fact, the simulation shows
that there is an average gain of 50% in the strip zone lifetime when the proposed resilience method is
applied. This is because the more we delay the failure of a subarea by increasing the sensors range of
its neighboring subareas, the more we increase the network operational lifetime. Furthermore, the less
we have intruders the more time neighboring subareas will be operational to cover the dead subarea
when implementing our resilience scheme. It is also observed, from this figure, that for a specific
intruders’ arrival rate, we have almost the same increase in the strip zone lifetime. This can be
explained by the fact that the main causes of sensors energy depletion is the high number of intruders
so neighboring subareas will deplete their remaining energy after specific time in a same way after a
specific high number of intruders. As a consequence, having precise information about the intruders’
arrivals rate and using efficient deployment and resilience methods would help us to extend the
network lifetime.

7.4.5.4. Effect of the crossing factor on the strip zone lifetime
In this simulation, we will examine the effect of the crossing factor Cfi on the strip zone lifetime. For
this, we varied the average crossing factor in the strip zone in the interval [1,10] and considered two
scenarios of average of intruders’ arrival; namely, 5 and 10 per a day and compute the lifetime sLT.
Figure7.6 illustrates this issue.
One can notice from this figure that regardless the used method of resilience with the two scenarios of
intruders’ arrivals rate, the lifetime sLT decreases when the average crossing factor increases. In fact,
the area geography and the speed of intruders in terms of crossing factor have a great impact on the
consumption of energy by the deployed sensors leading to more consumed energy when the crossing
factor become high.
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Figure 7. 6: Effect of crossing factor on the strip zone lifetime
In addition, if a sensor has the ability to increase its range using the resilience method for both
scenarios and for different values of crossing factors, then the lifetime of the network will be
increased. This is obtained because the sensors in the neighboring subareas will be able to cover
a dead subarea for more time. The coverage extra time will be particularly longer when average
crossing factor is low. Thus, if we have to extend the lifetime of a WSN based surveillance system, we
need to get accurate information about the crossing factor and the intruders’ arrivals rate to efficiently
deploy sensors in the monitored area and to use an appropriate model to increase the sensors range
while reducing the energy consumption.

7.5. Resilience of Multi-thick lines WSN
In the previous section, we considered a thick-line WSN where sensors are deployed in a strip zone
such that the lifetime of the WSN is maximized. Based on our work in [99] and given the model of the
strip zone lifetime presented above, we aim to generalize it for multi-thick lines area composed of a set
of strip zones, in the sense that using multi-linear system will ensure a larger coverage and hence
allowing an efficient tracking of the intruders.
Thus, the behavior of the border crossings to cross the area, which reflects how, how many and when
they will cross the area should be considered to allow sensors efficiently detect the intruders. For this
purpose, two major objectives have to be achieved. First, providing a deployment scheme capable of
offering a maximum network lifetime. Second, detecting any border crossings by analyzing their
crossing strategies and compare the lifetime.
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7.5.1. Network Architecture
In this subsection we will present the topology of the area to be monitored by the deployed sensors.
Assume that a WSN is to deploy to monitor a country border against intruders crossings. For this we
consider a rectangular monitored area of a length LA and the width is WA where we divide it into
multi-thick lines topologies composed of a set of strip zones. The number of strip zones varies from 1
to m and where each strip zone is divided into p subareas. In each subarea we aim to deploy sensors
containing. The architecture of the network is illustrated in Figure 7.7. In the figure we represent the
different strip zones modeling the network.

Figure 7. 7: The network architecture modeled as multi-thick lines
Intruders will cross the surveillance border from any place from lower (starting) to upper (exit) border
according to different crossing paths. The arrival of the intruders is variable from one position to
another and from one time to another. For this, one can model the arrival rate of intruders in each
subarea i,k (i varies from 1 to p subareas and k varies from 1 to m strip zones) until the time t by a
non-homogeneous Poisson process with an intensity function αi,k(t).
Since the intruders crossing the area to monitor behave differently following different trajectories with
different speeds, one should define then how the intruder will cross the monitored area and try to move
along the different strip zones. A modeling of the crossing path of an intruder is important.
The main objective is that no intruder can cross the monitored area without being detected no matter
what crossing path it would choose. However, an intruder can cross the monitored area according to
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different and variable crossing paths. Modeling all these possible crossing-paths is too pessimistic
since there exists an infinite number of paths in the monitored area an intruder can adapt. The use of
all the paths will add then a complexity to the detection process of sensors and hence to the
computation of the lifetime. One should define then a crossing strategy reducing the number of
crossing paths, which can be adopted by an intruder.
In our design, we consider the following crossing strategies: the orthogonal crossing strategy and the
progressive crossing strategy, which can be classified into the random and deterministic progressive
strategy. The orthogonal crossing strategy corresponds to an orthogonal path followed by the intruder
where it will cross the monitored area from any point from lower to upper border taking a vertical
path. This strategy presents a simple but widely used scenario by an intruder. This crossing strategy is
usually utilized in flat areas and it corresponds to the shortest distance to cross the border.
On the other hand, since the intruders may choose to penetrate according to different trajectories; so
providing a realistic crossing strategy is important. For this purpose, we present the progressive
crossing strategy, which correspond to a path in the area of interest such that the intruder will choose
one of the upper paths. In the random progressive strategy, the intruder will choose randomly one of
the three paths to move to the upper subarea. In fact, it can choose to move to the upper area (directly
straight line), upper left or upper right according to a probability Pp for each path. In the deterministic
progressive strategy, the intruder will choose one of the three paths according to the area geography.
For example, if an intruder encounter a blocking subarea preventing it to move to the upper subarea, in
this case, it will move to the left or right upper subarea regarding the access. Otherwise, the intruder
will move directly to the upper subarea.
An intruder typically follows the progressive crossing strategy when the area contains obstacles. For
this, one can define two types of subareas; namely, the crossing and blocking subarea. A blocking
subarea prevents an intruder to penetrate through it and to cross to the upper subareas.
To better understand the above strategies, we give the following definition:
Definition.
An intruder using the orthogonal crossing strategy follows a path that crosses only the subareas a(i,j),
for a fixed i and j varying from 1 to k. The intruder using a progressive crossing strategy follows
a path verifying the condition (c): if the path crosses a(i,j) then immediately it crosses a(i,j+1), a(i+1,j),
or a(i,j-1).
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Figure 7. 8: Intruder crossing strategies
Figure 7.8 gives an example of the path followed by the intruders according to the orthogonal and
progressive crossing strategy. Using the definition above, one can deduce that the orthogonal strategy
is easy to model while the progressive strategy can be modeled by assigning to each subarea a(i,j)
a 3-tuple (p1,p2,p3), where 𝑝1 (resp. 𝑝2 and 𝑝3 ) is the probability that an intruder in a(i,j) will go to
a(i+1,j) (resp. a(i,j+1) and a(i,j-1)).

7.5.2. Deployment of multi-thick lines WSN under Crossings Irregularity
The main purpose of the proposed work is to maximize the monitored area (considered as a multithick lines) lifetime while deploying a minimum number of sensors. Thus, based on the proposed
crossing strategies, we aim in this section to compute the monitored area lifetime MLT(Np) according
to both strategies and hence deduce the required minimum number of deployed sensors according to
both strategies. Np is the vector containing the minimum number of deployed sensors in each path
corresponding to a crossing strategy. We begin by considering a monitored area devoid of obstacles
and thus having every subarea in each strip zone accessible for crossing by the intruders. Several
definitions of network lifetime can be found in the literature. However, the main issue we are
interested in this work is how to formally model MLT(Np) based on the remaining energy of sensors
for given paths followed by the intruders according to different crossing strategies.
We provide then a novel definition of the network lifetime. MLT(Np) is defined as the first time where
all the subareas on one of the paths followed by an intruder became in failure state. The failure of
a subarea is resulted from the depletion of energy of the sensors deployed in that subarea.
Let    1,  2,  3,..., n be the set of all the crossing paths an intruder can follow when crossing the
monitored area. Let E  e(t ,  1, N p1 ), e(t ,  2, N p 2 ), e(t ,  3, N p 3 ),..., e(t , n, N pn ) be the set of the remaining energy
until the time t of the subareas belonging to a path i , i=1..n, followed by an intruder when crossing
the monitored area and containing Npi sensors. The quantity MLT(Np) is expressed then by the
following:
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MLT ( N p )  min t  0 / e(t , i, N pi )  0 ; i  1..n

(7.16)

Once MLT(Np) is determined, one can compute the minimum number of deployed sensors Npi in a path

i followed by an intruder and hence in all the monitored area N   N pi .
n

i 1

On the other hand, having defined MLT(Np) in general case, one can formally define and compute it
according to the crossing strategies provided above. So, we provide the major mathematical
expressions of the energy consumed by sensors and determine their depletion regarding the path
followed by an intruder for each crossing strategy.
Thus, the following two purposes should be conducted. First, we determine the number of intruders
Ii,k(t) in each subarea i,k at any time t knowing that the average rate of intruders arrival in the first
thick-line is αi,1(t) until time t. Second, we calculate the remaining energy Ei,k(t,nsi,k) of nsi,k sensors in
each subarea i,k taking into consideration the number of intruders Ii,k(t) crossing the subarea i,k and
the input energy level E0i,k of the deployed sensors in the subarea i,k. It should be noted that the focus
of this work is not on the manner the energy will be consumed but on the consumed energy value to
detect an intruder we would need to determine the network lifetime.
To accomplish this task, several assumptions have been made. We assume, for the sake of simplicity,
that the intruders cross uniformly each subarea and that the time an intruder will spend to cross a
subarea is the same for all the subareas. We denote this time by TC and we refer to Cfi in the previous
section. On the other hand, we assume that the intruders will penetrate to a subarea each duration of s
time and that TC is simply a fixed multiple of the unit time duration s. We assume also that the
average rate of intruders arrivals αi,1(t) is greater or equal to 3.

7.5.3. Lifetime Computation According to the Orthogonal Crossing Strategy
We aim now to model the monitored area lifetime according to the orthogonal crossing strategy. We
denote this lifetime by MLTOS(Np,OS).
The number of paths n according to this strategy is obviously the number of subareas p in the strip
zone. A path πi presents the column i composed of the set of subareas from subarea i,1 to subarea i,k
for each k varying from 1 to m.
One can determine then the remaining energy e(t , i, N pi ) for each path i until the time t.
MLTOS(Np,os) can be expressed by the following relation:

MLTOS ( N p ,os )  min t / e(t , i, N pi )  0, i  p
where e(t , i, N pi )  0 corresponds to Eri,k(t,nsi,k)=0 for all k=1 to m and N pi 
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(7.17)
m

 ns
k 1

i ,k

.

To calculate e(t , i, N pi ) we should determine then the number of intruder Ii,k(t) in each subarea i,k
belonging to the path i . To this end, we calculate first the number of intruders Ii,1(t) in the subarea
i,1 crossing the first thick-line.
t

 s 1  i ,1 ( s) 0  t  TC
I i ,1 (t )   t

s t TC 1  i ,1 ( s) t  TC

(7.18)

The intruder will start crossing the upper subarea i,2 only after leaving the under subarea i,1 after TC.
The number of intruders in each subarea i,2 corresponding to the second thick-line is given then by the
following:


0 if
0  t  TC
 t
I i , 2 (t )  s TC 1  i ,1 ( s  TC ) TC  t  2TC
t

 s t TC 1  i ,1 ( s  TC ) t  2TC

(7.19)

In the same way, the number of intruders in a subarea i,k is given by:


0 if
t  (k  1)TC
 t
I i ,k (t )  s TC  i ,1 ( s  TC) (k  1)TC  t  kTC
t

 ( s  TC) t  kTC

s t TC 1 i ,1


(7.20)

Therefore, knowing the number of intruders Ii,k(t) in each subarea i,k belonging to a path i at any
time t, one can determine in a first step the consumed energy Eci,k(t) in the subarea i,k which is given
by the following:

Eci ,k (t )  I i ,k (t ).TC .eI

(7.21)

where e I is the consumed energy by a sensor to detect a crossing intruder. And then deduce in the
second step the remaining energy Eri,k(t,nsi,k) in each subarea i,k taking into consideration the input
energy level of each subarea i,k:

Eri ,k (t , nsi ,k )  E 0 i ,k  Eci ,k (t )

(7.22)

7.5.4. Lifetime Computation According to the Progressive Crossing Strategy
We model now the monitored area lifetime MLTPS(Np,ps) according to the progressive uniform
strategy. Two cases of intruders crossing may occur. First, intruders’ crossing either the first or the last
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subarea of thick line. In that case, 1  P of the intruders will go directly to the upper subarea and P
2

2

will go to either the right or left upper subarea respectively. Second, intruders crossing any subarea i
(i varies from 2 to p-1). In that case, they will be uniformly divided into the left and right paths
according to probability

P

. The remaining intruders will be in the upper path according to 1  P .

2

A path i in that case corresponds to a combination of subareas. One can deduce then the number of
paths n according to the following strategy which is equal to n  ( p  2) 3  4 .MLTPS(Np,ps) can be
obtained by the following relation:

MLT PS ( N p , ps )  min t / e(t , i, N pi )  0 i  1..n

(7.23)

To calculate the remaining energy for each path i followed by an intruder, we consider, for the sake
of simplicity, a monitored area reduced to two thick-lines. The number of intruders Ii,1(t) in the first
thick-line crossing the subarea i,1 to the upper subareas is the same as equation (7.18). Then the
number of intruders Ii,2(t) in the subarea i,2 for each i in 2 to p-1 will be equal to:



0 if
0  t  TC
 t
P
P
 s TC 1 ((1  P) i ,1 ( s  TC)   i 1,1 ( s  TC)   i 1,1 ( s  TC))
I i , 2 (t )  
2
2

if TC  t  2TC
 t
P
P

((
1

P
)

((
s

TC
)


(
s

TC
)

 i 1,1 ( s  TC))
i
,
1
i

1
,
1
2
2
 s  t TC 1
if t  2TC

(7.24)

Knowing the number of intruders in each subarea i,k (k=1,2) until time t, one can deduce then the
remaining energy Eri,k(t,nsi,k) given by equation (7.22).

7.5.5. Lifetime Computation in an area with obstacles and with different subareas
crossing factors
Several assumptions have been made when computing the network lifetime to make its computation
easy to understand. Assumptions have mainly included the obstacle free area and the same crossing
time for each subarea. In the following, we address the issue of lifetime computation under two
hypotheses: monitored area with obstacles due to the irregular area geography and various crossing
times.
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In fact, obstacles such as grass, shrubs, big stone, big tree, mountain, etc, exist in the outdoor
environment. These obstacles significantly impact the crossing path of an intruder. In that case, we
distinguish two types of subareas, namely; blocking subarea containing blocking obstacle preventing
the intruder to follow its normal path and crossing subarea allowing the intruder to cross the area. For
this, the two crossing strategies should be adapted to take into account the area geography. At first,
we assume that the first thick-line does not contain any blocking subarea and that two adjacent
subareas are either crossing subareas or only one of them is blocking.
For the orthogonal crossing strategy, if the intruder encounters an upper blocking subarea, it will move
to the right upper subarea. On the other hand, for the progressive uniform strategy, if the upper subarea
is blocking, the intruder moving to upper subarea will move to the left or right upper subarea. Figure
7.9 shows the new path followed by an intruder in each crossing strategy.
In addition, since the subareas have different nature and different importance with respect to the area
geography, one can define different crossing time TCi,k for each subarea referring to the difficulty of
the area geography, the subarea size and the intruder average speed. Thus, it is easy to deduce that if
this time is small, sensors deployed in this subarea will spend less energy to track an intruder.

Figure 7. 9: Orthogonal and Progressive crossing strategies of border crossings in an area with
obstacles
Having the new paths in each crossing strategy and the crossing time of each subarea due to the
presence of some blocking subareas, the result achieved in the previous subsections will be
reformulated in terms of lifetime computation.
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7.5.6

Performance Evaluation

This section presents the performance evaluations of the proposed method. The simulation model and
results of the conducted simulations will be described in the following.
7.5.6.1. Simulation Model
In our simulation experiments, we only consider a monitored area of 1000m x 100m reduced to 3
thick-lines. Each thick line is composed of 50 subareas. We consider two cases of area, namely; with
and without obstacles. Sensors will be deployed in each subarea in order to track any crossing. The
remaining energy in each subarea corresponds to the total remaining energy of the deployed sensors in
that subarea. We will consider in the simulations the average rate of intruders’ arrival ARI varying in
the interval [1,20] in each subarea since the intruders arrive non-uniformly in each subarea and the
average crossing time ACT of the subareas when the area geography is variable. ACT is ranging from
easy to hard accessible subarea. The simulation time spans 10 TC. Each experiment is repeated many
times.
7.5.6.2. Simulation Results
Effect of the intruders’ arrival on the network lifetime in an obstacle free area
In this simulation, we fixed the value of TC to 5 and we consider an average rate of the intruders
arrival in each subarea in the interval [1, 20] and we vary the standard deviation of the intruders arrival
in time between 2 and 10 in order to determine the monitored area lifetime with both crossing
strategies; the orthogonal and the progressive crossing strategies as shown in Figure 7.10.
As expected, when the intruders’ standard deviation increases, the monitored area lifetime decreases
from10 to 3 for both crossing strategies. One can notice also that the orthogonal strategy performs
better.
Effect of the crossing time on the network lifetime
In this simulation, we varied the average crossing time in the interval [1,10] whereas we fixed the
average rate of intruders’ arrival to 15 and we computed the monitored area lifetime shown in Figure
7.11.
It can be seen from Figure 7.11 that when the crossing time become high, the lifetime decreases. This
is because the more intruder spent time in crossing a subarea, the more energy is consumed by sensors
to track that intruder for both crossing strategies.
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Figure 7. 10: Variation of the monitored area lifetime in relation to the standard deviation of average
rate of intruders’ arrival

Figure 7. 11: Variation of the monitored area lifetime in relation to the average crossing time
Lifetime Computation in an area with obstacles
Figure 7.12 compares the monitored area lifetime in an area with and without obstacles. It can be
observed that the lifetime decreases as the intruders’ standard deviation increases for both crossing
strategies with and without obstacles. In addition, in a case of an area with obstacles, the lifetime is
reduced as the intruders trying to cross the blocking subarea will be divided into others subareas
leading to more consumed energy in those subareas.
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Figure 7. 12: Comparison of the monitored area lifetime in an area with and without obstacles

Number of deployed sensors in obstacle free area
In this simulation, we aim to determine the average number of deployed sensors in a subarea for a
given duration D of lifetime with both crossing strategies. It can be seen from Figure 7.13 that the
average number of required sensors increases when the duration D increases. This is because, the more
the network is operational the more sensors are needed to track the intruders. In addition, one can see
that the progressive strategy requires more sensors to be deployed since some subareas will be crossed
by more intruders leading to more consumed energy.

Figure 7. 13: Comparison of average number of deployed sensors in a subarea with a lifetime greater
than a duration D
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7.6. Conclusion
Surveillance of an area with irregular crossings and area geography using WSN forms a challenging
task that we attempt to solve in this thesis. In the present chapter, we considered first a thick-line
architecture in which the sensors will be deployed in a strip zone. We have proposed a deployment
method of thick-line WSN in which the monitored area is considered as a strip zone. The proposed
scheme aims at deploying a minimum number of sensors while maximizing the network lifetime. For
this, we formally define and compute the strip zone lifetime sLT requiring an optimum number of
deployed sensors with constraint of irregular crossings. Then, based on the deployment method, we
provide a resilience method in order to enhance the strip zone lifetime. Simulation results show that
the increase of sensor range extends the lifetime of the network.
In the second part of the chapter, we considered a multi-thick line WSN architecture in which the
monitored area is divided into multiple thick-lines. In order to provide an efficient deployment method
taking into account the irregular models of intruders with different trajectories, we formally modeled
the crossing strategies of the intruders trying to penetrate the monitored area. For this purpose, we
provided two crossing strategies of border intruders in order to maximize the network lifetime of a
multi-thick lines area. Mathematical expressions were used to compute the lifetime. The results of the
simulation show that the irregular arrival rate of intruders and the different crossing strategies can have
a serious impact on the network lifetime and the number of required sensors.
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CHAPTER VIII.

CONCLUSION AND PERSPECTIVES

8.1. Introduction
Wireless Sensor Network (WSN) consists of a large number of sensor nodes geographically
distributed in a region of interest. WSNs are emerging as a promising technology to foster the design
and the implementation of applications.
This thesis has addressed different forms of irregularities in WSN, where we built various protocols
coping with irregularity. The main contributions of this thesis are 4-fold: a) the development of a new
irregular radio model that determines the radio range in relation with the distance, the non-isotropic
antennas, the presence of obstacles and the climate phenomena; b) the development of a deployment
strategy that takes into consideration the atmospheric and environmental irregularities. As sensor
networks have many applications, surveillance application is a domain in which they may have a huge
impact. For this purpose, we considered border surveillance application as an example; c) the
establishment of holes detection scheme to ensure coverage completeness under irregularities; and d)
the development of deployment and resilience method under crossing irregularities that aims to extend
the network lifetime.
For this purpose we present in this chapter an overview of the achieved work during this thesis
providing the main contributions and addressing further research work in deploying real world WSN.

8.2. Deploying WSN under Different Forms of Irregularities
In this thesis we designed and provided several deployment strategies that cope with the irregularities
in WSN. The deployment methods are presented in the followings.
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Deploying WSN under Radio Irregularity and Environmental Changing Conditions
The first deployment method aims at deploying sensors while taking into account the radio irregularity
and the environmental changing conditions. For this, we studied the radio propagation effects such as
the distance, the path loss, the presence of obstacles and the environmental conditions and we
proposed an irregular radio model based on these effects. The proposed radio model will help
analyzing irregularities when deploying real world WSN. Achieved results in simulation allowed us to
justify the need of taking into consideration the radio irregularity when deploying sensors.

Deploying WSN with Atmospheric Irregularity
Another deployment method has been proposed dealing with the irregularities related the wind forces,
the geography of the landing area. In the proposed deployment strategy, we divided the monitored area
into a set of strip zones each one composed of rectangular subareas. The sensors will be dropped from
air from an unmanned quad-copter under environment constraints. A dropping scheme has been
proposed that determines the sensor dropping times and positions in order to provide realistic control
on the landing positions of the deployed sensors. Mathematical expressions were provided to allow a
tight control of the deployment scheme to provide high levels of quality surveillance. It can be
proficiently used in the dimensioning of surveillance application and can be extended to measure the
quality of coverage of the whole 2D area.

Deploying WSN under Environmental Irregularity
A deployment method is proposed taking into consideration the observable obstacles on the area to be
monitored. The obstacles in the environment have a great impact on the locations of the deployed
sensors. An image based processing algorithm has been proposed that determines the sensing and
radio ranges of sensors where knowing the range of a sensor before its deployment would help us
providing a better quality of coverage.

Deploying WSN under Radio Irregularity while Reducing Holes
The performance of WSN is directly affected by the quality of the links enabling communication and
sensing among nodes. Coverage completeness is an important quality of service measure. We
proposed method for coverage completeness of WSN with the presence of radio irregularity. The
proposed method aim at detecting radio holes due to radio irregularity. We defined the concept of
holes due to radio irregularity and develop a new method based on the determination of polygonal
cycles in a graph for detecting such holes, and analyze its performance.
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8.3. Resilience Method to extend the Network Lifetime
We proposed in this thesis resilience methods to extend the lifetime of a WSN based surveillance
system. In an application-specific way, the network lifetime is an important issue to evaluate the
performance of the sensor networks. It is a critical concern in the design of real world WSN.

Resilience of a Thick-line WSN under Crossing Irregularity
Considering a thick-line WSN where the monitored area is considered as a strip zone, deployment and
resilience methods have been proposed in this context dealing with the crossing irregularities in order
to maximize the network lifetime. The deployment scheme takes into consideration the irregular
models of the intruders since the arrival rate of intruders are non-homogenous and varies in time and
space.

Resilience of a Multi-Thick lines WSN under Crossing Irregularity
Given a monitored area considered as the union of multi-thick lines architecture as the intruders arrival
rate is non-homogenous and that the intruders cross this area according to different crossing paths.
Therefore, first, an analysis of the crossing strategies (paths) an intruder can follow is provided since
the behaviors of intruders will greatly impact the network lifetime. For this purpose, two crossing
strategies have been considered; namely, the orthogonal and progressive strategy. Then, a formal
definition of the network lifetime is provided according to both crossing strategy. A deployment
scheme is proposed then to ensure good detection for both strategies while computing and comparing
the network lifetime according to both crossing strategies.

8.4. Future Works
This section presents some further works that can be performed to solve surveillance problems or to
open new fields in terms of irregularities. The future works can be pursued in the following directions
that present some interest.
Sandstorms irregularity:
Surveillance of critical areas using WSNs is an interesting applications in different domains including
public safety or country security. Surveillance quality can be affected by various other parameters
depending on the area to monitor, the types of applications, and the nature of the events to observe. In
the context of border surveillance, for instance, sensors can be deployed in a vast desert area where
sandstorms can modify the density of send in the air and degrade the quality of sensing and
communication. The presence of droplets in the air may induce an irregularity in the performance of
the WSN.
The main purpose of the deployed sensors, in border surveillance, is the detection and tracking of
border trespassers. The deployment strategy under the atmospheric conditions that we described in
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this manuscript was mainly done for deploying sensors with the presence of irregular wind forces.
However, chances of occurrence of sudden sandstorms or heavy precipitations can be important and
can have major unpredictable effects on the tracking function of the WSN, since it can cause
communication path losses, among other degradations. Therefore, in a future work, we will propose a
deployment method for border surveillance applications that copes with the presence of sandstorms
and precipitation. For this, specific models will be developed to assess the effect on radio propagation
and motion detection.
Sensor functions irregularity due to denial of service attacks:
Security is one of the major challenges in WSNs for surveillance applications. In fact, sensors should
sense, analyze information, receive messages, and transmit their reports securely.

Among the

principle attacks that are performed on WSN, one can find the denial of service (DoS) attacks,
sinkhole attacks, and report modification attacks. Indeed, WSNs deployed for the surveillance in
hazardous areas are mostly vulnerable to DoS attacks. A DoS can induce the depletion of sensor
energy or reconfigure the sensor (if the sensors are programmable).
A major contribution to the security of WSN-based surveillance applications is to build various
mechanisms that aim to detect DOS attacks by providing authentication of the communicating sensors
and the integrity of transmitted data, so that the relay and transmission is reduced to the needed
operations.
WSN resilience within surveillance applications:
Resilience in this work has only considered the irregularity of the crossing individual behaviors and a
coordinated extension of the network lifetime. Our approach has provided a definition of the network
lifetime that is appropriate to the function of surveillance and can be enhanced to include various
sources of failures. In addition, the technique is mainly reactive, while it should include prediction
capabilities to provide proactive reaction to failures and security attacks.
A future work on the resilience of WSN based applications needs to address the following issues: (a)
proposing a deployment technique capable of deploying more sensors in the areas where the events to
observe are more likely to occur that in other areas; (b) developing the mathematical expressions that
are capable of determining the position of the deployed sensors with controlled errors; (c) defining
different models for the network lifetime capable of highlighting the effect on resilience related
parameters varying with time, climate conditions, and the area nature; and (d) modeling the resilience
problem of WSN as an RO problem aiming at maximizing the network lifetime.
Isolated sensors:
Due to several irregular conditions in climate or environmental factors and sensors failures, some sets
of isolated sensors can be formed in the WSN. The isolated sensors can be located inside the network,
can be part of internal coverage holes, and can be unable to report on the occurring events in their
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vicinity. Thus, further work is needed to solve the problem of coverage completeness in a WSN and
provide minimum maintenance.
Using quad-copters can help to efficiently the localization of the isolated sensors and the collection of
the data they have previously generated. A quad-copter can contribute to the building paths to connect
these sensors to the active part of the network, by simply deploying sensors accordingly. In addition to
the role of dropping sensors from air, a quad-copter can be used to predict the isolation of these sets.
On the other hand, the mathematics provided to measure the connectivity of a WSN can be enhanced
to include the isolation of sensors due to energy depletion or failure.
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Abstract
Imen Arfaoui. Forms and Models of Irregularities in WSNs: Effects and solutions. PhD thesis, School
of Communication Engineering of Tunis, SUP’COM, Communication Networks and Security
Research Lab (CN&S), Date: December 28, 2016 (Under the direction of Pr. Noureddine Boudriga)

Wireless sensor networks (WSNs) have become one of the most active research areas due to the bright
and interesting future promised to the world. In such networks, most numerical experiments, models,
and techniques have been developed using ideal conditions, while idealistic assumptions do not hold
true in practical situations. In fact, these networks face many forms of changing variables such as radio
frequency, atmospheric conditions, environmental changes and event occurrence irregularities to
mention some of them. The contribution of the thesis is four-fold.
First, we proposed a novel irregular radio model for more realistic and controllable deployment of
WSNs. For this, we studied the radio propagation effects such as the distance, the path loss, the
presence of obstacles and the environmental conditions and we proposed an irregular radio model
based on these effects.
Second, we provided deployment schemes taking into account the atmospheric, geographic and
environmental conditions of WSN in order to achieve high coverage and connectivity. In fact, factors
regarding the area under monitoring and the environment under which the deployment is performed
may affect the deployment quality and reduce its efficiency.
Third, we built techniques for coverage completeness in order to detect and manage holes with the
presence of radio irregularity. For this, we discussed the concept of holes due to radio irregularity and
develop a new method based on the determination of polygonal cycles in a graph. A hole detection
method is also proposed when the deployment of sensors is done from air using a quad-copter for
example.
Fourth, we proposed a resilience method of WSN based surveillance system. Two solutions of WSN
based surveillance system are proposed, namely, thick and muli-thick line(s) WSN architecture. The
resilience method aims to deploy a minimum number of sensors, in area of interest, while maximizing
the network lifetime taking into account the irregular crossings.

Keywords:

Wireless Sensor network, forms, radio frequency, atmospheric conditions,
environmental changes, event occurrence, deployment, coverage, connectivity, surveillance systems,
network lifetime.

